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CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCURING AGENCIES FOR PUBLIC CONTRACTS OF
WORKS, SERVICES & GOODS

SINDH BANK LIMITED/ADMINISTRATION
l)

2)

3)

4)

s)

6)

7)

8)

e)

l0)

1l)

r2)

13)

l4)

ls)

NAME OF THE ORGANIZATION / DEPTT.

PROVINCIAL ILOCAL GOVT./ OTHER

TITLE OF CONTRACT

TENDERNUMBER

BRIEF DESCRIPTION OF CONTRACT

FORUM THAT APPROVED THE SCHEME

SCHEDULED BANK

Procurement of SIEM / Log Management System

SN DB/C OKAD MIN fi I 1 1 7 3 I2O2O

Same as Above

Competent Authority

TENDER ESTIMATED VALUE

ENGINEER'S ESTIMATE

Rs. 25,000,0001

(For civil works only)

ESTIMATED IoD (AS PER CoNTRACT; o3 Years

TENDER & ; 18/09/2020 At I 100 Hours

NUMBER OF D03
(Attach list ofbuyers)

NUMBER OF BIDS R

NUMBER OF BIDDERS PRESENT AT OPENING OF BIDS 02

BID EVALUATION REPORT
(Enclose a copy)

NAME AND ADDRESS OF THE

L

J4^lld^a,. un^*tr".^af^<n >
\tkfisr. .*w r$ \ -y"t r(v rr{

&{ ,."-{&@,
l6) CoNTRACT AWARD PRrCE

I7) RANKING OF SUCCESSFUL BIDDER IN EVALUA
(i.e. 1 ", 2"d, 3'd EVALUATIoN BID). Sytems (Pvt) Ltd

l8) METHOD OF PROCUREMENT USED : - (Tick one)

a) SINCLE STAGE-ONE ENVELOPE PROCEDURE F.r*.-rt"cal

b)

c)

d)

SINGLE STAGE _ TWO ENVELOPE PROCEDURE

TWO STACE BIDDING PROCEDURE

TWO STAGE _ TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i.C.

EMERGENCY, DIRECT CONTRACTING ETC. WITH BRIEF REASONS:

1) M/s.Trillium I

U3

SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

2) Systems Limited



COMPETENT AUTHORITY
le)

20)

APPROVING AUTHORITY FOR AWARD OF CONTRACT

WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCIIREMENT PLAN?

Yes ll/ I lNo

2I) ADVERTISEMENT:

SPPRA Website
(lf yes, give date and SPPRA Identification No.)

Yes SPPRA S. No: T00531-20-0004

No

ii)
newspapers and dates)

22)

23)

NATURE OF 'T:::i"' ll r ll mt.

NTS?
(Ifyes, enclose a copy) Yesll/llNo

24) WHETHER BID EVALUATION CRITERIA
Yes lll llNoWAS INCLUDED IN BIDDING / TENDER

(lfyes, enclose a copy)

2s) WHETHER APPROVAL OF COMPETENT AUTHORI WAS FOR USING A
METHOD OTHER THAN OPEN COMPETITIVE BI

26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS? Yes I l/ llNo

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATED
BID / BEST EVALUATED BID (in case of Consultancies)

WFMTHER THE SUCCESSFUL BIDDER WAS TECHNICALLY
COMPLIANT?

Yesll/llNo

28) Yesll/llNo

2e) WHETTMR NAMES OF THE BIDDERS
TFM TIME OF OPENING OF BIDS?

WHETHER EVALUATION REPORT
CONTRACT?
(Attach copy ofthe bid evaluation report)

AND THEIR QUOTED PRICES WERE READ OUT AT

Yes ll/ llNo

GIVEN TO BIDDERS BEFORE THE AWARD OF

Yesl!/llxo

News Papers
(Ifyes, give

30)

213

WAS INCLUDED IN



3I) ANY COMPLAINTS RECEIVED
(If yes, result thereof)

32) ANY DEVTATTON FROM
(Ifyes, give details)

SPECIFICATIONS GIVEN IN THE TENDER NOTICE / DOCUMENTS

33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(Ifyes, give reasons)

34) DEVIATION F TION CRITERIA
(lfyes, give detal

35) WAS rr ASSURED BY
BLACK LISTED?

THAT THE

36) WAS A VISIT MADE BY ANY OF PROCURING AGENCY TO THE
SUPPLIER'S PREMISES IN CONNECTION W IF SO, DETAILS TO
BE ASCERTAINED REGARDING FINANCING
(Ifyes, enclose a copy)

37) WERE PROPER SAFEGUARDS PROVIDED ON M
THE CONTRACT (BANK GUARANTEE ETC.)?

38) SPECIAL CONDITIONS,IF ANY
(lf yes, give Brief Description)

\u //?'lL/
\\ 3e)Dare or of Con .,3ltt'( xn

Signature & Stamp of tAuthorized rcer
/ /

Yes

No No

Yes

No No

Yes

No No

Yes

No No

LtCol (R) ShahzadBegg
EV P / H ead oi A dm in istr ation
S'TVDH BANK LIMITED

SPPRA, Block. No.8, Sindh Secretariat No.4-A, Court Rosd, Karochi
Tele: 021-9205356; 021-9205369 & Fax: 021-9206291

5t )

PAYMENT IN
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SINDH BANKIIMITED
Hrao Orrtcr:
3Td FLooR. FEDEMTIoN HoUsE,
ABDULLAH SHAH CHAZI RoAD.
CLIFToN, K^MCHI-75600, PAKSTAN

UAN : +92-21-11 I-333-255
PHONE :,92-21-35829394
FAX : +92-21_35870543
WEB : www.sindhbankttd.com

Naeem Muhammad
SVP-I/ CISO RM Division

+1r_lt-||t_rrr_r16 :

+ir_fl_r6^ r1r1(:
+7r-fl-f6i L.O(r'.

Date:03-72-2020

Riaz Ahmed
SVP-I/1.T. Division

iil&,rz
,;r;yc?-,1,t)/O;)tU

gdy - tav.- 6,t/, rig, i rt1 ;,i o1.itt4

tN Mr^{oRyor 5H^HIED MoHr^R{A lrN^zrr8B*a I *:r-rrr-gic,ntdrrurl{+r .ir

SnvonN
r ITr r ll1.f,:hil
PowER To Tnr PropLe rr r l-lgc[+:llr

PURGHASE ORDER

PO No: 199

Iv{/s Trillium Information Security Systerq

10s Floor, AWT Plaza,

5 The Mall,
Rawalpindi,
Pakistan.

YU ,AVN on 
ldo

Subiect: Procurement of SIEM/LOG Management System

Dear Sir,
'S7ith reference to the Tender Bid SNDB/COK/ADMIN /TD/1173/2020 dated 01-09-2020 for Procutement of
SIEM/LOG Management System, submitted by you in Sindh Bank Ltd. After detail review the Sindh Bank Ltd

management is pleased to inform that your Tender Bid is accepted.

Kindly proceed as per tender document. Further detail is as follows.

Terms & Conditions

Payment Terms as per Agreement

i-tuV
c)i
A

-))

7,130,1L71-IBM QRadar Software / Licenses-lnitial One Year

Professional Services -lmplementation/Support Including 1x
ident Eneineer for 1 Year Trainine-lnitial One Y

Total -Inltial One Year lo,7t2,LL7l-

@ofAgree',."ntonmutualconsentofbothpartiespricesofsubsequent
vears are as follows

2"dYear SLA (SoftwarelLocal Support including x Resident Engineer)

3"d Year SL,A (Softwar e /Locd Support including x Resident Engineer)

15,563,51O/-

S. Zeeshhn:'ul-Haq
SVP-ll/ I.T. Division

Ata H
EVP/r.T.



Technical & Financial Pronosals Evaluation Report

Procurement of SIEM/Log Management Svstem

I Name of Procuring Agency Sindh Bank Ltd.

2 Tender Reference No. SNDB/COKiADM IN/TD/ I 1 7 3 /2020

J Tender Description Procurement of SIEM/Loe Management System

4 Method of Procurement Sinsle Stage One Envelop Biddine Procedure

5 Tender Published SPPRA S. No. T0053 l -20-0004

6 Total Bid Documents Sold 03

7 Total Bids Received 03

8 Technical Bid Openins Date 1810912020

9 Financial Bid Opening Date 18t09t2020

l0
No of Bid Technically
Oualified 02

il Bid(s) Reiected 0l

S. No. Name of Company Cost Offered by Bidder Ranking in Terms
of Cost

Comparison with
Estimated Cost
(Rs.25.000.000/-)

Reason for
Acceptance/

Reiection

Remarks

0 I 2 3 4 5 6

I

M/s Trillium
Information Security

Systems (Pvt) Ltd
ILs.I5.563.5l0/- l't l-owest Bidder

Rs.9,436,4901
Below with the estimated

cost

Accepted Being the l't Lowest

Qualified Bidder

2 M/s Svstems Limited Rs.22,488,066/- 2nd Lowest Bidder
Rs.2,5 I 1,934/-

Below with the estimated
cost

2nd Lowest Qualified Bidder

M/s Siliconst Private
Ltd Rs.4l,585,41 8 Disqualified Disqualified Evaluation Criteria Not Fulfi lled

Note: M/s Trillium lnformation Security Systems (Pvt) Ltd is selected for the Procurement of SIEM/Log

IManagement System to Sindh Bank Limited being the I't Lowest Qualified Bidder.

Members - Procurement Committee

\-, fr/
/ 

(Mr. Saeed Jamal) Chief Financial Officer - EVP - Chairperson

(Col. Shahzad Begg) Head of Administration - EVP - Member

(Mr. Syed Muhammad Aqeel) Chief Manager, IDBL, KHI -AVP - Member

Stslesfl

l//^i



-tql5^ 6
Lrr) 1

Criteria I I t/vv

S. No. Requisite *Evidence required to
be attached

Compliance / Prool

I

Minimum 03 Years in business in

the relevant field

Letter of lncorporation /
Company Registration Letter /

Letter or Declaration of
Commencement of Business /

NTN.
(attach as Annexure "1")

Yes No

2 Turn Over in last
3 Years should be at least 50 million Audit Report / Tax Return

(attach as Annexure "2")
t€/ No

3 Registration with lncome Tax ,

SRB and Sales Tax
NTN,SRB&GST

Certificates
(attach as Annexure "3")

V No

4 The proposed solution / Product in
the bid must be currently used bY

atleast three Bank in Pakistan other
than Sindh Bank

Attach Documentary
Evidencei Certificate

(attach as Annexure "4")

-rf€s
No

5 The proposed solution / Product
must be currently deployed bY the

vendor atleast in two Bank in

Pakistan other than Sindh Bank

Attach Documentary
Evidence/Certificate

(attach as Annexure "5")
Yes No

Qualified / Disqualified

@
1. There can be subsequent clarification to this specific tender for which it is advised to keep yourself

abreast with the notification being hoisted on Sindh Bank Ltd & SPPRA websites regularly.

2. Attachment of relevant evidence in eligibility criteria is mandatory. ln case of non-provision of
evidence in any of the requisite, bidder will be disqualified

MANDAIOBX
1. GST/Income Tax RegistrationiSindh Revenue Board.

2. Attachment of Affidavit (specimen attached as Annexure "H") on stamp paper from the owner
of the company.

3. Attachment of Annexure .A' 
With Financial Proposal) & Annexure "B' (With Financial Proposal if

Bank Guarantee is going to be submitted as Bid Security).

4. Writing of tender reference as given in the NIT on the Envelop, carrying tender document is must
or the bank will not be responsible if the documents are not received by the Procurement
Committee on time

DISQUAI.!FICAT!ON
The bidder will be considered disqualified during technical/financial evaluation process or
after award contract if:
1 . On black list of SPPRA & Sindh Bank Ltd.
2. lssued with two (2) warning letters/emaits by the Sindh Bank Ltd in

the past to the bidder for unsatisfactory performances.
3. Not GST/lncome Tax Registered.

4. Alternate bid is offered.

5. Non - Attachment of Annexure 'A" (With Financial Proposal) & Annexure "B' (With Financial
Proposal if Bank Guarantee is going to be submitted as Bid Security).

6. The qualified bidder sublets the contract in any form/stage to any other agency.
7 . The tender is deposited without Tender Fee.
8. Waranty of supplied items is less than 1 year.
9. ln Eligibility criteria, a single non-compliance of a requisite will make the bidder disqualify.

(Single Stage-One Envelope procedure).

10. tf Ouring verification process of the list the response by any of the bank is un sr
aqlnunt on account of

.^/ 
''

T{in{ohr Ghausi
AVP/ FinJnce Division.

shan-ul-HaqSyed Zei

.T. Division



?u fOfr LH
bility Criteria ?r

S. No. Requisite *Evidence required to
be attached

Compliance / Prool

1

Minimum 03 Years in business in

the relevant field

Letter of lncorporation /
Company Registration Letter /

Letter or Declaration of
Commencement of Business /

NTN
(attach as Annexure "1")

Yes No

2 Turn Over in last
3 Years should be at least 50 million Audit Report / Tax Return

(attach as Annexure "2")
Yes No

3 Registration with lncome Tax ,

SRB and Sales Tax
NTN,SRB&GST

Certificates
(attach as Annexure "3")

Y€s No

4 The proposed solution / Product in

the bid must be currentlY used bY

atleast three Bank in Pakistan other
than Sindh Bank

Attach Documentary
Evidence/Certificate

(attach as Annexure "4")
Y No

5 The proposed solution / Product
must be currently dePloYed bY the

vendor atleast in two Bank in

Pakistan other than Sindh Bank

Attach Documentary
Evidence/Certificate

(attach as Annexure "5")
Yes No

Qualilied / Disquatified

F',I.IGIBII.TY CRITT',RIA NOTN

1. There can be subsequent clarification to this specific tender for which it is advised to keep yourself

abreast with the notification being hoisted on Sindh Bank Ltd & SPPRA websites regularly.

2. Attachment of relevant evidence in eligibility criteria is mandatory. ln case of non-provision of

evidence in any of the requisite, bidder will be disqualified

MANI}AII}BI
1. GST/Income Tax Registration/Sindh Revenue Board.

2. Attachment of Affidavit (specimen attached as Annexure "H") on stamp paper from the owner
of the company.

3. Attachment of Annexure'A' With Financial Proposal) & Annexure'B' With Financial Proposal if
Bank Guarantee is going to be submitted as Bid Security).

4. Writing of tender reference as given in the NIT on the Envelop, carrying tender document is must
or the bank will not be responsible if the documents are not received by the Procurement
Committee on time

DISOUATIFICATION
The bidder will be considered disqualified during technical/financial evaluation process or
after award contract if:
1. On black list of SPPRA & Sindh Bank Ltd.

2. lssued with two (2) warning letters/emails by the Sindh Bank Ltd in
the past to the bidder for unsatisfactory performances.

3. Not GST/lncome Tax Registered.

4. Alternate bid is offered.

5. Non - Attachment of Annexure "A" (With Financial Proposal) & Annexure 'B' (With Financial
Proposal if Bank Guarantee is going to be submitted as Bid Security).

6. The qualified bidder sublets the contract in any form/stage to any other agency.
7 . The tender is deposited without Tender Fee.

8. Warranty of supplied items is less than 1 year.

9. ln Eligibility Criteria, a single non-compliance of a requisite will make the bidder disqualify.
(Single Stage-One Envelope Procedure).

of the bank is un satisfactory on

Syed Zbdshan-ul-Hac
SVP/ I.T. Division

10. tr ouling
on



CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCURING AGENCIES FOR PUBLIC CONTRACTS OF
woRKS, SERVICES & GOODS

SINDH BANK LIM ITED/ADM INISTRATION
l)

2)

3)

4)

s)

6)

7)

8)

e)

l0)

I l)

NAME OF TTM ORGANIZATION / DEPTT.

PROVINCIAL / LOCAL GOVT./ OTHER

TITLE OF CONTRACT

TENDER NUMBER

BRIEF DESCRIPTION OF CONTRACT

FORUM THAT APPROVED THE SCHEME

SCHEDULED BANK

Procurement of SIEM / Log Management System

sN DB/COI</AOM I N/T/1 1 7 3 t2020

Same as Above

Competent Authority

TENDER ESTIMATED VALUE

ENGINEER'S ESTIMATE

Rs. 25,000,0001

(For civil works only)

ESTIMATED IoD (AS PER CoNTRACT; o3 Years

TENDER 1810912020 At 1 100 Hours

NUMBER OF D03
(Attach list of buyers)

t2)

l3)

14)

NUMBER OF BIDS

NUMBER OF BIDDERS PRESENT AT OPENING OF BIDS 02

BID EVALUATION REPORT
(Enclose a copy)

15) NAME AND ADDRESS OF THE SU

16) CONTRACT AWARD PRICE

G€\** tw fg

I7) RANKING OF SUCCESSFUL BIDDER IN EVALUA
(i.e. 1't, 2"d, 3'd EVALUATIoN BID). Sytems (Pvt) Ltd

l8) METHOD OF PROCUREMENT USED : - (Tick one)

a) SINGLE STAGE _ ONE ENVELOPE PROCEDURE

SINGLE STAGE _ TWO ENVELOPE PROCEDURE

TWO STAGE BIDDING PROCEDURE

b)

c)

d) TWO STAGE _TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i.E.

EMERGENCY, DIRECT CONTRACTING ETC. WITH BRIEF REASONS:

1) M/s.Trillium

U3

: ,.3.rir.,ryi!lr!1,1:I;i,1t1ll;;;;5lll'or" 
requisite w,,make the bidderdisqua,iry

Ali
Syed

AVP/ Firiance Division. YP/ ations Div,
SVP/ I.T. Division

SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

2) Systems Limited

Ghausi



SIGNATURE MEM C.ADMIN

FINANCIAL pRopre)SA{ti r: fl irr,

@Head-Arlminftil
(Applicable for the Year 2020-2Iilef.iOBL,

Name of Bidder Date:

Note: The lowest bid witt be colculoted os per the formulo obove' However initiol controct

wiil be given for one yeor only, which moy be extended mutually os per sPPRA Rule'

Terms & Conditions

o Prices quoted above valid for 90 days after date of bid opening i'e' 18 September 2020'

o Detailed Boe and price breakup is also attached with the financial proposal. Payment milestone proposed

on detailed BOQ/Price breakuP.

o prices do not include any taxes that may become applicable after the date of submission of proposal

o project Timelines (Delivery/lmplementation/operational Acceptance): 6 months or earlier line with tender

requirements.

o pre-required software (if applicable) necessary to operate the quoted solution shall be provided by sindh

Bank

o The support/subscription/warranty period of IBM Software shall commence from the date of order

processed in IBM systems and not after Operational Acceptance in line with IBM policy

. PaYment Term - lnitial One Year:

1. IBM software : too%to be made on delivery of IBM Proof of Entitlement

2. Hardware: 100% to be made on Delivery

3'lmplementation:100%tobemadeonimplementationcompletion
4. Resident Engineer/Local support: 100% to be made on start of resident engineer services

5.Training(lfApplicable\:LO}%tobemadeoncompletionoftraining
r Payment Term - Subsequent Year SLA:

1. IBM Software : loo%to be made on delivery of renewal Proof of Entitlement

2. Resident Engineer/Local support: 100% on delivery renewal Proof of Entitlement

PKR 4,851,393PKR LO,7L2,L!7
Procurement of
SIEM/Log
Management SYstem

PKR 15,553,510.TotalAmount=oneTimeCost-Year1(A)+RecurringCharges(B)_Year2&Year3

#-q
FSSYil
r:tttt,rt,r); j
..- ,r',r'/
'; t.' ;-- (',t" ."



Sindh Bank Limited
Tender Document - Procurement of SIEM/I-og Management System

Heaci . Fin Div,
4 FINANCIAL PROPOSAL He;rct - iiornin

m her"iD$L

(Applicable for the year 2020-21)flatg;

Name of Bidder StUiC Lro

Note: The lowest bid will be calculated as per formula above. However initial contract will
be given for one year only, which may be extended mutually as per SPPRA Rule.

*This Total ,4mount will be taken as price offered by the vendor.

Note

'1. ln case of over writing/cutting/use of Blanco is found in the Financial Bid document, the bid will be taken as
null & void however if the figures are readable and are also duly signed only then, bid will be accepted.

2. lf the item is not provide/installed on due date (date given on supply ordeQ a fine of Rs.500/-per day will be
deduced from the bill.

3. The cost must include all taxes, stamp duty (as applicable under Stamp Act 1989) duly stamped on the contract
agreement, installation, commissioning, transportation and labour charges.

4. No advance payment for the supply of equipment will be made, bills are only be processed for necessary
payment on receipt of certificate of delivery/satisfaclion from the concerned officer.

5. Calculation of bid security. 5% of the -(Total Arnount) will be submitted wilh the tender document as bid security
in shape of Pay Order/Demand Draft /Bank Guarantee in favour of Sindh Bank Ltd.

6. The successful bidder will be the one whose total sum of cost is the lowest. As it is package tender, so no partial
lowest cost will be considered for award of any work.

7. The tender will be considered cancelled if the contract agreement/performance security afier due
signature are not submitted with Admin Office afler 5 days of completion of bid evaluation report hoisting
period (7 days) on SPPM website.

8. The Tender will stand cancelled if the item are not supply/installed within 8 weeks of issue of supply order.
9. In case financial bids are the sarne, the successful bidder will be the one who has highest tumover of thetwo.
10. lf the obligation of warranty period are not met or delayed, the repair etc. requirement on this account will be

canied out by the bank & the billed amount will be deducled from the performance security/ upcoming payment
due to supplier. Risk & subsequent cost lo this effect if any will be liability of the vendor and any subslquent
expenses on the equipment will also be borne by the supplier.

1 'l . Qualified company will also be bound to sign a bond/undertaking that in case of any observation arising in
respect of quality of the equipment within the warranty period, the company will be iiable to address it it his
o,vn cost, non- compliance of the same will result into initiation of a case against the company for non-
commitmenl.

12. All terms & conditions of the Contract Agreement (Annexure "G") are part of tender document.'13. The tender will stand cancelled if any of the given condition of the tender is not met in stricfly as per the
requisite of the tender document.

14. Pre Bid Meeting: Within one vveek (For Any Clarification)
15. Note. There can be subsequent clarificalion to this specific tender for which it is advised to keep yourself

abreast with the notification being hoisted on Sindh Bank Ltd. & SPPRA website regularly.
16. Payment will be made in pak Rupee.

DNST PVT

.oD
Procurement of SIEM/Log Management System

*Total Amount = One Tlme Cost (A) + Monthly Recurring Charges(B) x 36
(ln Pak Rupee) 4 L,S'/ , tt# . oo

Signature & Stamp ofBidder

40

Ei
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i-leafl " Fin Biv'

Head " Arimin ffv
tteri:ber"iD$t,

(Applicable for the Year

Name of the Bidder: Svstems Limited

ineerisnotrequiredthenthepriceforYearlySLAwouldbePKR

s# Description One Time Cost
(in Pak Rupee)
(A)

Monthly
Recurring
Charges
(in Pak Rupee)
(B)

Procurement of SIEM/Log Management System

t. SIEM Software Licenses

7.1 SIEM Software Licenses (L't year) - 12 Month Subscription 7,0L6,275

L.2 SIEM Software Licenses (2nd and 3'd year) !42,840

2. SIEM lmplementation Cost
1,617,075

3. 01 Certified and skilled resident engineer/SLA - 01 Year Cost **
3,293,743

4.

OEM ac*.dit"d training for 5 resources (system/solution

operation management, security analyst and Cyber SOC

management) - Virtual Learning

Free of Cost
(Foc)

5. Hardware Cost with 3 Year Standard Warranty 7,L33,473

Sum of Respective One time & recurring cost (2nd and 3'd year) 19,059,905

1,42,840X24

Months =

3,428,L60

*TotalAmount 
= One Time Cost (A) + Monthly Recurring

Charges(B) x36 { Colculated os A+ (1.18x12)+(1.28x2Q }
(ln Pak Rupee)

22,488,066

4,644,000 - lnclusive of Taxes with Quarterly Payment Terms

4



tB- o7. Do>4Date:

ItA*<

-\NP^Ather lqbal
lncharge Procurement

PowER _fo THE PEoPLE se E f:r4rUait t/

Circular

sNDB/coIADMTN/BIDD rta / crac/ ll ? 3 / 9 -o 2-o

opening of Tender for selectio n ot ?ruo rn n. t o{ 9e nl/ LOa *'? n^o|t**t

Bidders have been called upon to participate for the subject purpose. Members of the
procurement committee are requested to attend the event as per the given schedule:

Bid opening g2rc3 I 8' 6 of ' 2t 2-*

Bid Opening rime: /'/ /Z; ' tleuD

Venue

Head of Administration

Chief Financial Officer

Chief Manager (IDBL)

: Board Room



FOR SELECTION OF

ATTENDANCE SHEET

BID OPENING.

* r.-.*-,/ ,{ S2€ *t -"-r+ '/'h
Date: tE - on - 0,6b

Company Name Name of
Company

Representative

Company
Address

VLf=- /;,;4
fr: ttu,

lan*u9/**u

+7- b/L,
h,haa 1e-,+&.1

Head of Administration

Chief Financial Officer

Chief Manager (IDBL)

Lqc)

S.No Contact
No.

Signatu re

4 ,/

dL
o):ri-
26f;17r'

lo'Y (l*v-Ah/T
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3 SCOPE OF WORK / TECHNICAL SPECIFICATION
Technical Specification

3.1 Objective:

. The proposed system is one of ways to maintain situational awareness and security
posture of organizational identified critical automated systems and infrastructure
components in support of the Risk Management.

. The proposed system will increase the efficiency of the cyber security team,
lnformation technology and systems operation teams besides fostering a broader
awareness and a culture of lT Security and risk management.

. lnstitution's risk posture identification, reduction and improvement in Banking and
Enterprise systems and associated critical lnfrastructure components.

. The system will be served as a nerve center towards establishing a Cyber Security
Operation Center (SOC).

. The proposed system is an actionable, preemptive, and enabling approach and
measures through an independent and unbiased entity.

. The system provides a centralized platform and real-time actionable and
comprehensive security insight and contextual information for managing cyber risks
and threats from detection and protection through remediation.

. The proposed system provide realtime centralized repository or platform of
monitoring and detection of cyber security events, logs, traces, footprints left by
hackers / malicious insiders and privileged users activities and subsequent
reporting of cyber threats, attacks and breaches to lT Operation teams and
Management for mitigation and/or elimination.

. The proposed system will provide insight in Policies, Controls and Threats
compliance. lt will provide a controlled lT environment in terms of change and
configuration management.

3.2 Project Management

Sr.
No.

Approach

1.
As part of the bid submission, the bidder must include the complete high-level and
detailed tentative project plan clearly highlighting the milestones - Schedule,
Timelines, Methodology, Roles and responsibility related to different activities like,
but not limited to, Ordering, Delivery, Sizing, Designing, Training, lntegration,
Config uration, I mplementation, Custom ization, Testin g, Optimization, Archiving,
Maintenance Support and Services of the proposed solution.

2.
Once the contract is awarded to the successful bidder, the kick off meeting(s)will
be conducted in the bank premises for the actual project plan with the successful
bidder

3.
After the notification of award to the successful bidder, will provide the name of
Project Team Lead and team resources those will be assigned to SNDB Security
lntelligence and rhreat Management system implementation and roll-out.
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4.
Successful bidder must provide detailed CVs of project resources assigned to
SNDB Security lntelligence and Threat Management System implementation and
roll-out.

5.
The successful bidder nominated Project Team Lead/Manager will be responsible
for handling the communications and coordination with their management, technical
team and SNDB. Project Team Lead/Manager will also be responsible
for providing the project status on regular basis.

6.
Change or removal of any resource from the Project team during execution of the
project will be subject to SNDB approval. The supplier will submit the CV of the
proposed resource(s) for SNDB review. ln case of any change in the supplier's
allocated Project Team Lead/Manager or team member, the supplier will provide
the resource immediately of equivalent or higher qualification and experience.

7.
SNDB may request to change any project resource, in case their performance is
not up to the mark or as per institution satisfaction.

8.
Project Supplier may engage foreign / local experts/consultants should they feel it
is necessary for the project at their own cost.

o
The Project Supplier may perform the implementation through Professional
lmplementation Services from the principal/OEM effectively and efficiently.

10.
The Project Supplier will also provide the Post lmplementation Optimization,
customization, upgrade, health-check services of the system and also assist the
SNDB till acceptance of the system.

11.
During the project, the supplier should provide information on help desk support
levels arrangements, End of Life and End of Support information for the proposed
producUsolution, software support, release management, on-site and remote
support, on-line services self-diagnostics tools, ticket and case escalation etc.

12.
Project supplier support and guidance for the lT/Cyber security operation center
(|T/Cy.SOC) to SNDB including but not limited to SOC requirement

analysis/processes, design/strategy, lmplementation of additional tools to
supplement SOC capability and threat intelligence, incident handling, investigation,
forensics and response.
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3.3 Project Timeline

The targeted Project Timeline is 6 (Six) months or earlier including the delivery,
implementation and operational acceptance from the date of signing of contract.

3.3.1 Delivery

Delivery will be considered accomplished when all the software and allied components
have been delivered at designated location and installed in accordance to the contract.

All related hardware, storage, software licensing shall be in the name of SNDB -
registered with OEM where applicable.

3.3.2 lmplementalion / Deployment

The supplier shall, with due care, diligence and attention implement and deploy the
complete system with warranty and technical support and professional services
according to the requirements and maximum satisfaction of the SNDB by assigning
properly qualified and competent personnel having related product maintenance
experience and exercising all reasonable means required in ensuring quality services
in accordance with this Agreement.
The On-premises implementation phase / criteria must include but not limited to:

Sr.
No.

lmplementation phase / criteria

1.
lnstallation and configuration of server/appliance, applications and associated
modules etc.

2.
OEM based accredited training for the system/solution operation management,
security analyst and Cyber SOC management

3.

Network configurations - dedicated high speed network interfaces for load
balancing (i) system administration, (ii) logs and events push/pull and collection,
(iii) network flows.

4.
lntegration and configuration of agent and agentless log sources as per
requirements to achieve the objectives.

5.
lntegration and configuration of network flows (lnformation will be provided at
this stage of implementation)
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6. Normalization/Parsing of logs/events

7. Aggregation and correlation for analytic of logs/events

8.

Centralized (Security Operation) and specialized dashboards (Networks,
Databases, Hosting Systems, Applications, Privileged Users Activity, Executive
Management, Audit & Compliance, System Health Check, Work flowsfficket
escalation, progress, status etc.) development and customization

9. Use / Misuse cases development and deployment, alarms, alerts and reporting

10. lntegration of open source or proprietary threat intelligence feeds

11. Ticket escalation/workflow config u ration to su pport i ncident response

12.
lntegration and configuration with Vulnerability and Patch management system if

required

13. Testing and Optimization (Health Check)

14.
The implementation, integration, configuration, customization and service related

tasks done by supplier will be checked and validated by OEM professional

services

The supplier backed by OEM must provide the best technical and security analytical

implementation soluiion effective for SNDB lT security until operational acceptance
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3.4 Training

SNDB consider training and technology transfer as an integral part of the project. The
supplier is required to provide comprehensive and hands on technical training for five
(05) SNDB Resources on the complete supplied solution/products and allied equipment
by OEM Certified Trainers.

The cost of training should be included in the price schedule of the bidding document.
The supplier will provide all necessary installation, technical, troubleshooting,
maintenance and preventive maintenance manuals and documentation, CDs, Award of
training completion certificates to SNDB staff etc. and keep on updating SNDB for all
related technical updates.

The training should be a part of complete solution offering by the supplier that should
include but not limited to the following:

1. Complete product introduction, architecture, functionality, technical features,
limitations etc.

2. lmplementation lnstallation, configuration, integration, customization, fine tuning,
maintenance and services, reporting etc. with respect to the SNDB lT security
requirements.

3. Day to day Operation management with available tools, backup and restore
procedures in case of product malfunctioning and failure etc.

4. Security operation center monitoring, detection, analytics, reporting, incident
handling and ticket escalation etc.

5. Troubleshooting and Maintenance of the System.

3.5 Operational Acceptance

Operational Acceptance means that the supplies and services in the contract have been

installed and run in operations after testing in accordance with the products' parameters

mentioned in the technical specifications and features meeting the technical requirements

of the project.

At least One (01) months of successful operations of the installed system, in accordance

with the SNDB required configuration, will confirm the Operational Acceptance of all the

supplies under this contract. Also the supplier will ensure dedicated on-site support till

operational accePtance.

Any component identified and confirmed through OEM/Distributor or Dealer or by Physical

fnspeclon or performance to be non-genuine, copy or refurbished will be rejected for

acceptance and it will be suppliers responsibility to replace that component or system or

the entire lot failing which the SNDB may terminate the contract'

For testing any cost associated with test equipment shall be borne by the supplier'
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During the course of the project until the operational acceptance of the last instatlation is
signed any cost associafed with the repair and/or replacement of the supp/ies in this
contract will remain covered in and SLA and will be borne by the supplier.
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The documentation is a part of operational acceptance that comprised all SNDB specific
project related system (hardware, storage, software, Applications) documentation. The
supplier will provide following documentation including but not limited to the:

1) System lnstallations, Configuration and Administration
2) User guides
3) Operation & maintenance (O&M) manual that will cover all components and

systems in a way that is easily understood.
4) Troubleshooting, backup and recovery
5) Standard Operating Procedure with snapshots, diagrams, commands etc.

3.6 TechnicalRequirements

The technical requirements are categorized as under:

l.Architectural and Deployment Requirements

2. Operational Req u irements (Ad m inistration & Config uration)

3. Logs/Events/Use or Misuse cases Management Requirements

4. Security lntelligence (Real-time monitoring and prevention, Event Correlation,

Analysis and Alerting)

5. Network ActivitY Monitoring

6. Advanced Threat Management

7. lncident Response and Management

8. I nformation/Logs/Events Sou rce Req uirements

9. Reporting
10. ProducUsolution RoadmaP

3.6.1 Architectural and Deployment Requirements

The following are the architectural and deployment requirements of the system:

areldatabase' The bidder need

to supply, install & configure allthe require.d servers' lPpfiT,t!1:-o1*:l?:^^
os, ,loor"ware, back-up software etc for implementation. Hardware storage

,urt u" sufficient for 3 years logs. The bid price must include all relevant

efined securitY config uration

assessment check (settings) for d!ff-e1e1t:yP?1f{Pl'19]" as per industry
qggvver '--'_ \

rtr-norrJr such as t'So2z.oi, pCl-oSS, oWASp' Cts etg

ed on lP' Location' Owner

s for vulnerabilitY

assessment.
l.AutomatedVulnerabilityAssessment(overthenetwork)
2.ManualVulnerabilityAisessmentincaseautomatedVAisnot

H,!hl,;ar ributed environments
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and storage to meet and optimized technical requirements as per OEM
recommendation.

7.
The solution should support high availability of hardware and storage solution
preferably automatic failover for both hardware and software level

8.
Support multiple deployment options (on-premises, all-in-one appliances,
virtual appliances, software, virtual imaqe)

L Minimum support 1000 EPS/MPS/EPC/MPC or similar with scalability up to
10,000 EPS/MPS/EPC/MPC or similar

10.
Minimum support 10000 network flow/m with scalability up to '100,000

network flow/m

11.
The solution architecture support heavy load from different lT assets for logs
collection with no major performance degradation

12.
Support multiple network interface support i.e. dedicated interface for
logs/events collection, dedicated interface for network flows, dedicated
interface for svstem administration etc.

13. Support inteqration of open source and closed loop applications

14.
Support healthy database for logs, events and network activities collection
and processing such that all information can be access from a single GUI in
efficient manner.

15.
Ensure the integrity and confidentiality of the information collected from log
sources

16.
Robust analytical risk and threat based intelligence engine for event
correlation, use cases from multiple collectors and associated log sources

17.

Provision of flexible and ease of integration, retrieval/collection, aggregation,
sorting, filtering, searching, correlation and analysis of events, logs or data
across all distributed components.

18. Support Offline Storage and compressed backup f@

19.
Support integration with vulnerability and patch management,
module, Network Admission Control, WLAN Controller, AAA,
intelligence etc. solutions.

ldentity Access
IPS and Threat

20.
lntegration with Core Banking of SNDB i.e. ABll System and its alternative

systbm such as ATM Host, Switch, Avanza etc for log collection and rule

based alert generation

21.
System should be able to involve remedial process based on rules defined by

SNDB
22. tionalgood practEes must be included

23. Additions of rutes should be easy and manageable

24. @pliance reports as per SBP Guidelines

25. anagement
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3.6.2 Moving Forward

License for EpSAvIpS/EpCA{pC and Network Flodm /FPM can be increased as per the requirement
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3.6.3 Operational Requirements (Administration & Configuration)

Operational requirements are an integral part of any security intelligence solution.

Sr.
No.

Requirements

1
Friendly and Ease of use inteffaces (i.e. icons, menu bar, tips & help, drill downs,
wizards, command short cuts, favorites etc.)

2
Support both manual and automatic update of configuration information with
minimal user intervention. For example, security taxonomy updates, rule updates,
device support, upgrades, patches etc.

3
Support protected web-based GUI to perform central management of all
components, monitored assets, system administration, analysis and reporting
tasks.

4
The system ensures all associated system components continue to operate when
any other part of the system fails or loses connectivity (i.e., management console
qoes off-line all separate collectors continue to capture logs).

5 Automated and manual backup/recovery process.

6

Real time dashboard of proposed system internal health checks and performance
indicators statistics, i.e. memory, Storage, CPU, l/Os, network traffic etc. and notify
the system administrator when problems arise.

7

Provide the ability to deliver multiple dashboards that can be customized to meet

the specific functional requirements of different users of the system and to achieve

and implement the right segregation of duty.

8

@torisabletodefinerolebaseacceSStothesystembylog
source, assets group, functional area or dashboard. This includes being able to

restrict a user's access to information to only those systems from a specific group

or functions or dashboard including, but not limited to, administration, reporting,
eventfiltering,correlation,and/ordashboardVie

9

The solltion deltver customizable dashboards (i.e. for Security Operation Center,

threat management, compliance management, privileged users monitoring,

monitored aisets view, top security events view, network activities and attacks

view, use cases view, malware/virus views, suspicious/malicious activities view,

incidents and alarms views etc.).

10

plates for dashboards and wizard to build

ones dashboards as per customer requirement or institution lT or business

environment. 

-

new

11
anisms for system troubleshooting such as

proactive notifications, command line, GUI util

12
ffiversatileanddiversifiedbuilt-inrulesforusecaSeS/pollcleS/
scenarios implementation . -. and customized dashboards from the

Ul for use i

mmunications between components'

(Data in transit)
of 

-all 
administrator / user actions

acrlss monitoied assets including SIEM svste[,.Core Banking, ADC etc'

The solution must n se exceeds the purchased

license volu
l+ anagemenGonsole to restore the archived

loqs to be re-proces:sed, re-normalized and re-classified'

13

14

15

16

17

al



Sindh Bank Limited
Tender Document - Procurement ofSIEM/Log Management System

18
The solution maintains a database of all assets discovered on the network. Tl-re
user should be able to search this database.

19 9ypport standard protocols (like DNS, NetBlOS, SNMP, NTp, SMITP, HTTPS,
ssH).

20
Thesolutionsupportsmanualand/orautomatedclassificatio.@
assets i.e. criticality, location, department, ownership/custodian, H/w & S/wdetails,
etc. that are being monitored and protected.

21 The solution provides integration with Microsoft active direCtory system
22 The solution supports file integrity monitoring across monitored aisets.

3.6.4 Logs/Events/Use or Misuse cases Management Requirements

Sr.
No.

Requirements

1
Log collection and archive architecture that supports both short-term (online) and
lonqterm (offline) event storaqe.

2
The solution support industry log collection methods (Syslog, Windows
Management lnstrumentation (WMl), Remote Procedure Call (RPC), Windows
Events Collection, FTP, SFTP, SNMP, SMTP, JDBC, SDEE etc.)

3
The solution also support non industry log collection methods like Single-line Flat
Files, Multi-line Flat Files, Proprietary and customized APls etc.

4 The solution provide agent-less collection of event logs whenever possible.

5

The solution support longterm access to detailed security event and network flow
data for analysis. The system must be able to provide access to at least 12

months' worth of online/active detailed information and additional 12 months
offline/passive information and scalable up to 5 years of offline/passive
information.

6
The solution / system generate audit logs of all administrator / user actions within
system/SIEM Accounting Audit including logs/event tamper monitoring.

7
The solution support custom applications or non-supported devices logs parsing /
normalization.

I The solution supports diversified agent and agent less log collection mechanism.

o The solution supports and maintains a history of user authentication event on per
asset basis.

10
The solution supports built-in use cases as per threat detection, flow analysis,
network & application behavioral analysis, inc!{ent etc.

11
The solution categorizes log data into a human-readable format to eliminate the
need to know OEM specific event lDs.

12

The solution normalizes common event fields (i.e. usernames, lP addresses,
hostnames, log source device, commands, time and date stamping etc.)from
disparate devices across a multi-OEM network. Specialized parsing/normalization
requirements also be supported.

13
tfre sotution provides APls, GUls and wizards for parser creation to support the

inteqration of unsupported data sources.
14 @ common taxonomy /categories of events.

15
@eabilitytostore/retainbothnormalizedandtheoriginal
raw format of the event log for forensic purposes.

16 lg1ry1q!trg 3!9 rgglggglg event fields'

17 @lize event time stamps across multiple time zones.
a1
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18
The solution supports the collector/agent send the log over TCp and encrypted
from remote locations or secure zone.

19 ThesolutionsupportSintegrityoflogs/eventscollecteorromffi
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3.6.5 Security lntelligence (Real-time monitorin& Event Correlation, Analytics and Alerting / Alarms)

Sr.
No.

Requirements

1 The solution support and provide reat-time
activities, data access, intrusion, threats and attacks detection, behavioral profiling,
suspicious/malicious activities, malware/virus proliferation, affected/compromised
hosts, use cases anomalies, monitored assets anomalies, lps and hostnames
reputation, geo locations sessions, qdvanced persistent threats etc.

2 The solution provides alerting based on observed security events, tnreats,
indicators of compromise from monitored devices.

3 The solution provides alerting based on observed anomalies and behavioral
changes in network flow and associated security events and threats.
solution should provide alerts based on rules defined/required by sNDB

4 The solution generates an alert when a system license goes beyond the given
threshold in terms of count or percentage and notifies the system administrator

5 The solution supports alerts on internal health checks and performance indicators
statistics beyond given threshold level, i.e. memory, storage, CPU, l/Os, network
!rcflc etc. and notify the system administrator when problems arise.

6

The solution supports an alert mechanism if any SIEM system service / component
/ monitored asset goes in to non-responsive /stop / hang state and restored back
to normal state. The alerts should be customizable as per requirements of SNDB

7
The solution provides the ability to correlate information across potentially
disparate devices.

8
The solution supports risk based weighted aleds to allow for prioritization.
Weightages must be assignable based on multiple characteristics such as asset
type, asset value, threaVattack type, activities type, protocol, application, etc.

I The solution provides a mechanism, to optimize rule tuning, and customized rule
development as per the institution use cases requirements.

10
The solution provides the ability to aggregate an analyze events based on a user
specified filter.

11
The solution limits and summarized the presentation of multiple similar events and
alerts.

12

The solution supports the ability to correlate against intelligence feed, security data
feeds (i.e. geographic mapping, known botnet channels, known hostile networks
etc.). These intelliqence feeds should be updated automatically by the solution.

13
The solution supports real time monitor and alert when there is a disruption or
disconnection in loq collection from an asset or loq source.

14
The solution provides a real-time event view of monitored information in
raw/oriqinal as well as processed/parsed format.

15 The solution provides alerting based upon established policy or rule.

16
The solution supports and provides behavioral white lists and baselines trend from
hosts, applications, user activities, networks etc.

17
The solution should be capable of taking automatic actions upon receiving an

alerUalarm through email or by tickeUcase escalation.
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3.6.6 Network Activity Monitoring

The solution supports local an

The solution supports up to layer 7 visib
ports. The system must support the identification of applications using ports other
than the well-known, and applications tunneling themselves on other-ports (e.g.,
HTTP as transport for MS-lnstant Messenger should be detected as lnstani
messenger - lot HTTP, TOR, P2p etc.
Thesolutiondynamicallylearnsnetworkbehavio

Thesolutiondetectsdenial-of-service(DoS)anddistffi

Thesolutiondetectsandpresentviewsortraric
the network (e.g. brute force attack, reconnaissance, p2p, command and control
communication, SQL iniection etc.
The solution identifies inbound/outbound network traffic trom potentiatty rist<y
applications (e.9. file sharing, peer-to-peer, malware etc.)
The solution displays traffic profiles in terms of packet rate. This capanitity nrust Ue
available for simple TCP analysis (TCP Flaqs, etc)
The solution maintains network profile and present information in multiple
timeframes.
The solution is able to profile communication originating from or destined to the
internet by geographic reqions in real-time.
The solution provides the ability to extract specific, user defined, fields from
network data and use the fields in correlation rules.
The solution supports in display visual traffic profiles in terms of bytes, packet
rates and number of hosts communicating. These displays must be available for
applications, ports, protocols, threats across each configured monitoring point in
the network and VLAN.
The solution is able to generate useable Metadata for network packets content
such as source lP, Destination lP, source and destination Protocols, Database
queries, Session Size, Session content including filenames, usernames etc. API
should be available for the logs by other application as required
The solution allows the user to create custom profiles and views using any
property of a flow, log, data source or already profiled traffic, lP addresses, groups
of lP addresses, source/destination lP pairs etc.
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3.6.7 Advanced Threat Management

3.6.8 lncident Response and Management

The solution supports and provides tnre
protocols and formats.
The solution allows integration
real time visibility-of global threat landscape automrtically as per critical and
severity ratings of threat.
ThesoIutionprovidestheabilitytocontextuattyc
network and host with security events and real-time knowledge of the assets or
network beinq tarqeted.
Thesolutionprovidestheabilitytoautomaticattyweig@
reported security threats/events according to the relative importance of the

The solution supports lP and domain reputationffi
The solution supports and provide latest threats information like mah^/are, phishin$
suspicious apps, credential theft, breach of security controls, critical and high risk
vulnerabilities, command & control reports, suspicious proxies and protocols,
exploitation of vulnerabilities, Zero-day malware indicators/vulnerabilities,
information leaks, hacktivism etc.
The solution supports and have built in Pattern Matching to identify advance yet
granular threats e.g. User Account created and privilege escalated, Audit logs
cleared and stopped, multiple authentication by single lD from different sources
into sinqle destination etc.

Sr.
No. Requirements

1
The solution provides automatic contextual information for incidents and ability to
perform basic forensic analysis.

2
The solution supports disparate events belonging to the same incident are
automatically aqqreqated throuqh correlation rules.

3
The solution provides a mechanism to capture all relevant aspects of a security
incident in a single logical view. This view should include relevant events, network
activity data, correlated alerts, and vulnerability data.

4
The solution allows the fine tuning and reducing of false positives of the lndicator
of Compromise, incident, risk scoring, alerts/alarms.

5

The solution supports operational efficiency and efficient workflows through
automated and/or manual response capabilities, including automation to improve
threaUincident detection and analytics, ticket escalation to the lT operation staff,

easy execution, status update, follow up and closure

6
The solution supports triaging of incidents aided by tagging, commenting,

annotating, audit trail and real time status tracking of ongoing incidents'

7

The solutton provides a mechanism to track security incidents across a wide range

of relevant attributes (i.e. lP addresses, usernames, log source, correlation rules,

user defined, time date, etc)for forensics purpose. The user must be able to filter

incidents along these deflned ry


