
CONTRACT E,VALUATION FORM

TO BE FILLED IN BY ALL PROCURING AGENCIES FOR PUBLIC CONI'RACTS OF
WORKS, SERVICES & GOODS

SINDH BANK LIMITED/ADMINISTRATION

r)

2)

3)

4)

5)

6)

7)

8)

e)

l0)

lt)

t2)

l3)

l4)

l s)

NAME OF THE ORGANIZATION / DEPTT.

PROVINCIAL / LOCAL GOVT./ OTHER

TITLE OF CONTRACT

TENDER NUMBER

BNEF DESCRIPTION OF CONTRACT

FORIJM THAT APPROVED THE SCHEME

SCHEDULED BANK

Supply & lnstallation of Anti Virus Threal Protection Software

S N DB/COK/ADlvl lN/TD/1 184/2021

Same as above

Competent Auihorily

TENDER ESTIMATED VALUE

ENGINEER'S ESTIMATE

Rs.37,593,7151

(For civil works only)

ES1'IMATED D (AS PER CoNTRACT) 1Yu"'

TENDER 06/01i2021 at 1100 Hrs

NU\1lll,R OF
(Attach list of buyers)

NUMBER OF' BIDS RE

NUMBER OF BIDDERS PRESEN.T AT OPENING OF BIDS

BID EVALUATION REPORT
(Enclose a copy)

NAME AND ADDRESS OF THE
Networks

I6) CONTRACT AWARD PRICE

t7) RANKING OF SUCCESSFUL BIDDER IN EVALUA
(i.e. 1",2"d,3'd EVALUATION BID). 1. M/s. Secure

l8) METHOD OF PROCUREMET\-T USED : - (Tick one)

a) SINGLE STAGE _ONE ENVELOPE PROCEDURE \.,,.---

b)

c)

d)

SINCI-E STAGE _ TWO ENVELOPE PROCEDURE

TWO STAGE BIDDING PROCEDURE

TWO STAGE -' TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i.E,

F-MERCENCY. DIRECT CONTRACTING ETC WITH BRIEF REASONSI

3 M/s. lnstecl Digitai

113

lfid

SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY



I

Competent Authority

l9)

201

APPROVING AU'I'HORITY FOR AWARD OF CONTRACT

WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?

Yesll/llNo

2I ) ADVF]RTISL]\4ENT :

SPPRA Website
(lfyes, give date and SPPRA ldentification No.)

News Papers

Yes SPPRA NIT lD:T00531-20 0015

No

ii) Yes Express Tribune Daily Express & Sindhi
Express (21l12i2020)

No

(lfyes, give newspapers and dates)

22) NATURE OF 'i:i" ll r ll rnt.

23) WHETHER QUALIFICA
WAS INCLUDED IN BIDDING /
(lfyes, enclose a copy) Yesll/llNo

21) WHETHER BID EVALUATION CRITERIA Yes l/ | lNo
WAS INCLUDED IN BIDDING / TENDER
(lfyes, enclosc a copy)

2s) WHETHER APPROVAL OF COMPETENT A I-'OR USING A

METHOD OTHER THAN OPEN COMPETITIVE B

26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS? vesll/llNo

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATED
BID / BEST EVALUATED BID (in case ofConsultancies)

WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY

COMPLIANT?

Yesll/llNo

28) Yesll/ll-.-o

29\ WHETHER NAMES OF THE BIDDERS
THE TIME OF OPENING OF BIDS?

WHETHER EVALUATION REPORT

CONTRACT?
(Attach copy ofthe bid evaluation report)

AND THEIR QUOTED PRICES WERE READ OUT AT

Yesll/llNo

CIVEN TO BIDDERS BEFORE TIIE AWARD OF

Yesll/llNo

l0)

213



3I) ANY COMPLAINTS RECEIVED
(lfyes, result thereofl

32) ANY DEVIATION FROM SPECIFICATIONS CIVEN
(lfyes, give details)

IN THE TENDER NOTICE / DOCUMENTS

33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(lfyes, give reasons)

i1) DEVIAl'ION F TION CRI'TERIA
(lfyes. give deta

35) WAS IT ASSURED BY
BLACK LISTED?

THAT THE

36) WAS A VISIT MADE BY ANY PROCURING AGENCY TO THE

SUPPI-IER'S PREMISES IN CONNECTION IF SO. DETAILS TO

BE ASCERTAINED REGARDINC FINANCING
(lfyes. enclose a copy)

37) WERE PROPER SAFEGUARDS PROVIDED ON M
THE CONTRACT (BANK GUARANTEE ETC.)?

SPECIAL CONDITIONS. IF ANY

ANCE PAYMENT IN

38)
(lfyes, give Brief

.rtt A- (

\-- 114rt"
. / $nature & Official Stamp

1 
Authorized Officer .

\

Ycs

No No

Yes

No No

YCS

No No

Yes

No No

Tele: 021-9205356: 021-9205369 & Fax: 021-9206291

EEIT@
313



SJGNATII'F

flr-'r . F,r, i ., .

He:.c-i,,,r.r,
l,AffiPrils

Megaplus Pakistau
M44. PE.C.tt.S, lllock 6.

Ittain Rozi Road olJ
Sh a h ra- e- Fait a l. Ka rac h i
U..l!i : (021) I ll-00-3J55

Tel: t'r92) lt 34300872- l
Fc\: I r92-: l) 3410 0874

Enoil : karochi(t negopl us.com. pk

,tlt,tll,
crsco

Datel

PRICE SCHEDULE

(Applicable for the year

2020-2021l,

113mg ef 91!!97 MEGAPLUS PAKISTAN

I'his total amount $ill be token os pnce ollered bv the vendor.

7.

The company will be considered dilqualified from the very outset, if not GST registered.

The cost must lnclsde alltarer, etamp duty (at.ppll€blc undcr Stamp Act 1989lduly stamp.d on thc contr.ct

agr.cm!nt, lnltallatlon, committlonlng, t,antportatlon.nd l.bour cha.tca.

No advance payment for the supply of equipment will be made, bills are only be processed fo. necesJary

payment on .eceipt of certificate of delivery/satisfaction from the concerned officer.

crlculrtlon ol bld recurltv. 5% of the 'Total Amount will be submitted with the tender document a5 bid security

rn shape of Pay Order /Bank Guarantee in favour of Sindh Bank Ltd.

tn ca5e it is reviled at any stage after installation of the equip.nent that the alked specification of the tender

have not been met, the amount of the total installation of that specific equipment will be flned to the vendor

with appropriate action as deemed necessary bY the procurement committee

The successful bidder will b€ the one whose total ium of cost !s the loweit. As it is package tender, so no panial

lowest cost will be considered for award of any wo.k.

Qualified company wlll alro be bound to siEn a bood/undenakinS that in cale of any obrervation arisinS in

respect of quality of the equipment within the warranty p€riod, the company will be liable to address it at his

own cost, non-complianae of the same will resuh anto infiation of a case against the company for non_

commitment.

9. All conditroni in the contract a8reement attached as Annexure G are pan of this tende, document.

10. The tender will be considered cancrlled il thc contract aSre€menVperformance security after due signature it

not submined with Admin Office after 5 days of €ompletion of bid evaluation regort hoistin8 period (7 days) on

SPPRA website.

u The tender will 5tand cancelled if any of the given condition of the tender in not met in rttictlY as per the

requisite ot the tender document.

12. tn case the finaoctal bids are the .ame, the 5uccersful bidder will be th€ one who has the hlShest turnover of

the two bidde.s.

14. Prc Bid Meetlng: ll'ithln one toeek (Fot An! Claificslion)

^.ote 
|heft con be sublequent ndacation or o6end,n nt to lhit slxctrtc n'ndetlot n'htch tt B uLlr5ed to leeP gu\ellabreast

n,ri rk norricorion bciri holt"d on Sntlh Ronk Ltd & IPPM Yebste 
'ogulo ) /a\

Not.
1.

2.

3.

4

Signoture & StonP ofB-ddel - t\

Canort pHrUps s'F#9sr

bh$.bd: 1015 Suset 14, E-11i3 tslamabad - 44000 uAN : i051i 111{0-3355, Far: (+92-51) 211 1530. Emati islamebad@md.pl$,com.pk

Lrhon:22c. Ebcr M. Gulbelg lll Lahoc.!,r6mUlol (0,{2} 111.0s3355. FaI: (+92.{2) 3591 8116 EfiEit ldEr6@n'ogad6,cqn.pk

prr** u.S*tr r*r. 3i n" urtt. p.!t'"" - ZSOttO UAN : (091r 111'0G3355' Fax: (+92'91) 527 9993 Eme r pelt6raooEgel's @'n pk

.I n u:I

Mrr:vcllieonptus

S.No Itcnr -_----__-f"t tj!!ur{
01. fi < nA Nl icr o Anh v r I r,s \ot,rha-. ! 38.,qg r,3sr)

IM
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I

;J:1iI:;:5#TPcADMIN
4. fINANCIAT PROPOSAL

(Applicoble for the yeor zozOzBllg,

Nome of Eidder: Secure Networks f Pvt.) Ltd

IOIAL BID VAIUE (h numbcr) r PXI 36,606,232.fi1 (lnclurlve ol oil $oxes)

IOtAt 8lD VATUE (ln word3) ' Ihlrty-slx mllllon slx hundred rlx lhousond lwo
hundred thny-rwo

Be Secured

CTMMMO2TO2E I2

Irend Mlcro Smorl
Prolocllon Compclc
SulL

I Apex Centrol
Advonced
Edltion

2, Ap€x One os
o S€rvlc€
(Endpoint

6.797,7fi.W r,155,6r9.00 7 ,953,377.@

| ", I Tfti' I n i,*u,,o I ^[i!i,

" 4 p.o. Box: Karachi 62200 !f +92 213 537 3802 ! info@securenetworks.pk



Be Secured SIGNA'TURE ME.I1 PC.ADMlN

Head ' tin Div,

Head'Admin div'

Apex One
Endpoinf
Prolectlon
(Endpoinl
Securlty On-
prem)
Apex On6
Vuh€roblllty
Proleclion
Apex One
Appllcollon
Conhol

f
6. Apex On6 DLP

7. Trend Micro
Mobile
Security

8. Trend Micro
Endpolnl
Encrypllon -

Full Disk
Encryption
ond Flle

Encryptlon
9. Trend Micro

web Security
Slondord

10. Trend Micro
Emoil Security
- Cloud

ll. rMsvA9.x
bose product
- Emoil
Socurlty on-
Prem

12. SconMoll Suite
wilh DLP lor
Mlcrosotl

t.

tl
rl

o- t/



Be Secured

$GNATURE MEM

Heatl'f in Div'

Head' Admin Ditt'

rlember'iDBL'

Darel

9

a

Cloud App Security
fo( Offic€ 365

02 DFZCE027021t2

Trcnd Mlcro Emoll
Securiiy Advonced
Add-on lo Smorl
Prolcctlon Completc
- Sondbox for Emoil

2000 3.379.308,00 571,r82,N 3.953,790.00

03

tYzHM02700u I 2

Trend Mlcro w6b
Sccurlty Advoncad
Add-on lo Smorl
Protecllon Complele
- Sondbox for Web
5ecurity

2000 3.329.308.00 574.4f.2.N 3,953,790.00

04 ADZYZ02TmG l2
Irond Mlcro Ap€x
On6 - Sondbox o! o
Servlc6

2N 861.141.00 1,t6.394.m r.007,535.00

SKHSM02700Y12 xDR, Endpolnt ond
S6rver {EDR) 2000 4,044,666.00 687,593,00 1,732,259.00

06
DX3AM 14602112

D..p 3.ct lly
Enlwprbc

L Vlrtuol
Potchlng (lPS)

2. Fllc lntcArlty
Monltodng

3. Log h3p€ctlon
,1. Appllcollon

Conlrol
5. Fkgwoll

50 2..77.790,N a2t,221.@ 2,899,014,00

($,r'n'

4 P.O.Box: Karachi 62200 !l +92 213 537 3802 p info@securenetworks.pk



aBe Secured

Advonce Moh//ore
Proiecllon

07

08

DDZAMl0703Al2

Dccp Dbcovcry
hsp€ctor 1000

Appllonc€ (lnclt dlng
I yr HW wononty)

IGbps r . t31.959.m 192.433.00 1,324,392.N

DDICEl2505Dl2
Doop Oltcovsry
lnspector 1000

Softwore with I Gbps
lGbps 6,638,086.00 r, r 28.475.00 7 .7 66.561 .W

09

PDO Deploy & PDQ

Invcnlory - I

odmln

For Systems
Monogement,
Vulnerobility ond
Polch
Monogemenl

200
Us6R

478.170.fi 81.289.00 559,459.00

t0 Prolcrrlonol Scwlcct 2, r 73,500.00 282,555.m 2,456,055.00

ll l.rld.nl lneln.., l toe

Lo€ol Supporl Annuol FOC

Tolol Arnounl ?Xl il,!ar,at6.00 a,t6l,r?2,00 282,555.00 il,60e,232.00

.1

I

.l

,\zou

' 4 P.O. Box: Karachi 62200 !t +92 213 537 3802 V info@securenetworks.pk



SIr-rpr+]3r-F..tTr{
e**..E:-s-rLi -d! -=--[--E-!L-E

FOR SE LECTIO N OF

Head of Administration

Chief Financial Officer

Chief Manager (IDBL)

(:-

ATTENDANCE SH EET

BID OPENING -

i-v,r*-s Ql-r-{
du- dt- 2-l

S. No Compa ny Name Name of
Company

Representative

Contact
No.

Company
Address

Signature

I Seo.rx \di"onfr

2- \,IM
oY{.
-tLg/( Yrt t *

) -0.4^l;
lAstK
^ <HQ/t)

A:*e
(24D3Sl

lt

It' 1

w.r,



,*,.."^t_*-
Srqg>F+B,a-r-rrc
(-_f ---E_Ld ,€t \' ! - E EPow.RloTHtPlorlr -t l 

o,,,ilffi*.#u,,
FINANCIAT PROPOSALS

FOR SETECTION OF * fuf/Ll.,*
& -ot - ,>r

Company Name

Sisnature -Procurement Committee Members

.(
Head of Adminlstration \

Chief Financial Officer

Chief Manager (lDB L)

zl '.,!-4 |lr..,

tun Ust;t 44-.



i'

TYPE OT PiOCUREMENI

TENDER NAMt

rYPE OT]EiIDER

OPEt'lll{G 0ATE

OPENIN6 TIME

ATTENDANCE (MtMsEN PC}

aTTENOANCE (REPs. OF EtOOERS)

slrGLE lI^6adr€ !iva!(r€ / 9n6!! 
'i^6!.iwo 

trvtlopt /,wo trr6a /m,o li OE-twO l]lwropr

dC a) -y't
/ I ta .{1e"it

1 ,ft.u l- vu./t.rn,* (-("+; u(b

piloel----^
!^f,H -\4.t L

rorAt Bros AccEprED roR EvaLUATjoN h - ; Z_

--tohr(slos nglrcrro

REMARX5

ADMIN / IT / CONSULTANT / MEDIA

^l-

9"rtr1

j':i.,



S.No Com pany Name
AMOUNT

DEPOSITED
1 Secure Netwirk 300
2 Megaplus 300
3 lnstect Diqital 300

Tota! 900



Ilg.blicul & Financial Pronossls EYaluation Renort
Sunnlr of llllrdllEl]QIl!!!!:Yirql]hrcut l,rotcction Sofr$are

I Nanle of Procuring Agency Si dh Bank Lld.
Tender Reference No. sNDB/COK/ADMtN rf D t84/2020

-1 Tendcr DescriDtion Suppl) ol' lnstallation of Anti-Virus Thrgat protection Software
4 Melhod of Procurenrcnt Single Stagc One Envelop Bidding Procedure
5 Tinder Published SPPRA S. No. l'00531-20-001s
6 '1-oral Bid Docuntcnls Sold il.'l

1 Total Bids Receired 0i
s 1'echnical Birl Opcrrinq Datt, 06 0l l0: I

9 Financial Birj Oncnirr1; Datc 06 0li 20ll

t0
No of Bid Technicalll
Qualified 0i
Bid(s) Reiecred tl

NglE trl/s s.curc N.rwork! is selecred for rhc supply of lnstallarion of Anti-v irus Thrtat protection r
Softrvare to Sindh Bank Limited being the l" Lowesr eualified Bidder. ,-)V

it\

Membcrr - Procuremart Commltle€

(Mr. Saeed Jamal) ChicfFinancial Olliccr - FiVp - Chairperson

,z' I '' 
('

(col. Shahzad Begg) Head or Adm inistrarion - evv - uen*r ( /--J- , 

^\'
/ /B

(Mr. Syed llluhammad Aqeel) Chief Manager. IDBL, KHI -AVp - Mcmbe, _AL

S. Nr'. Nrn|c of( omIrrl! (irst Off€r.d hr llidd(r Rrnkinl in ftrmr
ofCort

Comprriron ri ith
Sstimrled Corl
{RrJ7.59J.? l5/-)

Rcaron for

^cceptsncc/R.iection

Rcm:rrks

0 I 2 .l ,l 5 6

I M/s Sccurc Nel\\orks Rs.l6-606.211 ' ln l_or!esr Bidder
Rs.9t7,Jl3/.

Bclorv nilh the cslim.tcd
cost

Acccptcd Being thc l,'l-owest
Qualified Bidder

2 M/s MrSu Plut l'akistrn Rr.i8.{N l.-r8l - 2d Lorvest Bidder Rs.8t7,666,/-
Above $ith the egimated

cosl

2d Lo$€sl Qualified Bidder

M/s lnsrcc Digilitl
S\slenl

Rs. t2.il9.7ll- -1'd l-orrcst Bidder
Rs. 4,736.017/-

Abole $.ith lhe cslimElcd
cosl

3'd Louest Qualified Bidder

I
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Eligibility Criteria

ELIGIBILTY CRITERIA NOTE

1. There can be subseouent clarification to this specific tender for which it is advised to keep

yourself abreast with the notification being hoisted on Sindh Bank Ltd & SPPRA websites

regularly.

2. Attachment of relevant evidence in eligibility criteria is mandatory. In case of non-provision of
evidence in any of the requisite, bidder will be disqualified

3. The bidder may participate with joint venture if required.

MANDATORY

1. GST/Income Tax Registration.

2. Attachment of Affidavit (specimen attached as Annexure "H") on stamp paper from the owner of the

company.

3. Attachment of Annexure "A" (With Financial Proposal) & Annexure "8" (With Financial Proposal if
Bank Guarantee is Soing to be submitted as Bid Security).

4. Writing of tender reference as given in the NIT on the Envelop, carrying tender document is must or

,rtrw'""",',0,:H#trllecevedbvtheprocu3;ztteeon

VPl Oberatrons Drv

S. No. Requisite 'Evidence required to be attached Compliance / Proof

I
Mlnrmum 03 Y€ats in butneti,n the

relevanl li?ld

Lexar ofl.corgoratlon / Company Re8rrtration
Latter / Lett.r or Declarano.t ofCommancem€n!

of Burneri / NTN

l.ttach tr Ahnuu.. -l)

Turn Over in larr

3 Years should b! al l.a( 60 mrll,oa
Audit R€port/ Iar Relu.n

l.nach.r Ann€rure-2)

I
R.S6tralaon wilh lncotrE Tar rod Sar€5

Tar

NIN & GSI C€.t fr.les
latl.dr.r Annexure'3)

Ya.'

Offlc€! n m,n,huln 2 mato, ot'e5 O{f,ce

n (.rrch',r mBndatorv

Complele addret!.lont w,th PTCL landline
numbert

Irnadr.t Ann!rurc-4) 1z'

5

Comprny mun p.ovde a va[d

Manufacturer Authori!anon C.nrficate

for Sale/o.alin Pahttan for Antrvtr!5

Solutlon

Manufaciurer Author[.tlon Certrficale
(Anadr rr Ahn.rurE -5)

\r.1 .,V

The Prodlct / Solulion Ouoled rrr the b d

murt be curr.nlly ueed Wal b.n two
Eenh rn Pak6tan olher lhan Sndh 8.nI

artach Purchare orderl tet!.r tom
Manufactu.€r

(Attrch .s Ann.rur€ -5)

1

nre P.odu.tsl Solutonr Quoted by

bddlr mun be rn Gartncr't Le.d€6
Quad.ant rn htt lwo publithed lepo^s

(Att .h R.po.t as Annerure '7)

Quokfi.d / Disqoolified

Tarrirciol Ghaus,

AVP/ Finance Drvisron.

Syed Ze{sftn-ul-Haq
svP/ t.T. Division

Page 1 of 2
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QUAUFICAIION
1. Attachment of relevaot evidence in eliBibility criteria is mandatory. ln case of non-provision of

evidence in any of the requisite, no marks will be awarded (Single Stage- One Envelope Procedure).

DISQUALIFICATION

The bidder will be considered disqualified during technicalfinancial sr'aluation process or after award

contract if:
1. On black list of SPPM & sindh Eank ttd.
2. lssued with two (2) warning letters/emails by the Sindh Bank Ltd in the past to the bidder for

unsatisfactory performances.

3. Not GST/Income Tax Registered.

4. Ahernate bid is offered.
5. Non - Attachment of Annexure "A" (With Financial Proposal) & Annexure "B" (With Financial Proposal

if Bank Guarantee is goinB to be submitted as Bid Security).

6. The qualified bidder sublets the contract in any formlstage to any other agency.

7. The tender is deposited without Tender Fee.

8. Warranty of supplied items is less than I year.

9. ln Eligibility Criteria, a sinSle non-compliance of a requisitewill make the bidder disqualify.
(Single Stage-One Envelope Procedure).

10. lf during verification process of the cliental list the response bV any of the bank is un satisfactory on

account of previous Performance

Tarrhbor 6haus Syed ZEeshan-ul-Haq

SVP/ l.T. Division

Page 2 of 2
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Eligibility Criteria

ELIGIBILTY CRITERIA NOTE

3.

1.

2.

There can be subsequent clarification to this specific tender for which it is advised to keep
yourself abreast with the notification being hoisted on Sindh Bank Ltd & SPPRA websites
reBUlarly.
Attachment of relevant evidence in eligibility criteria is mandatory. ln case of non-provision of
evidence in any of the requisrte, bidder will be disqualified
The bidder may participate with Joint venture if required.

"*" a$r|il F

MANDATORY

1. GsT/lncome Tax Registration.
2. Attachment of Affidavit (specimen attached as Annexure "H") on stamp paper from the owner of the

company.

3. Attachment of Annexure "A" (with Financial Proposal) & Annexure "8" (With Financial Proposal if
Bank Guarantee is going to be submitted as Bid Security).

4. writing of tender reference as Biven in the NIT on the Envelop, carryinB tender docu ent ls must or
t Committee on

Taimdorthausr an Ali

eraiions Oiv

S. No. Requisite 'Evidence required to be attached Compliance / Proof

I
Mhrmum o'l Yeers in bu!iner! m th.

Lelter of lnco.por.non / Company R.gBtr.tion
L.tter / Letle r or Dcclar.l.on olComm.nc.mant

of Eueinesr / NIN.
{.tt d .s Antt.IuE -ll

2
Iurn Over ln list

3 Ye.rt ,hould be.t l€.5t 60 m,li'on
Aud( Repod / Iex Return
(.tt dr .r An.llrur! -2)

3
RcArstration wrth ln.ome Tax aad Sales NTN & GSICel1fEatet

{.nad.! A^nerure,31 l'

t
Ofiicer h m,nrmum 2 m.lor cnres Oilice

ii xarachi rt mandalo'y

Complete address alo^8 wft PTcL l.ndlin€
numb€rt

l.n.dr Es Annrrur. -41

5

Company must pro,rde a vald

M.nufactur€r Authori.atlon Cerirticale

for Sale/Oe.l in Palitl.n for Anlvirus

Manufacturer Aulhonratron C€r!ificale
(^tt.ch as ann€nr.'s)

6

lh. P.oduct / Solution Qt,oted rn th? bd
mun be currently ut€d by ai l!.st lwo

8..1r rn Pakirtan otherthin S,ndh Bank

Attach Purchare Ord€/ Letter froh
Menulactiir.r

(Attrch ar A^ndur. -5)

rhe Producrr/ Solutlo.t Quoted by

bidd€, mu( be In G.rtn.r'r Leadert

Quadlan|n lasr two prJblrshed repo.ts
{attich Repo( a! anncxure'71

Auottfi.d / Dkquorled

AVP/ Finance Division.

Page 1of 2

SVP/ l.T. Division

the bank wi

I

I



QUALIFICATION

1. Attachment of relevant evidence in eligibility criteria ismandatory. ln case of non-provision of
evidence in any of the requisite, no marks will be awarded (Single Stage- One Envelope Procedure).

DISQUALIFICAIION

The bidder will be considered disqualified during technicalfinancial evaluation process or after award

contract if:
1. On black list of SPPRA & Sindh Bank Ltd.

2. lssued with two (2) warninS letters/emails by the Sindh Bank Ltd in the past to the bidder for
unsatisf actory perf ormances.

3. Not GsT/lncome Tax Registered.

4. Alternate bid is offered.
5. Non - Attachment ofAnnexure "A" (With Financial Proposal) & Annexure "B" (With Financial Proposal

if Bank Guarantee is going to be submitted as Bid Security).

6. The qualified bidder sublets the contract in any form/stage to any other agency.

7. The tender is deposited without Tender Fee.

8. Warranty of supplied items is less than 1 year.

9. ln Eligibility criteria, a single non-compliance of a requisite will make the bidder disqualify.
(Single Stage-One Envelope Procedure).

10. lf during verification process of the cliental list the response by any of the bank is un satisfactory on

account of previous performance

AVP/ Finance Drvrsion. sVP,/ LT. Division

Page 2 of 2
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EliBibility Criteria

ETIGIBILTY CRITERIA NOTE

1. There can be subsequent clarification to this specific tender for which it is advised to keep

yourself abreast with the notification being hoisted on 5indh Bank Ltd & SPPRA websites

reBularlY

2. Attachment of relevant €vidence in eligibility criteria is mandatory. ln case of non-provision of

evidence in any of the requisite, bidder will be disqualified

3. The bidder may participate with joint venture if required.

MANDATORY

1. GST/Income Tax Registration.

2. Attachment of Affidavit (specimen sttached as Annexure "H") on stamp paper from the owner of the

company.

3. Attachment ofAnnexure"A" (with Financial Proposal)& Annexure"B" (With Financial Proposal if

Bank Guarantee is Soing to be submitted as 8id Security).

ft,-l

4. Writing of tender reference as given in the NIT On the Envelop, Carrying tender document is must 0r

I\
san Ali

vpl Dberatrons D

S. No. Requisite rEvidence required to be attached compliance / Proof

1

Minrmuh 03 Ye.rt rn but'net! r the

(elevant field

t.n.. ol locorpor.tion /Company ReSistr.tioo
Letter / Letler or 0€c!aratron ofComm.ncemcnr

of Busincat / NTN

lattadl ai Anruu'r -1)

2
Turn Over in lan

3 ycar,,houtd be at t.ast 50 mrltron
Audlt Repon / I.r Serurn
(.nfth !! Anmrur.-2)

l
ReS6lratron wilh hcom€ Tat and Salet

Tat

NTN & 65l ceriif'catet
(.tt..h.r Annerurc-31

Ofirce'n m0,mum 2 mato. crt€s Oirice

rn K..achr a5 mandato.t

com plele .ddrest .1o.8 *th PrCI l.ndlhe
numbarl

(.tt ch a5 An.Erurc -a)

5

Comoany must Prorde a valid

M.nuf acturer authoriaallon Ce.tlrlc.te

fo.sal./Oeal in Pal6tan lorantrvr.us

Solution

Manulacturar Authoara!on Certifl !ate
{att.dr .! Anh.rure 'sl

6

Ih€ Product/ Solution Quoted,n lhe bd
musr b. currentlY us€d bY al leael two
&nlin PakGtan olh€r than Sndh 8d.r

Artach Purchar. Order/ lelt€r from
Manulacturer

(Attach as Anftrurc -5)

The P,oduct! / Solutbntquoled bv

bddcr mon be ln 6artner't Lead€.i

Qu.dranl d l.st two publiehed repo^5

(Atta.h R€pon .s Anne&r. -7)

I,
ot'olifrcd / nqntN

Syed Zeeslalr-ul-Haq

AVP/ Frnance Drvrslon.

Page 1 of 2



QUAUFICATION

1. Attachment of relevant evidence in eligibility criteriais mandatory. ln case of non-provision of
evidence in any of the requisite, no marks will be awarded (Single Stage- One Envelope procedure).

DISQUALIFICATION

The bidder will be considered disqualified during technical/financial evaluation process or after award
contract if:
1. On black list of SPPM & sindh Bank Lrd.

2. lssued with two (2)warning letters/emails by the Sindh Bank Ltd in the past to the bidder for
unsatisfactory performances.

3. Not GST/Income Tax Registered.

4. Alternate bid is offered.
5. Non - Attachment of Annexure "A" (With Financial Proposal) & Annexure "8" (With Financial Proposal

if Eank Guarantee is going to be submitted as Bid Security).
5. The qualified bidder sublets the contract in any form/stage to any other agency.
7. The tender is deposited without Tender Fee.

8. Warranty of supplied items is less than 1year.
9. ln Eligibility Criteria, a single non-compliance of a requisite will make the bidder disqualify.

{Single Stage-One Envelope Procedure).

10. lf du ring verification process of t he cliental list the response by any of the bank is un satisfactory on
account of previous performance

Tar6oot Gtrausr Syed Zeeshan-ul'Haq

Page 2 ol 2
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SwnHBANK
I lTu l Of-Uff
PiJwrR Ir1 lllrl,t(rr.lr r' t

PO Nor 209

M,/s Secure Netrvorks Private Limited,
Omcr Number B l, f,d Floor,
26$ Ofiicc No-B l. Sccond Ftoor.
'fauheed Conrmcrcial Arca,
Dcfcnsc-v, DHA,
Karachi.

Subjccl:

TrrEt & Conditlop.
Paymcnf 'lbrms

Dclivery

Taxc6/Deducbon

Thank you,

M. Rashid Memon
VP-l/ LT. Division SVP'll/1,T. Division

Dear Si.,

With rcfcrcnce to thc Tender Bid SNDB/COK/ADMIN l'tDl tlea /2020 dstc{l 2t I tZ lzU)O tor Supply &
Insta.llatioo of Antivirus Threet Prorecrion soft\vare submitted by yoq at sindh Bonk Ltd. AJter <iersil
review the sindh Bank Ltd Mdnagemcnt is pleosed ro inform that your Tender Bid is acccpted, Furtrcr
(lctarl is as fouorvs.

PURCHASE ORDER

Date: lS03-2021

Sxnnlv & lnrt0lhtion of Anrivirns Thrert Protcction Sofr$rre

As Per furecmenr.

As per Scopc Of Work ol tcnder Document.

Above priccs a-re rnclusive of ell tnxes

.l,f'r, H,ffi,*
EVP/1.T. Head

Riaz Ahmcd
SVP-I/1.T. Divislon

8.No.
Itcm AD!r'untlPXRl GST l17ol.) sRall3%)

Total Arrloulrt
(PxR)

I
Tr.nd Mio-o Smaat Protcclion Compl.tc

Suit
l^s prr Tender Docunrent )

29, t 8a, ta6.oo .1,961,991.62 3.1,150.177.00

IlrotcssionAl Sc^.iccs/ Rclident E gin.cr
/ l-oc6l Suppori AnDr,lal

2,173.500.00 282.555.00 2.456.055.00
Grarrd Total llncludlng AII T.xesl 36,506,232.00

tl %)2,,
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P,A KISTA N

Rs.

1

PA K ISTA N

{ l'

Rs.

10000
F".,(ISTAN'

BETWLEN

SINDE BANK a bankinr crrrnoan' incorporatcd under.thc larvs ol.pakistan, ha'ing iS Headolrce ar r\ddress:3'd Froi,r. Fcde'.tion, r'rousc, AMuIah sr,.i 6i,-i 
"rr*a. 

crifron. Karrchi.I'lereinalier rcfened ro as .,SlNDI.l B.{NK..

<q!
M/s, Sccure Networks privnte Lim
Rpn,rhli.,,r.Dir.;",^-.-.r1....:_...,it".d: 

,,cornpany incorporatctl under the l^*" 
"l.rhfr#r)

^5:1;i,'*"ijl-i:lll.,11 l,l,l'.l,.l.gi,i.,J;ir-n.; ; ;;ri; ffi;H, 5 l'ililiNo-Bl. Sccond lrloor. Plol No. -59-(- 
: vi"!\ Lrurrrt'sr Dr, J - floor,2l

\:. Der-enc,.,nrrsino a,,,r,^-:,.. ,,- !i'!,'('ommercial st. Iauhecd c'ommercial r\rea\'. Detencc l{otrsirtg Aut6orilv. Kara "t' rdlrrrcs(l t olllmerclal /\te
(:itNDH BANK nrr,t r.oN.rr rrr,r,, .-chi-- 

Ilcrcinaftcr. rcli,rrcrl ro as..CoNTRACTOR.
lii;-r'1:lll,{r.u.*R,qdrrLR rnar r,;;;;il;.;,ffi1.:i;:l}.,..,.Y[i,S"??ffi,.

0 6 tlAR 2021

::;., rXfl

9 0tliec, CilY Courl

Kutchi, I 2 |',tA,l 2021

(li {,r S[ppl)- & l ustnll:rtion of Antivirus Th rclt l,rotectiun

'fhis xgrcerrent is madcar Karachi onthis /{- a3-eolt

.\\L)

sillgl.\. as,.Pnrty'.).

t-

)\

10000

10000

[-,

i

I

J...rEl: -

l,- 's' '1"



WIIEREAS CONTR \CTOIi hu agrced to prtrvidc Anri'i^rs -fhrear protcctien So{t\\-e
SlNDtl BANK as per terrdcr opcning datc 06-01-201I .

RECITALS

\\ }TEREAS,

SINDII IIANK is n bcnking ronrlranr dcsires ol.engaging the scrviccs of rhe
Suppl) & Lrstallldon ol lrcnd Nlicro Aol!i[us Tlireat protccrion l-lar,lxarc.
Serl ices funher detailed at Anncrurc A and ns per rhe purchtse order lt .l o ,i
lf-ci -l l issurd rtr Secrrrt Ner*orks privarc lirn itetl. i"licn.ices. ):

Corrlractor lbr
Solilvart arrd

dnted

Agreernenl are for the purposc of refcrerrce orrly and shall be ignored in thcAgreurrcnt.

unlcss thc context otlrerwise rcquir.es, the lollorving ternrs

is dcfincd il tlrr- pre;rnrblc:

:iffi,[rnri,rt Infornralion,, is cle llnd in (.lausc 5:

"Forcc iUajeurc Evrnt" is Llcljucd jn Clausc Ij:

B coNTMCToR represenred thsr il has the req.isite resourccs, ncca$ary intiastructurc,
approvals, skills and CONTMCTOR is Iully aurhorized, have all nccessary d;;il ;;;
lice,ses to perfonn thc requircd Scrvices. and has agrced to providc rhe serviccs to'thc srNDH

, BANK;

c Based on rhc rcpres€ntari(rn trf cONTRACTOR. rrre srNDIr IIANK has agreed to avail rhc
Scnices liorn CONTRACTOR on ths terms and cunditions as ret our in this Agrcenrent.

NOWl'Bf,RSrORE. for alld in consideratirrrr ofthe prorniscs. co!cnarrts. and agreenrent hcrcalier
cLrntaincd a*d to be pufomred by the panies rrercto. the soid panies hcrrby colcnant and ag.ec &\
follows:

t. CONTRACTOR shall provide the delivery, installarion, and suppon for thc Trenri Micro
Antivirus Thrcat Protecrion lllrdware, Software and serviccs as rlefirred in the Arnexure A of
this Agreenrent.

slNDtl BANK shorl pal thc tirl arnounr and thc contlactor sharr receire nnd accepr &s r'ul
courpersatifll for the perlorrnance of its otrligarions undcr this Agreemanr, thc totai pricc &s
dctailcd.iu the Anne\ure A of lhis AgllcN(nl eId lir11her delailcd at subs€qucnr a[nexu(.s sl the
tip^u-_u{.,-l-lh: l"nner prescribed by dre condirious ofthe Conract Agreenierrt to thc sarisfaction
of SINDI'l UANK.

Thc Ag,cement shall be-for dre prriod oftwclvc (l?) montls wher.as ihc eflsctive dare shall be
tho day ofrhc deliver-v of liardware and Software Licensc nt SINDH BANK premises.

INTERPR.f, TATION AND DEFTNITTONS

ln this AgreemenL unless the context otherrvise rcquircs:

Rcltrences to Clauses aId Appendices are rcferences to clauses ancl appcndiccs of rhis
ABreenrent:

Words imporling ole gender irrcludc the otlrer gcncler;

RrferenL'es to persons includc bodies corporate, ,.irms and unincorForated associationj;

Thc singular includes Oc plrrrnl anrl r ice lcssa:

Refertncss to all_or any pan of an1 starute or statutory irrstrument including any statutoryamendment. rrodification or rc-cractment jn fbrcc from rimc fo r ir" una ,"i.;nces ro an] sratutcinclude any statutory iastrumcot or regulations nradc undcr ir:

The recitols t(, this Agrccnrcnt shall form an i egralpart hereofi and

3.

t.

t.l

The head i

i( ....)t\-
\ .'

{[
.//t^-

PaO€ 2 of 15

I
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"Panies" is definsd in rhc preamhlc;

'P{r0," is dclined ir rhe prcamblc:

t'PaJInerlt Schcdule" rrreals ihe agurcgate charg!-s lirr lhe Serviccs calculated in acccrrdtrrcc and
set uul iI "r\orcxure C" oflhis Agrqctrlent: and

"Scn ices" r[eans rl)c serr ices ro bc provided hf t.( ]N.f R^C.TOR rcr SIND BANK
under this Agrcemcnt as s!.( out in dctail under ..Anncrurc Il. ol tlris Agrcemenr;

SERVtCES / OBLI(JAI tONS OF COf{I.RACTOlr

coN'l ltAC I olt shall pro'idc thc sc,' ices as scr orJr undcr "Anrrc*rre A', anachcd h",cl( r

PAYMENT TERMS

a) h cr'rnsidcration rrf rhr: ct'r rnanrs and rgrecmeors to bc kcpl alrd pcrrbrnred b1 coN lR.{cron
and lbr rire foiUrful Nrtirmranqc of this ABrucment. SntOH AIX( shall pa; aldcoN'rRAcl oR sharl 

'cceivc 
and rccepr (as fuI anrJ linor conrpcrrsation ror rhc services

furnished by CON'IRACIOR under this Agre.mcrrt) snd the p8)mcnls as per ..Annc\ure A,,
attoched herelo.

b) ltis exprcssry Bgrer!'d [rsr\\'cen rhe p.nies rhsl rhc p.ymenl ro bc matre by srNDFr BANK to
CONTRACTOR tbr rhe Sen,ices rcndercd slrall be fircd price (as rrrenri:rrre<j in the Anncxure Aof rhis Agreemcrt) dnring lhc enrire dururion ol rhis Agrcer.ent wirbout an\. relisions or
netotiirtions in the price during thc lcruri, of this Agrccmcrir. l{orverer. aflrr tht, ,.,irr" .,i tf,ii
Agrcelnent. lhe rstes nra1. hc rcvised u ith nruru0l consell1.

c) All or0n! paymcnr(s) ro bc rnrde by srNDH BANK ro co,\.-T RAc'r'oR shrlr bc made s.bjeo ro
deduction ofapplicablg IiL\15 and levics.

d) SlNDtt BANK shall be entitlcd.to scl offagainst snd dcd,ct and rc-c(r\ cr from sny fees or ot'er
sums payablc by SNDfI BANK ro CONTRACTOR ar an) tinre. an), rax. Ievy oi orhcr an,o0nt
whatsoever which may be required ro bc deduclcd by order ofauy Coun / euftority- ;;,,r;;;;;i;hw rg\r e\istetrt or ulrich nta). cone into exisEn;e during the cunenc_v of this igreernelt oswell as uny and all anrounrs \r.hich n*) 

'e 
or beconre p"1:oUto ty CON.rRACTOR- ro SfNDllBANK nndcr (his Agrcerrent or luniua[l thereto.

e) Ths pa)'nrents to br madc to coNTRACToR in tenns of lhis clquse 3 sha[ consti(ure thc crrire
,.munerarion to coN fltACToR i. uonnection wirh thc servic-es provioea unaer ttris elr"emeni
snd neither CONTRACTOR nor ils personnel shall aocept any trodc commissior. iir..iri.
sllowance or i,direct patme[t or othcr cousideration in conneciion with or in rerarion tJ thisAgrEement or to the dischtrge oftlre Services hercunder.

4. CONFIDENflALMY

Any / All inrornrarion conctnring SIND_H BANK which is provirled o coNTRACToR ond vic* ven;a inconnec(ion rirh this AgrBemcnl ("conndctrtirl lnform{llotr-}. .,hall bc kepr confidenliaL h\ cilhcr p:rdr
irs affitiarcs, agcnrs. adviv:rs. diretrors. orrcurs. or emproleci 

"",r. 
,, i,hJi il; ;;;;'";i1,, .,1".i"'i?,ilc other, each shall nori

disribute or

p€mrrt

ofthc Confidential Infonnation in any lnanler uhatsoevcr: or

to the Confidential lrrformation: or

nfbmrltion for an1' ;iurpose othcr lhan as rrgreed io prior \ritirs b), thc
lhe infirmlation.

k:'
ln the cy,&r1 pnrt)
lutbnnat lemrs ol l talid and
jurisdicthn or br a go!ernmenl hod),. th!,
ol'the existclcc. l(rnls sltd circunrslanccs

I or sn) part ol' the Conlirjcntifll
' irsued Lr1 r court of c(\rrpclert
prr)mptl) otilv the sndrng partl

,h
to disclosing an-r. suclt

,dfa4

" ti. ,-- Peg€ 3 ot ts

1\l\



irfogatign, ,s1 
lhol .rhe,sendins parry ma) ssek un.xpprupriurc iriuncriye relief to sofeguard rheconridentiar rnr'ornration. lfrr* reccivi.g part5 is sompere(r to disclo." an1 ofrhe confiderrtial

lnfonlation. it will tlisclosc or)l) lha( portion thc,reoi rrhich n is c.rrnpelled lo disclose nnd shall usc its
best efforls 1() obtai an uJer ()r {)thi.r rcliahle assura ce thar confidtitrial treotment \\,ill be accortled to
rhe Conljdcnriel Int'ormflrion so djschiscd. Conljdential lnlbnrorion shall nltr ioclude ",; f;,1..";;;,,
which:

has becomc gcnerolry avairabrc t. thc public rlrough uo laurt or action oi rrre receiviug pan): or

is h the possession ofthc lEceiviog pEqv prior to thc date hcreof, provided that suclr information is not
known bv tlre.receivirg pan)'ro be subjlcr lo oflorher corfidentiarity agreemenr a.d Iurrtrer provioiJ tbatlxch infonnatiol wos obtained indepeudently and without thc assisrancJofthc senrting panyi or

is trr becones atailtrble to the reccilin8 part] on a non-cr,nfidcntial basis fmm any rhird pany, rhe
disclosurc of uhich to the recciving pany does nor viorate any (onrmur,ar, regnr or riduciory ohriiotio.
such third panl has to lhe scndlrq panr

14 ith.ut linriturg thc generslit) of$c rorcruoinq. uerrher pany rvil pubricrl discrose the erisrence ofor
dre terms of rhi5 Agreemenr rlirholr the prior rr rirren oonsent or' tl;e otrrsi, Furthermore, neirher of ttre
Partics will makc any use of (irllidential lntbnnarim of dre other part!. except as courcmplsred by rhis
Agrsemenr; acquire any right in or erserl aDy licn agAinsl fie disclosing pony,i confiiJenti;l lnlbrnlaliqr
exccpt as contcnrplatc'd bv this ,\grc('ment: or rcfuseto pronptly rctum, prot idc a copy ofn, a"rrr.,y ir"i,
confidential Infonnation uptrn the rcluesr of trre disorosing pa(y. sa;e for wrten destruction oi such
iuf<rrmation uould rcs,h ih an inlpcdimenl in_the receivinB panl:s perfomrancc of this Agreemert_ rn
srch an e!cnt' rhe receiving pa'rv shar pr.',,ptr] inforn the rliscrosing panl in rvriring ol iri indhiliry lo
do so, sta* crearl)' thc reasors thereof and the tinrc pcrrod in uhrch irre rr.qrrcst wilic cornprierJ with.
Tlre obligtriors ol'conlidcntiqlit) hcrein slroll remarn rn full lhrce an<j eirect during the tit" nl ,t,i,
Agrct'me|lt and slrall srrvivc th\: trrnri,)ation ofthis AIllcentcnt.

6.

SINDH BANK'S OBLI(iATIONS:

SINDH BANK shlll repon any problenr or dislurbar)ce experiencecl in the equipmsot *irhin thc
shoned possible time span ro CO\ l'RACTOR:

flP_I1 .BlS slrall 
-u,tend 

all possrbli legirirnarc arsisrrnce r d resources to tacililate
C()Nl'RACTOR to perfonr thc supprrn as outliried in this Agreentenr.

LI]\TITATI0N OF LIABTLIT}"\ND INDEII{NIFICAI'ION'

ln lhe 
.e','enr of rn1 rrreach by coNTRACToR of irs obrigati.rrs, \yarranries {nd / orresponsibilitics undcr this Agrecmenl thc CON'IRACTOR ,t'u t,oia StNOtf BaXX. iusubsidiarics, affiliates. ofijccrs. direcrors. employce, .ud ,"pr.""rlriuos hrrnless ondindcmnitled from and arailsr anv and all losses lirctuding with"railri"iion ,rl,p*sonal irrjuryor dearlr oi.ny pcrson), damagcs, cl'ims, costs, liatilics, paymcits an-cf obligctions anrl allerpense-s (including uirhout limitation reasonable legal tcesj ln.rnea. sift"r"a. sustaioed or

1T.l.l]:d ':1" 
prid: dirccrtl by rrr souqhr lo be irnpo..i lpo, !INOU iieNr< or irs sLrbsidiaries.altrtlitls. otltcc15. dtrectrtr\. c rnlo)cqs anrl rcpresentatire\.

CONIRACTOR shull rDainhin the highest protlssioual c<rde of conducr in i

:::,1*11,.:f:11;-;{:,.,:*i.1,,["#iil'"':Jil,;t"']l'd:,il'il,lli'i:::oela\ or tnconvE rr:nce eaused to SlNDll BANK-by an.act. omissiorr or negligence \rilh respcctwilh respcclto rhc serviccs and disctosure rrlConfidrorial lrrfoirnarion 
", 

ilil;;;;?,i.,;,,,:';;t:;
*:::Tl ll,:.t!.Xirh(rur,prqjudice ro any orher ristrts ,*irrul.l" irn*iju"iiir;:'il'r:;iil:
Agroement or applicahle laws.

genenrliD, ofrhe other prelisions hsreof, SINDH BANK shall not bc

to tllc pro\.i\ion of Cl:. ":.T.T"1"'*:'xf:l':l.l: :''"1' "r ";i ;;,,;i ;,;;:;.iili[Sen,ices r:r.for loses. cirinrs. tlan,ag.,

i4notrQ$'rim the Sen iccs. Nonr

,er causcd, lcgal

eiiffi-crcludes tisbjlit\ tor c rrr loss ol profiL busirress.

L arrsing dircctly or rndircctlr irr
,)l the above. the SlNDll BANK

revenue. goodrvill or unricipatcd $!

ff.'.i,
\



7,

a)

h)

9.

lt.r

c)

SE!'ERAEILTr}'

lfan) provisir)n oftlli\ 
^grecrrrcnt 

is ltcld invalid (rr olher\visc un!.nforceuble, the enforce.hilityof the r'enrainiog prc!ilr(),\ srlofi not bc irnpaircd therch]. In srcrr crse, ihc parlies shalr r.rke
evcry efforr lo replace rlrc inefrtcrive pr.visi.n uith a neir provisr,o *hich hus thc sarne effect,
or as approriimote an cllccl as possiblc as the said pRtvision.

THIRI) PARTY RIGHTS

A person rvlro is not a plnl to tlris n grL.|,nlent has no right trr clftrrcc anl,tcrm of rlis Agrer.,neor.

No,I'ICES

r\l)\' nOlice or olh!'r c()nttIUnic0Iion {irclt or trl,t(lc (,r rn ur1[n(c(i(rn *ith the nlattcrs
continrflnted by this .\Erecnlqlt lhall bc in \vrilills a (l ser(ed to a parl], Ilt its. addrcss as
specificd i..rhis clausc l-i 1or an) orhrr addrcss ir has notilicd tLr thc orlrer iarN i, accortliurce
rvith lhis. Clsuse ll) a', lbllows: hy hand: by regisered posr; or by other elccrronic mctho,J of
conrrnunir;ation agrer'd in *riting from tinrc to time bctwcen the panles.

Notices or conrnrunicorirrns se t by rcgillcrod post s,ill be dc,enred to have becn scned on thc
d,rc rh,r such rruil is dclirer*l or rierirerl is nttempred. Nrlrice! or ctrnrnrunicari.ns senr b, fa\$ill be dcenled to have hceo served on lhc day,oftransrnission ifrransnrittr.i bctore 4 tt0prrr in the
rirnc zone ofNceipt bur .rhen\is{ on rhe rrert da). ln nI orhsr cases, noricL.s alrd corrrrnunicalions
will be deerrrcclttr have b!--o scttcd o thc dat rrhcn lhey arc, tctuallv rcceivcd.

Nolicis 1o \1,'s. Con1[ag-al-!tl!]l-bCiclllq

AtlcntiLrr: lvlr, Asad Ef]i'nrli
AdJress: _ (lfTice Nurnhcr B I . lnd l-hor, l6th Ollce No-B l. Second Fl(ror, pl.ri No. je-(. l.lth,
Conmerciul SL Touh!,ed (_ onlmcrcial Arca Dellnce V. ltclince llorsirrg ,.\irtlroritl. Ktrrrlricellr0-'lt0:8q6lt0 '
Enrail: asad.ellcndiral('curcDot\rorks.p\

Norifts ro Sindh Batrk I bu!(:SjN!1!-!ANtiJr!-rll be sent roi

Anerrtion. Ilcad of l.l . Dupartrncnr
Addrels. _ 

j'' tloor. Icr.lcllrtrorr House. Cliflon. Krrreclrr
Contacl \o. i5E2qi5(l
Ernail: lta.hussair@sindhbarklrd.conr

AMENDMENTS

'fhis 
Agreement may only be antendcd / ntodified ilr prior rrriting and signcd b) botlr parties.

CON'I'R.\CTOR'y UNDERi AKIN(;S

CONI'R;\C IOR agrres and undenakcs lhatj

It shitll supen isc anrl drrcct the pcrlirnnlnue t,f Scnices conrpctcnll! und cllicientlr. dur,,ting

i:'i:::I'::l,i:""::.:::,TIitT:9'rtrr:.:11:,l.tt:-",';;;..;;;";;,,i ro pcr,rrm,,,rServices inoccordancr*+rir, this Agr".ment. coNrRl\cidi"J;ii;."fi:ir'liiJJ;fii:T; lii:mcaas.tnetlrods,teclnil.l)e\.ieC,Uen.l'(,n.lnr..A,1,,...requencL's and pnrcedures used and to ,"" rtrni tt 
"'Sa*i."r. ntifncompleted or lifhed 

\rX{re. accurorcly rviifr,f",.nu, of,f," fgr..r-;r
(b) It shal I

::j!.:i:: .,1.1 oillq.rce in the discharge orthc services asrecd tobe perfornr Agr€emcnr. liin the perlbrmancc 
"r,r,Js.r"il"iiorvmi'cfoiihas a

lhird pany concerne<j.

I0.

I l.

(a)

aS

its dr5c

@
P.g! 5 of l5

nrartcrc acr #tt'
li5

iK and anr.

(c) Jt
!ee

il

{



t2.

b.

(d) lt shBll rrtain fi-rll rt:porsibitiry ttr ill rhe ser,iccs uhiclr it is commiiled ro rendcr onder rhis
Agreemeot:

(c) lt.rl,ll giveall florices irtd cornpl!.\rith gll the- laws and regularions !ppticable to fumishi,g andpe.tbmrance of rhe Scftices. SINDH BANK. shall rior be reiponsibte for monitiring('ONTRACTOR compli.sDc(' wilh an) la\rs or rcgulations;

(Q Thc serviccs will.bc carried out by prolbssionars qusrificd to pcrfonn in I rimery ard efliiienr
manner and wilh all leasonable skillard carc:

(g) It will.eorploy suqh nurnber of persons as gts) bc rl,quircd for carrying out flnd dischffging
obliglrions,. duties anri responsibiritics an<i for providing adeq,arel cffecrivc ana efl.ic'ieni
sen iccs. All such persols shlr bc dirccr ry cnrproy ed b1 corrrrnrr'cton, * ho sha I as em ploy.er
he direrrll- and solely rasporrsiblc for oll slch employees ancl pcrsonnel and fol the paynrent'of
their nagcs. salarics and othsr benefirs: ilrrd

(h) coNTRAcroR" its euplo),ecs and suh-contsacror (if any) sharl respecr the raws and cusroms of
Pakislan.

WARR{MTES AN'D REPRESENTATIONS

Both Partirs wa.raflr ro !.sch other thrt tfier hove dul_r- obtaincd sll neccssa , consenrs ard
regulato4' apprtrvals tiom their rcspr,'ctivc cornpetcnr a.'trtoriries ro e[ter irto trris Agreenenr.

Esch Pany reprcsents and *'drrants to thc other pan-v rrrar neithcr the exccution and delivery ol this
Agrqement' 

''or 
the coosu.lmation oi'rhc transactions conreorprared hereirr, wiI viorate orionflict

with: (a) irs consiitutional docurncnudon: (b). aly. matcrial provision of any Egresmenr or any
other 

.material m*riction of an1, kind. ro which .it is 
_a 

pany or Uy *lictr ii ls iouna; 1c) arf
oaterial statule. lalv, docrec, r.ogulation or ordcr of iny governmcntnl 

"utt 
ority; oi fij 

"ryInangc,nent wtercby il.ha-r nqt paid any collateral anounts to thc other ps(y or an, of ib ;ffic;
witll l\gsrd to lhc award ofcontmct lrereurrder or ib pcrformance.

Both Parties rvirl usc rrr r!'.sonabre L'are. JkiI aud diligcnce in carrying our rheir oblitsations. dnlies
and responsibilitics undr't tlis Agrcemenr.

.\ny a[(l oll inrellcr,'tual l()pedy riglrts llcgal and hcrreficrallnccruing and anributable (o 0 parr\.
during the course ol pcrf,rnnince ()f its rcspcctire otrligarions un,i", ii.,;" ,fg.._..ni"irif ,".] f;atld with tllot Psrty.

Each Pany represents anrl wilrranrs lo the orher paro, lhst the,e alE no nratcrial acrions, legal oradminisrarivc rvhich adversery affects irs sbiriry ro exccure snd perrorm iis ourigalions under thisAgr€emcni.

C-ONTML'TOR ackno\ledges that SINDH BANK has entered inro tlis Agrc,emcnt on rhe basisofthe representarions and undedakiogs na& U1, COf.rfnaiiOn rtiiigiout ,i, egr."rl.nt.

USE OF N,.\}IES, T,oGOs .,rND REPoRTS

unless othc-rwisc r€qrired by rhis Agrecmeor, none ofrhe panies shall usc, o, disclosc lo rhirdpsnies, te n&res, logos or rcponi of €och othcr *ittroui tfr" pri", *.in"" conscnt of Oeconcenred Pany.

!{. INTELLf,CTUAL

ll not usc any of SlNDll UANK namrs.
d*signs and oiher inrcllcctuxl rjroDefl\
]DII BANK

b) YSS|jqEjp#E other provisions of this Agrcement anf infringcnrcnr ol inlclleclualtR,\C iOR in 
"lp.cr 

nf ruxi,.t'i
,'t tlris AgrccmBnl una snalt zf,i

secrel\.
exprr'5s

logos. trademarks, rradc
righls without lhc prior

b,: dc,emed to hc a rrraterill
to lerminate this

/* -J

S]n'",",,u

V ,-,),--

t'
Agrrroretr fonhwith upoo prior w;i(ten notace lo

lJ.

l



15.

a)

DAMAGE TO PERSONS AND PROTT',RT}'

CONrRACI'OR shall indcrnni$. rlelend alld hotd hamrlcss STNDH BANK. all pcrsonnrl in te
service olslNDH BANK und irs dir.ctors and shareholders 08ain5t all losses, expsnses, Iiabililies
aDd claiols for any irrjuties suffcred by any CONTRACTOR employee at rhe SINDH BANK
lounges or penonal irrjur5 including deadr of sny CONTRACTOR ernployee, or dsntsge {o any
Sl:.\Dl.l IIANK propeny \lhotso€r,cr which inoy arise our of or in consequence of the operation of
t}e Serviccs. as well ss against all cloims. dcmands. cosrs, charges aud cxpenscs, *hqtsoevcr in
respect ofor an rclation lhetr.,ro.

SINDII UANK or aor personncl irr rhe scnice ol SlNDll BANK ond irs rlircctors and
shareholders, shall not hc liable for or in rcspcct ofany damBges or compensation whalsocver
puyoble lt lau or otherwisc in respcct of or in cotrsequcncr' of an) accident or personsl injut_.,
inchding death ofan1, lltrrlmen or other ptrson in the enpbynrent ofCONTRACTOR.

Notwithsranding alything conrrary to thc sforesaid provisions. if the dcsignared penionnel of
CONTRAC TOR gre unablc la prolid. rhe Scrvices to SINDH BANK lor morc than rwo (j)
consecutive days for any rcason wharsncver. the CONTRACTOR will have lo irnmediately
depote orher designatcd frersonflcl 1(| prolide such Sen.iccs to SIND BANK lnd such
designatcd pesonnel shall conrinue prnviding such Scryices on lhe rerrl.s .nd qondilions
mentioDed in (his A8.r9crne8t.

COMPLI.A:TCE WI H LAWS

CONTRAC I"OR slroll compll,*ith all applicahle larvs. ordinances, rcgularions.:rud codqs
concernirrg CONTRAC I-OR s oblig8tions as an employer Nith rBgard to the hcolth. safeh snd
payment of its emFlolccs. nnd identificrtion and pracurcmcrt oficquircrl permirr. ccrtitrcatcs,
tpprovals, and inspcctions during the perlbrmance oftltis Agrcrnrent.
CONTRACTOR EMPLOYEES

li is spccilictrlly agrccd and understood rhot tie rclationship betwten SINDLI BANK ,ld
CONrRACIOR is ol purchascr and seller. Neither thc CONTRACIOR is an eurplo_vee uf
SlNDtl BANK nor an)'olthe senont worker. or persr]nnel trnplovcd b; the CONTRACIOR in
rrlarion to this Agrecnlcnr sitall be deemed ro be the enrployce. or \\orkman of SINDH BANK lbr
slly fury)ose a[d \ice \crsll.

The CON IR{CIOR snd its emplo}eersraff shall be bound ro conply rvith and 8dherc ro all
Saf*y Rules snd Rcgul*ions enforcod by the SINDH BANK as wEll as per applicable of larls
while perfomring the Services.

Tle CONTRACTO.I{ and its employees/ssff deployed ro pcr{onrr Servicct shall be subject to the
rtandards of conduct ser lonh in rhe SlNDll BANK's *ortploce harassment poticy rluring rheir
prescnce in any of SINDH BANK's prerniscs. Tllc CON IRACTOR has to canacr appropriate
auihority wilh SIND]l BANK ifany crrmplaint or violarion olthe standards ol conduct <iccurs, lf
the situation elevates lo rhe point $ herc an investigstion is rcquired. thc coNTRAcroR ald/or
its rnr p lo1-ees/statl' h as ro lully coopcrate rvilh the invesligarion.

TURTHER ACTION

Each Pnrt), agrees to perfonn all lirrrher acls and cxecutc. aclno$ledge. and delirer anv
docunrents *hich may be rcarcnabll. neccsssry. appropriatq or desirab-le to cam, out rhe
provisiorrs of dris Agrcerrrerrt.

A.SSIGNMENT.q.ND SU&LETTING

b)

c)

16.

t7.

a)

b)

a.)

b)

18.

8t

19.

This Agrecuent ir
lrittun permisi

al. ill naturc i d cantror bc assigned hy CONI R.\CTOR Nithoul plior
Dll B.^NK. slNDll IIANK houcvcr. shall ht,r.e rhc rrglrr ro assign lhis

wirhour the cons; r 0fcoNTRACToR.

e no riBht lo stlblct or parl of lhis Agreemenr or itli
thc prior wrirrcn approlal ol'

(w'

intcrests hereundet. to
all or any



:0. TIME OF ESSEN('E

coN flL{croR undersrands tllar time ic or t}t. esscncc of trris Agrcement and it shBll rAke allr.t-:1ry..s!!!_!9 lorr,rencc (and csuse and cnsure conrinuance of) lhe provision ofthe Ssrvicos
to SINDH BANK, irDnrediately commencing from lhe datc of signing ofihis Agreemeot,

TTIVIf, LINE AND DELIVERABLES

coNTLAcroR undersls,(rs trrsr tinre is or thc essencc of rhis Agreenrent rnd it sha, take aI
oecestor) steps lo comntunce (and c,ausc arrd ensure continuancr of) the pnrvisioll ofthe Services
to tle SINDI-l BANK iurnrcdiatcly from the date ofsigning of this Agre.meflr

CONTRACIOR shall maintain thc highest professional co<le of conduct in irs dcalings,
CONTRACTOR. its panners, cmployees, contncrutl staff, etc. shall bc rcsponsible for uny lo!s,
dela!' or ioaonvenience causcd to rrrc sINDH BANK by 8n act. omissio; or negligcncr with
r."pe{r to the scrvices and disclosure ofconfidenriar Informatio. or hrcach ofony oftic rcrms of
this Agrcemcot. Tlris is wirhour prcjudice ro ,ny orhcr rights available tn the slNDll BANK
undcr rhir Agrccment or on) other applicabl! laws.

A,y or all Annerure/,i\nrc\ anached to rhis Agrecment sho bc intcgrar psn ofthe Alreenlent.

REGULATORY LINDERTAKING

ln order to comply with ccnoin regularory requirDments by the SINDFI BANK, tle
CON''I'RACTOR hereby declares and undcnakqs thst:

i) coNTRACToR and/or its proprictor/partnervdirccro^ have nev* becn adjudged insorvent
in !ny coun of law.

ii) no esecution of decrec or order of any court of law / lorum old/or truthoritv rcmais
unssrisfi€il sgair$r dle CONTRACTOR snd/or irs proprietor Onrtners/dircstors.iii) c oN'rRAcroR and/or its proprictor/pannervdircc(;rs havs nevcr conrFound.d /der'{ultcd
rrith anv credilor:" tlnilncial inslitutions.

iv) C()NTRACToR .nJ.i)r ils proprietor/panne.s/direcrors ha'c never betn convicte<l o[ anl
finoncialcrime,

v) No o€grtive crrdir rcporting *as ever made .gainst rhc coN'fRACToR aud/or its
pro prietor/parnrers , d ircct(,ts in ao) crcdit nronioring burcal.

coNTRAcroR underJt3nds rhar rry misiniiormation or lack ofdisclosure shs[ conslitutq breach
of kust and mly rgsull itr CONTRAC IOR not bcirg gilctr any funhcr buiiness /servic.s fioln
STNDH BANK ind./or immediarc susf,ension ol,-Services under rhe Ag.eEment. The
coNTRACToR llso undershndr rhal if arything contaired hcrci, above is iounrr irconect
/false/nr islead iog. thc srNDr'r BANK shal havc o right to initiate ony actron, civir or crinrinar. or
pro,ccedings before an!.courr/forunr 0t ony time againsr thr CONtneCtOn unalor fus proprieto,
partnes tlireclors.

WAIVER

N-o rvaiver by either parry of any defaulr by thc othcr in ilc perfonnance of any of lie provisionsof this Agroement shall be efte'*tive unless in wriring Aofy "i""ut"j'by an oulhorized
rcprescntstive of the Partl' and no such 

.w-aiver shall oporaie or u. .onrriuoo s3 a waiyer of sny
odrer or l'urther whether ofalike or ofa differcnt character.

COUNTERPARTS

21.

s)

b)

c)

a)

b)

2J.

21.

ifl t\ro (:) counterpstls. cach of $,hich shall
rtrigioal and all qf rvh sh ll coosti(Uts OIc a0d th!' sa,)lri inrlrurnenr

25, ENTIRE A

constilule ths

be decrned an

H,I[H:I$il;IT:JT

Q(,
,\"'"".r2-

the subject

Ttese
prior



26. Ensuring Aeers to SBP

CONTMCTOR ud STNDH RANK will eflsu. lhat lhe Steta B6nL of p.list n is provided nccessar.v
accc$ to thc documr[tstiou and rEcords in rclation lo lhe outlouraad activitier lnd the;ighr to cooa,r"t oo.-silc lo CONTRACIOR if R!uirtd.

27. Termin8lion ofAgreemcnt by the BEnk:
- lfthe CON-TRAC-I OR. in thc judgnr€nr ofrhe lJqnli bas errgaged ir corrupr ot. liarduterl prucdces incompcting for or in exer.rtring d)e Agrrmlrnl.
- lf, us the Esult of !-orce Maicure, rhc CONIRACTOR is unrhlE ru perfortj a msrcrial ponion ol.the

Scrvires l'or a period of nol less thln thin-t- (]0) du-v9: lnd
" lf thc SlNDtl BANK. in its sole discretjon aDd lbr oft rea\on whotsocver. decid.d to rtnninste thi6

Agrcemcnl.
' lf issued t1r'o (2) vaming. leae6 /elrairs b]' srNDH BANK for unsarisfucrory cu*n pertbrman.e of

CONTRACTOR.

Any lotice, rcqu6t or sonsenl required or pcmli[ed to begiven or m8dc pursulnt lo lhis sgreemcnt shsll
bc in \riting. Any such noticq requcsl o. consett sh.lt b( diemed to hovc been gir.n ;.,naae;in
dclilered in pcrson lo a sulhorized rcprcsenrativ. of rhr |tsny to vhom the conununication is add|tised,
or when s(nt to such Pdrty it thc given addre$.

A poto, mst change iB address for notice b giviog a notice to the other pari)- in writirg ofsuch chnnge.

CONTI{ACTOR will nor assiSn iG job ro an) o,re. exccpl prior ivrin€n pemrission of$. bank.

28. Aothorizcd Rcprcsetrlrtive:

' Any acrion rcquired or F:mrired to bc .utar, and any docunrcnr rcquiM o. pamitlcd ro bc excclrcd undcr
fii6 agrccm$t by the Bant or rhe CONTMC] OR msy bc raken or exccut ; bf, rhc thorizcd ofticials,

29. Goods Faith:
'ltre I'dnies undcmle ro ocr in good riirh wirh rcspecr ro each other,s rigirs und.r this 0grrcmenr snd k,
sdopt nll rco5onable mcasurrjs lo msur( dle rejlizatioo ofthe obicctivcs olilris agrecmcnt.

30. Conllict of lnlercrt:
coNrRAcroR ihar hord the sindh Ban[ s inl.resar pammoun. wirh.lr lny considcr,tioa tbf furu*
worlq and skictly ayoid c('nllict witl other issignments or fteir o\ur corporatc lnicrrsis.

31. Anti- Money Lrundering Requircmert:
coNTRACTOR .rknowredge thar rh., do nor viorrre rny 

'larur'ry/pMentiar 
ruquirEmenr on bnri moncv

launde.ng ur record k.cping procrdur. !! per er.isrinS laws/rur, nna r"err;ii, ii:-ilt;;';;i';
forrign .iurisd iction ,

32. Coverning Law Jurlsdiction
This ASrermcol shall in all respccB b! conslrucled and goremed in $8 accoairance \yith thc Liwr olp8kistJn ad bodr thc oanies i.e. SINDll, BANK and CONTRACTOR. hcr.Uy sut mir ro rtrc l,risrticrion iithe local couns in Karachi in ar:; Egal plrrceedings lnd e\ regnrd any 

"li'rms 
or mart". relati0u to lhi(AgrecrrEIt.

33. Form IVIajcurt
Ncithrr pa4 shall bc liable for any failrrrc.to perform or observe its obligltion! uodcr this Agrcemen. ifsuch fsilurcs or dclays st.e causeii b) lcls Dt.God. 

"ars. 
rio$, strike!, ;;ci nt, exptosion, fire, shonaEe ofIabor or mareriih. rabordlspur.s. gov.mment restrioions, or an.'- othcr lrui" *yoit it,,..,orutr. aiitror.In fir, event of tho occuneocc of eny. of lhc forcgoing, $c dite of performance iholl be delerrcd for apcriod or rime 

'qurl 
ro drc iime rosr by rcaron oirhe-dcray. nre rnccreJ parry srra, notif) the orher inwnliflg ofsuch cvcnt{ or circutnslanc!3 prDnlptll upon their occtrncnce. "

34. Settlemenl of Disput€s!
Thc Paflie5 agrE€
Agr.emctt stld dlt
disputcs

If scrh an), dispute
davs Ittf su(h infonDrl

bl each

tle uroid,rce or carrl r!'sorurron ofdrsp.tcr is cruciir ror i smoorh eracurion of rha:f\s of the assrsnmt,rrr. T}c panies sh;ll usc th.ir bell 
"ff"* ,,, ,."f. ."r..Ul"'"ffdt 

E 
connccrioh \i ilh rhc Ag6emcnl or irs iflrcrprctfltron.

rn connectron uith the r\qreeotrtrt \rilnifl tl0i
Erpute lhall hc retcrred ro arbitrarion o[ hr,J

rrbitr*on shqJJ,g I

. j;;,\i."':t==ri.

i. Pakilrl!n rnd

- / Page9oft5\\t t\n\ t l.ti''\\
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35. Obligation of thc Conrrrctor:

l' ..NTRACTOR shalr pcrfonn lbc,scwic6 a[d cr,.)'.our their obrigsrions hcr.und.r with a, d,c dirigenec.efficicncy snd.lonomr. in sccordmcc rpirh g"no"illy acc.prci pi-f"rri."ri ,r"na.us _a pm*ices. andshalt obscrv. sound mansgemenr proctic.r.. ;[d_omdo, 
"irpri,[riii"i*ir".r"g, and rofi and effccrliecqqipnrent, nachincry, maredals and m<rhods. cotin,(crriri !i,"ii"i*"r. ,.,, i" respe. of any mattc.retarine ro rhis A!re.m!,nl or r" q.". :::1,:...: .ry fairr,n r aa"is.s-il ric 

-d,uort 
gaNx. and sha, at sll

[,ifotj[,::: 
* **8r,ard rtre stNDH BANK lcslim.r€ tnr.,".,, ii ,ni'icori,s 

"to srEd;i;;;

! lfthe obligaion of*tr',nty period is nor fir.t ordJlaye.L rhe repair erq. requircmcnton this sccount willbecarried our hy ttre bmk & rbe bil.d unounr rritr Ui aeUucrejimm O. ilrf"rm_.. ;;;i;il;prym'nl dur ro coNI RA(-IOR. Risk & 5ubsequcrr cosr ro rlris 
"n "i-it 

.ny wr be liahirirv ofrh.coNTRACToR 8nd 8ny sub.cquenl e\lrenses on rhc cquipmeni oitt 
"tso 

uc home by rheCONTRACTOR.

36. Ertension ofTiD[c;
An, pcriod \l;ithio_ which I'on\ shcll. pur\u.$t to tlriq agreqmenl. complcrc anr action or felt. shall he€xtended Jor a pcriod aqt*l to thc .nre durirrg $hich such pan) *o, u;,"bl",o p"*onn such nction ss arcsuh of l;orce Majcuru.

Tares ond Duties
coNTRACToR and it5 Persorurcl thall bc liablo to pay suclr dircct or indircct ures duti€€. f'c$, and odrerimpositirh!. lcvied undBr lhe Appliclble Lgws. thc- arnount 

"f "fri.f, a*oii-m hav6 been includei inConts_act t"icd-

All terms and (]onditjor of(he tender doclnrents r.ill remain pan olthis 0greemeot.

.CONTR,.\C'IOR.shalt 
pro\ ide thc p.rtbmrance xcuriry in dre furm arceprabl. lo the Ba k for lhe109i, of t]lc lendcr vqluc li,r lhe Feriod oI t.year t.ronr rhe jrre oI SubmiJn,in] f"rfi**"" ,..,rity. In cascCONTRACTOR does nor tul|'i, ilr commrtrk.rr. rhc bant, rcserves ;.,ighi lo L;i;. ,h" p",forn,,,"ulccu.il} as per SPPLA Rule\.

The term oI this ogreelnent shall be lor tht pcriod oI unc yaar. lontntenctng lioth lhe date ol.siBning olthisatreement turd may bc .\tl,ndcd (,vcry,cdr aher murual c-onsenr ,rIborh.ffi;; "

31.

38,

J',

41. Supporr EscllsdoD Istrir:
For timely addrBsing ofcomplainrs given support escalatior m0trix tlill be utiliz.d/follo$cdi

he problem srill ururs,.rlvcd slsn
after conrplaining at Lcvel- l Cell 0335-2207779

LNVEL.I
--nru1 GJmpl"C lt ilrc cal r- nrr
rusolvcd "rvitbin spccified response

iimc,,
12.1 hours)

Narne,Designarion
(supxrn sull)

[,andline Phone
Bilal Munir/Senior tS Eoginecr

021-35373802
;:i---.--.:..'..-__:.: _
pr rrt. munir((4!erurenetworks. Dk

Enrail

Cell 0322-2827709

Farrukb Munir / Opcretion
Director

02 t-35373082

LEyEL.2
Nrme,'Designation

(Regional

Head,l\lanageri CM )
,,LLurru luluplillri u urc call ls

ancnded u itlrin ',Specified
Rcsponse Tinrc" !lld not stt(nd€d /
or the Droblen! still unn:solrc,{,.r,.,,

Landline Phone

li rnat I !,a1[ry1,@lecurencrrvLrrks pk

CEO of the tinn
Thi rd complain,@I1,-G aGiiEd
wilhin "Sp€ciF{at Rqsponse Time"
rnd n9Latloiili4fl$e probJ cnr

Notc: E[sure thot r0 column above is lcft blank

/),.



I. wi,ncsscs hcrerrnder hod rhc pi.^ies havc set dreir harrds o[ rhc da! flad ]rar sbote li$t mrnlaoncd.

Ui DSindh Bank Limited M/s JllgrF.L N.f l-,r<,.S e.r

Mdress
3rd Floor, Federation House,
Clifton, Karachi, Pakistan Addressi

6-! ? 5t ( r.,'o f {tOi ,
PtoI Sri-( , 2.rt! IAu€€-
LF.tlrv1l:,?t i^r ,klra A,ra

Name JiarAzalil@i Name: /\SAD EaFr- r.,\i
Signatures: .lb,Eo SiSnatures: fu'
Title: /2rrr2p, ir Title: CEO
0ate: Date:

Witness: Witness:

Name:
l?lll tttrEtr nr E

Name Z\F\ro NAUAZ
SiSnatures:

l9l hlrrrrtirr rrctriiiii
StrDt lAtI LrrrrEi
| f,.ta O(li.., tr.rrrlt.

SiEnatures: A-th
Title: 1r Title: F,"^*u'1$ila,..(
Date: ,[

Date:

J
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..."lrf.:\- r11'
i.".'! t{\. -'J.l' .,{', .---_ir'.,

\g$F



Annexure A
r BILL oF QUANTTTf,S @Oe) AND pRrCE SCHEDULE

. supply & lnstallntlon ofrrcod Micro Antivirus Thrcat proaection H.ardware. softwarc
and Service

PART - I (Herdwarc, License and Softwarc Charges)

S.No. SKI-I Itenr Qry
Anlount
EKR)

GST
tTyr

SR.B

t3v.

Total
Amount
(PKR)

0l cTN,lMN10270:U t 2

Trerd Micro Snlerl
Pmiectio[ Compete
Suite

l. Aptr Ccntral
Advanccd
Edition

2, Apex One 8s s
Sen'ice
(Endpoint
Security SaaS)

3. Apex One
Endpoint
Protection
(Endpoilt
Serrurity On.
prem)

4. Ap!\ One
Vrlnerability
Protcclion

5. Aper One
Application
Control

6. Apcx One DLP
7. Trend IUiclo

Mrrhilc Securitv
8. Trenrl Micro

Endpoint
Encryptioo -
Full Dis\
Encrvption and
File Encryption

9. Trend Micro
Wcb Security
Standard

10. Trend Micro
Ernail Securit-v

- Cloud
I I, IMSVA 9,X

base ptodttct -
Emoil Sccurity
on-Prcnr

2000 6.797.758.0{) I,ti5,619.00

@

ffi

7.951.177.00

02 DFZCEO2TO2I Q',:..1
:l

Sandbox ftr Ernail

2000 :l,l7e.108.00 574,482.00 1,953,790.00

o" \('@'eEo1ztot15



I

(.).1
tYzHM01700t_r tl

'frcnrl Micr,.r \l'cb
Securil) Advaoced
.\dd-on rt) Sn)o(
Protc{ti()n Colnplclc -
Sandbox ftrr \\reh
Security

:000 3.3t9.108.00 574.481.00 1.953,790.00

04 ADZYZ02700C l2
'frerd Micrn Apex One
- Sandbox as o Service

200 E6 l. l4 I .00 146,394.00 1.007.i15.00

05
SKIISI\402700Y Il XDR, Elldpoinr and

Server (EDR) 2000, 4.M4,666.00 687-591.00 ,.t. r 12.t5e r()

0(r DXiAlvll.l602L l:

Deep Sscurit!,
f,nterprise

I - Vifln:rl
I'atching ( IPS)

2. Filc lntcgritl
Monitoring

3. Log Inspectiofl
4. Application

Cttntrol
5. Firervall

Advancc Malure
Protection

50 2.J77.790.00 421 ,2:4.00 2.E99.0 t4.00

07 DDZAMl0703A r:
Decp Discovery
hspector I l)ol)

Appliancc (including
lvr HW $arrarrly)

l(ibps t.]] Lq59.00 l9:.431.00 I ..r !4.392.00

08 DDZCEl2505 D I]
Deep Discoveq'
lnspector I000
Softwarc with ICbns

lCbps 6.638.086.00 1.128,4?5.00 ?.766,561.00

09

PDq Deplor & PDQ

lnvcnlory - I admin

For Systems Ma[lgeolent.
Vulnerirhilil] and

Patch lvlitnapcmcnl

200
[Jsers

478. r 70_00 8 r,?89.00 559,159.00

Totol Amount (lncludiog.tll
* Tucs) 29,1ri1,186.00 4,961,991.62 34,150,t77.62

PART - 2 (Services)

s.No. sKtr llem Qtv
Amouol
(PKR)

GST
t1"/o

sRB l3%
Torsl

Amoutl
(PKRI

IO Irofct3lonsl S(rvi(cs 2.r71.500.00 281.5 i 5.00 2,456,055.00

ll R.ridlrt Enstl$ I FOC

E- Y*$4i luul FOC'

!t i*,#emrz1lffiffiS**m 282.s.s5.00 2.456,0S5,00

(r"\
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SCOPE OF WORK

O_\'eivicw of thc scryices cngegement

'l'he grgagvrncrt ofSecure Netrvorkl (P1t.) Ltd * ith Sind Bank Linrited \ rruld enlail thc follorvine disriflcl
serVlCeS:

. l)Suppll'oflicertses,srrll*arc.andharclrvure-aipcrrcquirc'nrenisrrithinS*ccks.
2) Assistarce in ,nrPlerDeltaritrrr and alier.salc support ol propor!'d s,)lrrion *ithin 8 rveeks of hardrvarc

delilerl
l) ll lvlonths Post lnlflenrenrali(n L(,cal Suppo(
.l) Onc qualifi.d lcsidcnr eoginecr [r'r a neriod o[ I] rnrrnths

5) Detailcd Project Plan, Scope ol'\\'olk lnd lligh-t,ercl Solution Design Shall Be Subnitrcd by thr
Curlractor \l'ithill l4 Dal s t irxrn Signing ofT|is Ccrnrscr

c) Irlstallarion and coDfigurJtior) ollrelrd Micro Web S€curil]- i\dvenced Add-o[ to
Smart Prttection ComplBte for 2000

d) Installation and configuration ofTrend lv{icro Apcx One -
for 100 uscs

rx aS a Service

e) lnsullarion and confiBuration ofXDR, Eudpoint and Server (EDR) for2000 user

n) lnrlallation. configuralirnl. iolcgrutionand optinrizarron of Decp Discoverl Anahzcr

o) Applyirrg policies and configurstiors

p) Testirg and tmubleshooting

q) Testing \rith production cnlironmqrt

(s).

u) lnsrallation and contiguration ofTrend Micm Snrart Prolccljon Compete Suitc for
2000

b) Installation and configuratio[ ofTr€.nd Micro Email Security Advanced Add-on to
Smart Protcction Complete for 2000

f) lnstrrllation and conllgurali(rn olDecp Sccurit),Enterprisc lbr 50 users

g) lnstallatiou and configuration ofDeep Discoveq, lnspector - l()00 Applilncc

!
i)

i)

Configure 1he Deep f)iscovcq Inspector 1000 Sotiu'are with I Gbps

Configuration ofPDQ Deploy & PDQ Inventory Ior 200 uscrs

lnstallaiion ald cuntigrrration and rrptimization ofDeep Discovery Dirrctor

k) lnsrallstiun [nd configLrratit n arrd optimization ofApex Central

l) lnslalhtion und configtrnrlion ofond optinrization Deep Discolery lnspcclor

m) hstullation and coDfigurution cnd optimization ofDeep Discovery Weh lnspector

r) Recording and rcpoflirg the obscrvations

r) Roll-out. policy and

a) Configuring

,J, \
Pa&-t,cl or t s

I

b)

c)



. PAYIITEi{T SCIIf,DULE

-

r) Psvmc t Tcrmr for PART l: 100./" I'pon [reli\ cr] of llrrd$are snd Licerlcs
b) ($'ithir! l5 Drys o(Inloicc)

c) Payment Termr lor I'ART 2; 100% tlpon Slgn-Off

d) Conlructor Shell Su h it thc l,rrfor.mance Sc.curiq otl0o/"of l,art I lnd 10,2,of p.ART 2

e) Thc l,crforotancc Sccuritv Shall Be Reh'lsed [ ]'car Aficr Delitert,:rnd Accepl{[ce

# t\-

{



Si.dh B,nI l,td
Tendet Documcnt- Supply & lnstollotion of Antivirus thteot p@tection Softwore

3.7.1O SCOPEOFWORK/TECHN|CALSPECIFtCATION

Proposed solution must have following features / specification

Quantity 2000 clients

Anti-Virus
Protection

Scope OF worMfechnical Requirement

Proposed solution must have cloud based management
server and interface for endpoints

The proposed solution must include signature based

detection with behaviour monitoring and machine learning

Proposed endpoint solution must have Machine Learning

The solution must have technologies to detect, stop and

restore encrypted files from ransomware

Antivirus protection software for Windows workstations
including Windows xP,7,8 and 10

Antivirus prote€tion software for Windows Server 2003,

2008,2012,2016 and 2019 file servers

Antivirus solution must provide following features

Protection Against Erowser Exploits

WEB/URl FilterinB

Memory exploit detection

ML-driven threat protection
. lntegration Endpoint Detection and Response "EDR",

Proposed solution must provide security for these

HIPS or Vulnerability Protection feature

Network based suspicious connection

following components in a single agent installed on the

Application, Web reputation and Device control

HIPS and Firewall

Proposed endpoint solution must allow the following:



Sindh Bsnk Ltd
Tendet Documerrt- Supply & lnstollotian af Antivirus threot pratection Saftwore

Manual scanning

On demand scanning

Script blocking and scanning

Removable drive scanning upon connection with

Ability to detect untrusted hosts and block upon detection
of encryption like activities (renaming of extensions) on the
server shared resources with a feature like antFcryptor

Pre-execution detection and blocking of new and evolving
threats (advanced machine learning, sandboxing to detect
malware, and suspicious file behavioural monitoring and

Protect against CnC connections

Terminate memory resident virus processes

web protection to prevent access to malicious websites

Solution l\,4 ust have host based firewall

lntrusion Prevention System (lPS)/s that show CVE on each

endpoint that are being protected

Application controlfeature to implement blacklisting or
whitelistinB or lock-down

Should be able to detect removable devices on Linux

Should be able to detect when a software is installed or
uninstalled on LJn ix

Cloud Based Sandbox lntegration with Endpoints

Sandbox integration must help provide protection aBainst

unknown files which are malicious in nature.

Forensic

lnformation &
EDR

Able to View execution event graphs or RCA to gain a clear

understanding of all events caused by malware.

EDR agent must have integration with Endpoint Protection
application (Single agent)

EDR solution must provide means of isolating machine

from the rest of the network

EDR solution must provide means of remote remediation
via agent ( file block, process kill, preventinB particular files

Solution should provide RCA for monitoring and

visualization efficient ana

Solution should provide the ability to record and analyze

endpoint behavior to identrfy Advanced Attack Techniques

and map to MITRE tactics and t
Sandbox lntegration with endpoint should be rncluded in

Solution should provide Protection from Zero Day with

Solution should deliver powerful lT security operations
hygiene and threat hunting for both lT admins and security

15



Sindh Brnk Ltd
Tendq Documcn!- Supply & lnstollotion ofAntivius threot ptotection Softwote

The proSram interface of all antivirus products, including
management tools, should be in English.

Solution

lnterface

All antivirus products, including management tools, should
have a context-dependent help system in English.

Antivirus solution must be capable to centrally
administrate unmanaged/unassiBned and

Centralized collection of statistical information, creation
and viewing of reports

Centralized, automatic and real time update of antivirus
protection software and antivirus databases

Should be able to get updates on Peer to Peer basis,

The proposed solution must have administration web

console that should be accesslble from most common
browsers and is accessible anytime, anywhere and from
anv device with the suooorted browser.

Ease of
manaSement

and reporting

The solution should have easy-to-use management tools
and reporting feature.

Reports can be Scheduled to be sent to specific Email

Addresses

Reports can be exported in any one of formats pdf, excel

The solution must include Application Controltools that
give administrators granular control over which
applications are permitted to run on the corporate network

- and how an application is allowed to run.
Application

Control Proposed solution must provide application control feature
to implement blacklisting or whitelisting or lock-down

Able to block Legacy based {Desktop)Applications like

Hotspot Shield, ultraSurf etc.

Device Control

The solution must include Device Controlfeatures that help
you to control the use of removable and plug and play

devices and prevent unauthorised devices compromrsing
security. The solution's Device Controlfeature should

The solution must be able to restract device access on
endpoints by assigning rights to read, read / write, write
and denV access to USB drives.

Proposed solution must be able to block the usage of IJSB

storage devices or only allow access to whitelisted devices
and allow read/write access by domain users to reduce
data theft

t6



Sindh Brnk Ltd
Tend.r Docum.n!- Supply & lnstollotion oI Antivirus threot ptotecten Sat'twote

The proposed solution must support encryption on
multiple levelsl
. Full disk encryption - includinB system disk
. Frle and Folder encryption
. Removable media e

Encryption

The proposed solution's encryption module should be
separately managed to avoid sinBle point of failure on all
computers with ability to enforce encryption policies and

The proposed solution should have the ability to centrally
monitor encryption status and generate reports on

The proposed solution must also provide management for
BitLocker

Data Leakage

Prevention or
Equivalent

Proposed Solution should provide data leakage protection
on Web, Email, sysmtems and Application channel

The proposed solution should have data discovery

The proposed solution should protect against data leaks via

USB drives and other channels based on specified sensitive
content

The proposed solution should be able to stop data leakage

on Web and Email and via printer

The proposed solution must have capability to protect data

leakage on keywords

The proposed solution must have capability to protect data
leakage on expressions

The proposed solution must have capability to protect data
on the basis of file type

The proposed solution must support userjustification
option when violating the DLP policies

The proposed solution must have cpability to block

copy/paste feature for the protected data

The proposed solution must have multiple mode of data
Leakage like block & pass.

The proposed solution must have capability to block print-
screen function

Mailclients
software

compatibility

The proposed solution be installed on N,,15 Exchange Server

and able to scan internalemails.

Able to Remove Malware, Mailbox Level

The solution must perform real-time search and removal
malicious content in the flow of incoming and outgoing
marl messaaes, Includrng attachmentsj

Solution should provide DLP feature to reduce the risk of
unsolicited data exfiltration

The solution must detect malicious and phishing links in the

The solution must have heuristic detection methods

17
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Tendu Docarnent- Supply & lnstollotion of Antivitus threot prctection Softwore

Solution should provide protection from Business Email
Compromase and other advanced emailthreats.

Solution should provide protection from embeddinB
malicious scripts into Office files is a popular technique

The solution must be able to add warnings about unsafe
attachments to incoming messages in the subject line

The solution must process mail messaSes according to the
rules specified for groups of senders and recipients

The proposed solution must detect social engineering
attacks
The proposed solution must provide the ability to examine

the message contents to determrne whether the message

contains inaoDrooriate content

The proposed solution must allow to filter senders of
incoming email messages.

The proposed solution must include integrated DLP feature
to prevent data loss by monitoring outbound emailtraffic

The proposed solution must provide integration with Syslog

or SlEM server for centralized log storage and monitoring.

Administrator must be able to review and manually delete
or deliver messaBes held in quarantine on the
Administrator Console.

The proposed solution be installed on MS Exchange Server

and able to scan internal emails for hatefulcontent

The proposed solution must support Exchange Server
2013,2016 and 2019

The proposed solution must support SMTP scanning

The proposed solution must support file type recognition
to detect falsely labelled files

The proposed solution must detect document explorts and

other threats used in advanced attacks

The proposed solution must support scanninB for mailbox

The proposed solution must support content filterinB rules

The proposed solution must support data loss prevention

to block sensitive data

The proposed solution must provide anti-spam capability

The proposed solution must include search and delete
feature to delete unwanted content from email.

cloud Email

Gateway

The proposed solution must be a cloud-based solution that
provide protection to stop ransomware, spam and

Proposed solution must provide advanced protection for
Gmail, google, MS 5erver, MS office 365 and other cloud or

The proposed must stop new and sophisticated threats
such as ransomware,
spear phishing, and business email compromise with the
most effective and accurate email

l8

I

on-premises email solutions
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Proposed solution must uncovers targeted and advanced
attacks by executing unknown files in cloud sandbox

ted with Email

Solution should provide protection from embedding
malicious scripts into Office files is a popular technique

Solution should simplifies the process of achieving and

maintaining sender authentacation enforcement by using

automation to
various standards {e.s. DMARC, DKIM

The proposed solution must deliver email continuity
against planned or unplanned downtime events, which

allows end users to continue sending and receiving email
messages for up-to 10 days in the event of an outaBe with
the caoabilitv available in the oroposed solution itself

The proposed solution must have sandbox analysis in the
cloud sandbox to analyze suspicious URLs embedded in

The proposed solution must have sandbox analysis in the

cloud sandbox to analyze suspicious URLs embedded in

email attachments.

The proposed solution based on the customer defined
passwords submitted, must be able to extract encrypted

archive files and analyse encrypted files in email messa8es

to investigate any malicious or suspicious content or URLs

The proposed solution must include integrated DLP feature

to prevent data loss by monitoring outbound emailtraffic

The proposed solution must provide ldentity Based Email

The proposed solution must support following directory
typesr MS AD Global catalo8, MS 365/Azure Active

Directory, Open LDAP and Microsoft Active Directory

The proposed solution must include cloud proxy for
roaming users and on-premises software appliance for
local enterprise users with centralized cloud management

Web Security

Gateway
(Hybrid

Deployment)

Block malicious and phishing websites

The solution must include flexible Web Control/ Filtering

functionality which allows administrators to prevent the
corporate network from being used to access inappropriate

websites.

Solution should control user access to lnternet resources

based on the website €ateBories and types of content
defined by the manufacturer of the protection product.

The centralized web control / filtering feature must make it
easy to monitor and filter each employee's web browser

The proposed solution must include cloud proxy for
roaming users and on-premises software appliance for
local enterprise users with centralized cloud management

The solution should provlde multi-layered gateway level

protection against the latest web-based threats

t9
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Perform anti-virus scanning of objects transferred through
the proxv server.

Detect and blockmalware in all types of files

Block malic'ous and phrshrng websrtes.

Monitor and protect SSL-encrypted network traffic

Control user access to internet resources based on the
website categories and types of content defined by the
manufacturer of the protection

Support URL masks and regular expressions as filters.

Ability to decrypt HTTPS traffic usinB a self-siBned or

Ability to set exclusions in decryption ru es.

lntegrate with Microsoft Active Directory to assign roles to
management console users.

Provide support for NTLM and Kerberos authentication for
the single sign-on service.

Solution should block infections before they can reach your

The proposed solution must allow protectinB of iOS-based

and Android-based mobile devices

The proposed solution must monitor and analyse web

traffic status and network threats by using the dashboard,

The proposed solution must assign suitable bandwidth

resources for criticaltraffic to control communications

The proposed solution must decrypt and inspect encrypted

content
The proposed solution must facilitate a more user friendly
experience by providing multiple types of event

notifications, alerts, and messaBes to users and

administrators

The proposed solution must support dynamic IJRL

categorization technology to perform real time
categorization of the website based on the website content

and HTTP URL

The proposed solution must provide machine learning

feature for unknown malware detection

The proposed solution must support authentication with
on-premises AD, Microsofto AD, Okta and ADFS

Solution should detect advanced attacks

lnvesti8ate incidents by searching and viewing events.

The solution must provide single dashboard for physical,

virtual and cloud servers.

Server Security
Requirement

Proposed solution must have support for following OS

Proposed solution must have support for Server 2003 and

Server 2008, Server 20L2,2016 & 20!9
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Provides layered defense against advanced attacks and
provide protection/Vrrtua I Secu rity Layered against
vulnerabilities on OS level and application level

File lntegrity
Monitoring
(FlM)for
Servers

Should be able to provide virtual security layered aSainst
WebSphere Application Server vulnerabilities

Should be able to provide virtualsecurity layered against
Oracle Web Logic Vulnerbilites

Should be able to identit use of PSExEC tool through SMB

share

Should be able to detect and alert if executable file is being
uploaded on a SMB share

Should be abie to detect and alert batch file upload on

network share

Should be able to identify and alert on suspicious (RDP)

possible attempt of brute force

Should be able to prevent access to administratron share

Should be able to detect OneDrive, Dropbox, BOx traffic

Should be able to detect download of a file over FTP

Should be able to detect traffic remote applications like

VNC and TeamViewer

The proposed solution must provide firewallfeature on

The proposed solution must have application control
feature to quickly identify new suspicious files.

The proposed solution must provide IPS feature on

The proposed solution must be able to detect and alert on

administrator log-rns on servers

The proposed solution must be able to alert when log file is

cleared (e.9. Windows Event Logs)

The proposed solution must be able to detect PowerShell

command execution

Should be able to detect ftp event on Windows

Should be able to provide lock-down ability (to block all

new executable) if needed on Linux

Should be able to provrde rnformation on the user and
process associated with launchinB of executable

Should be able to provide a way to block suspicious list of
hashes on Linux

should be able to list down the vulnerabilities being
protected with relevant CVE and CVSS score

Should be able to provide a mechanism to block suspicious

web traffic on servers

Proposed solutron must have file integrity monitoring on
Windows, Lrnux, Servers Platforms

Solution should keep track of changes in file data with an

interactive dashboard
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Efficiently track changes to files in environments of all sizes

Must be able to monitor critical OS and application.

Solution must detect and alert on changes to key files,
folders, and re8istry settings

Solution should alerts when unusual file modifications
occur

Events can be triggered for Renaming of flles or directories

Must provide agent-less recommendation or baseline scan

Should be able to detect hosts file modification on
Windows

Should be able to detect change in the attribute
Permissions of any log file under /var/log path

Should be able to alert when command history is cleared

Should be able to detect installation of root certificate

Should be able to identify create and delete activity of

Should be able to detect when task scheduler entries are

modified

Should be able to detect when Windows startup programs

are modified

The proposed solution must come with dedicated

hardware to avoid sizing and performance complications.
ln case of Software Appliance, Vendor should

Network APT

Solution with
Sandbox

Security vendor should have a platform to address APT and

Advanced Malware across network proactively

Solution should have behavior detection capabilities and

analyzes traffic and objects

Virtual Execution must be on premise as network
appliances and not in the cloud

The current requirement of Sindh Bank is to inspect up'to
1G of traffic irrespective of nu mber of users involved

The proposed solution must support protocols includinB

5MB for lateral movement detection

The proposed solution must have the ability to create
customized sandbox images for virtual execution based on

the Sindh Bank environment

The solution must be able to detect and report malware

downloaded

The sandbox solution must not be detectable bY malware

in order to avoid evasion

The solution must have abilitv to simulate end user actions

in order to force the execution of malware that rely on

triggers from and end user, like a mouse click

The solution must provide the full detailed malware

analysis report for the malware executed in sandbox

The solution must Supports custom YARA rule importation
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Solution should perform dynamic real-time analysis of
advanced malware on the appliance itself to confirm true
zero-daV and attacks

The solution should provrde network exploit detection

The solution should provide document exploit detection

The solution should provide feature to analyze scripts

The solution should be able to handle evasion tactics (Anti-
VM, Antr-Sandboxang and Anti-Debugging)

Solution should have the ability to remain completely
invisible to both the end user as well as the attacking
website

Solution should support the following Windows operating
systems for sandboxr MS Windows XP, 7, 8, 8.1 10,

Solution should support the following Windows operating
systems for sandboxr Windows Server 2003, 2003 R2,

Windows Server 2008,2008 R2, Windows Server

20f2/20I2 R2, Windows Server 2016, Windows 5erver
2019

Solution should be able to detect rootkits

Solution should be able to handle DLL injections

The solution must be able to accurately identify malware

and maintain a very low false-positive rate.

The solution must allow the administrator to associate file
extensions to the applications that will run the files in the
sandbox.

Solution should have the ability to display the Beo-location
of the remote command and control server(s) when

Solution should have the ability to report the Source,

Destination, Detection Name, Detection Severity and

Protocol

Solution should detect potential malicious network traffic,
such as DNS queries to Botnet C&Cs

Solution should monitor SMTP Traffic

The solution should be able to integrate with SIEM

Proposed solution should include features to manag€ the
computers remotely like remote installation of third party

software, removal of unauthorized software, reports on

existing software and hardware

Systems

Management,
vulnerability

and patch

management
or Equivalent

Proposed solution should include patch management
capabilities for Windows operating systems and installed

The proposed solution's patch management functionality
should be fully automated with ability to detect, download

The proposed solution must provide facility to select which
patches to be downloaded/pushed to endpoints based on

The proposed solution should have the capability of
pushing specific patches based on criticality or severity
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Proposed solution management server must have ab lity to
be configured as Updates source for Microsoft Updates

The proposed solution should have the capability to
automatically identify missing patches from individual

The proposed solution should provide the facility to
manage missing patches for operating system and third-

Proposed solution must support Wake-on LAN and UEFI

Proposed solution must have the ability to be configured /
assigned as an update source for Microsoft and third-pany

Proposed solution must have the ability to remotely
push/deploy EXE, N.,1Sl, bat, cmd, MSP files and allow the

administrator define the command line parameter for the
remote installation.

Suggest solution must be able to administer third party

application licenses. And notify the violations.

Sindh Brnk Lld
Tendet Documen!- Supply & lnstollotion ol Antivirus threot Natection Soltwore

Note:

1. lnstallation of software on all pc/la pto ps/serve rs will be carried out by
bidder.

2. Bidder will be responsible for smooth/ error free running of the solution
and an integrated / unified security management solution for efficient &
secu re operation.

3. Resident engineer shall be dedicated to the bank to resolve the day by
dav support issues and deployment of the project without any
additional cost to the bank.

4. Un-installation of existing/previously installed antivirus software on
pc/laptops/servers will be carried out by bidder.

5. Bidder must provide 24+7 support including public holidays.
6. Bidder will be responsible to arrange recourses for deployment of

softwa re on all pc/laptops/servers.
7. Bidder will responsible to provide training to lT support staff .

8. Bidder will ensure that during antivirus scanning task system
pc/la ptops/se rve rs performance not be effected and end users will
perform their routine task smoothly.

9. Bidder will be responsible to create centralized management server at
Primary Site as well as DR Slte.

1O. Bidder will be responsible to resolve all within four hours.
11. Bidder will share escalation matrix with Sindh Bank Ltd.
12. Bidder will provide operational manual of proposed solution.
13. Software upgrade support must be provided free of cost
14. Delivery Time: Within 2 weeks.
15. The Bidder must mention renewalfee ln bid to get upgrade for

su bseq uent yea rs
16. Contract agreement is extendable / renewable up to 3 years only on

mutual understanding on same terms & conditions and rates.
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Annexure "D"

Declorollon ol Fces, Commlsslonc ond &okcrogc elc Poyoble by the Suppllers of Ssvlccr
Puruor* To tule 89 Slndh Publlc Procrrcmcnt lulcs Ac-t, 2010

Secure Networks Privote Ltd. hereby declores lhot it hos not obtoined or induced the
procuremeni of ony controct, right, inierest, privilege or other obligotion or benetit from
Govemment of Pokision (GoP) or ony odministrotive subdivision or ogency thereof or ony
other entity owned or controlled by it (GoP) through ony conupt business prociice.

Without limiting the generolity of the foregoing, Secure Network Pvt. Ltd. represents ond
wononts thot it hos fully declored the brokeroge, commission, fees etc. poid or poyoble to
onyone ond not given or ogreed to give ond sholl not give or ogree to give lo onyone wilhin
or outside Pokiston either dkectly or indirectly through ony noiurol or juridicol person,
including ils otfiliote, ogent, ossociote, broker, consultoni, director, promoter, shoreholder,
sponsor or subsidiory, ony commission, grotificotion, bribe, finder's fee or kickbock, whether
described os consultoiion fee or othenarise, with the objeci of obtoining or inducing ihe
procurement of o controct, right, interest, privilege or other obligotion or benefit in
whotsoever form from GoP, excepl thot which hos been expressly declored pursuont hereto.

Secure Networks Pvt. Ltd. certifies thot it hos mode ond will moke full disclosure of oll
-ogreements ond onongements with oll persons in respect of or reloted to the lronsoction

with GoP ond hos not token ony oction or will not loke ony oction io circumvent the obove
declorotion, representotion or wononty. Secure Nelworks Pvt. Ltd. occepts full responsibility
ond skict liobility for moking ony folse declorotion, not moking full disclosure, misrepresenting
focts or toking ony oction likely to defeoi the purpose of this declorotion, representotion ond
wononty. lt ogrees thol ony controct, right, interesl, privilege or other obligotion or benefit
obtoined or procured os oforesoid sholl, withoul prejudice to ony other righi ond remedies
ovoiloble lo GoP under ony low, controct or other instrument, be voidoble ot the option of
GoP.

Notwithstonding ony rights ond remedies exercised by GoP in this regord, Secure Netwo*s
Pvt. Ltd. ogrees lo indemnify GoP for ony loss or domoge incuned 5y it on occount of iis
conupt business proctices ond furiher poy compensotion to GoP in on omount equivolenl to
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ten times lhe sum of ony commission, grotificotion, bribe, finder's fee or kickbock given [y
Secure Networks Pvt. Ltd. os oforesoid for lhe purpose of obtoining or inducing the
procurement of ony coniroct, right, interesi, privilege or other obligot'ton or benefit in
whotsoever form from GoP.
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