Bid Evaluation Report

Supply and Installation of Web Application Firewall (WAF-2)

| Nimie of Pracuring Agency Sindly Bank Lid.
3 Tender Relgrenve No, SNDB/COKADMIN/ DN 194/202
3 Tender Descetiption Supply and Instultation ot Weh Applicaion Firewall (WAF-2)
A ‘Method of Procuremet Single Swge One Envelop Bidding Procedire
§ TFender Published & SPPRA S, No. SPPRA S No. TOOSE1-20:0025
(i} Fotal Bid Documents Sald )l
7 Teital Rids Redeived 01
8 Technical Bid Openinyg Dite 09/04/202]
9 Finaneial Bid Opening Dare 090472021
10 No ol Bid Technically Qualified 1
1] Bidis) Rijected U
. X et ‘ Ranking | Comparison with Reason for
:' ‘ (x‘tﬂamc:‘fr Cm{]?f;::d BY | inTerms Estimated Cost Acceptance/ Remarks
o DApany ! of Cost (Rs.4.950,000/-) Rejection
0 | 2 3 4 3 G
Mis Innovative . Rs 203,085 bilew | Aceepted Being .
| Integration (Pa1) Rs. 4746915~ L)u?ilfﬁ.d wilh the estinated the Qualified Rele 48‘. ha} 5 e
- Ridtter o e complied
Ll warsd Bidder

Note: MUs Taanvative Integration (Pyt) Lid s seleeted for Supply and Insiallation of Web Firewall (WAF-2) ta Sindh
Bank Ltd befeg the qualified bidder,
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Date: 28-05-2021

Subject: Certificate

Compliance of SPPRA Rule 48 7
TENDER REF NO. SNDB/ADMIN/TD/1194/2021

This is to centify that as only one bid was received against the tender, so Rule 48 has been complied with
detail as follows,

Market Price Current Tender Price
Rs.65,094,605/: Rs.4 746,015/
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Financial P‘_mposal

Dateds Apr 20,2021

T,
Mr, Zevshan,
Sindh Bank Karachi,

Subject: Finaneial Proposal for F5 i2600 Awal
Submitted By:
Zain Ali
Key Account Manager,

FUTURE POINT TECHNOLOGHES

E-mail: zaln.aligfulurepointt oy
Correspondence Address:

126, Shier Shah Bloek-New Garden Town Labore,

FUTURE POINT TECHNOLOGIES 126, Sher Shah Block-New Garden Town Lahere.



FUTURE POINT TECHNOLOGIES

Atlens
Mr. Zeeshan, _
Sindh Bank, Karachi

Deor Sir,

Datez Apr 20,2021
Yeor: ¥-1

Ref Np, FPT-200002021 -

We aré pleased ta share our propesal for Revised Financial Proposal for £5 12600 Awaf etc. We feel honoured to inform that
Future Paint Tachnologles is partner with some of the leading iT/Telecorn solution providers such as Citrlx, Cisco, VMWARE, EMC,
‘Cisca, Jurilper, Huawel, MeAfee, PaloAlto, Fortinet, BDOOM, 3M etc. We are confident to deliver any size of project on turnkey

basis.
I . Proposal for F5 12600 Awaf B _7 '
Unit Tetal __ - "~ o
S.No. | Par. No, aty | price | Price | GST ”’f:h';"“ T::; ';_::P
_ wio Tax | wio Tax WHWTaS : ‘
1 F5-UPG-AC- BIG-IP Singte AC Power Supply for 3 N o _
12XXX i2XD0 (250'W, Field Upgrade) 2.509 2,508 426 | 2.935 2,935
BIG-IP 12600 Advanced Wab
; F5-BIG-AWF- .
z Application Firewall (16 GB Mamory, 1 1. _ 4.1 o
tzago Basa SSL, Base Compressien) 24.185 24,185 1 28,297 28,297
3 F5-SVG-BIG- BIG-IP Semvice: Premium (Semwvice 1 _ )
. PRE-L1-3 Length 12 Months) 3,798 3,798 846 | 4,444 4,444
A F5-UPG-SFPQ- | BIGF & VIPRION SFP 1000BASE-T | _
R Transceiver (Field Upgrada) 534 1.079 92 | 837 1,282
» - GndTotal USD | 34570 36,037 |5t
I F5 {4600 AWAF only ) . LAt
. i Uit Total B [ '
S.No, | Part No. aty | Price Price | GST "::,‘:t;".‘fia? Tﬁt;," f'r';l:"
wio Tax | wio Tax | ‘ -
4 F5-UPG-AC- | BIG-IP Single AC Power Supply for 2 _ 5017 | 17%
14 XXX MX00 (250 W, Fleld Upgrade) 2:509 ! 293511 GATO22
BIG-IP 14600 Advanced Web I h
F5-BIG-AWF- b GV o : ——
z Application Firewall (32 GB Memory. 2 85,138 | 17% : Bt
14600 Base SSL. Base Compression) . 42.569 49,806.04 98.672.08
. F5-SVGC-BIG- | BIG-IP Service: Pramium (Service _ y -
i PRE-L13 | Length 12 Months) 2 | 6888 13370 | 13% | 7 824,50 15,643.17
_ BIG-IP & VIPRION SFP 1000BASE- N
F5-UPG-SFP-R | 8X Transceiver (Shorl Range, 550 m, 4 358 1,433 | 17% 419 30 157718
Field Upgirade] _ ,

FPT Commercial Terms & Conditions:

validity: Proposal will be valid for 15 days.

Above mentioned prices are subject to the quoted Quantity and prices may change with change in guantity.

FUTURE POINT TECHNOLOGIES 126, Sher Shah Block-New Garden Town Lahore.



Tender Ref, No. SNDB/COK/ADMIN/TE 19472021

2. There can be a subsequent clarification to this specific tender for which it is advised to keep yourself
abreast with the notification being hoisted on Sindh Bank Ltd & SPPRA websitas regularly.

3. Attachment of relevant evidence in eligibility criteria is ma ndatory. In case of non-provision of evidence
in any of the requisite, bidder will be disqualified.

4. Bank reserves the right to verify all or any documents from the source, submitted in the bid as per
SPPRA rule # 30(1).

5. Bank reserves the right to verify the equipment from the principle at any time to ensure that the supply
of equipment is genuine, original, new and that its specification are the same as described in the bid,

6. In case of any fake/refurbished equipment, the company may be subject to legal proceeding as per
SPPRA rule # 30(1).

7. Company will be considered disgualified if specification of the WAF quoted does not meet the
specification given in the tender document,

8. Company shall supply Goods as per specifications and upon the recommendations of the
Technical/Standardized Committee appointed by the Bank within 8 to 10 weeks from the date of
receipt of purchase order. In addition to that Rs, 500/- per day will be fined after 10 days and Rs. 1,000/-
perday will be fined after 20 days.

MANDATORY

1. GST/Income Tax Registration/Registration With Sindh Revenue Board

2. Attachment of Affidavit (specimen attached as Annexure “H") on stamp paper from the owner of the
company.

3. ‘Attachment of Annexure “A” (With Financial Proposal) & Annexure “B” (With Financial Proposal if
Bank Guarantee Is going to be submitted as Bid Security).

4. writing of tender reference as given in the NIT on the Envelop, carrying tender document is must or
the bank will not be responsible if the documents are not received by the Procurement Committee at
the time of opening of bids.

5. The bidders are required to submit bids only in prescribed financial proforma given in Tender
Document.

6. The representative present at the time of opening of tender shall be in possassion of authority letter
on the company’s letter head, duly signed by the CEO of the compa Ay,

7. The Company must be in )T. Business for Preferably 05 Years in Pakistan
(Attach documentary procf as. Annexure-7) '

8. Company must provide & valid & latest Manufacturer Authorization Certificate (MAF) from the
Manufacturer/Principal for supply of required equipment.

(Attach documentary/certificate proof as Annexure-8)

Note: Attachment of relevant evidence is mandatory in eligibility criteria. In case of non-provision of
evidence in any of the requisite, bidder will be disqualified,
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Talmopr Ghausi , 5. ZEESh&%ﬁJl-HBq
-AVP/ Finance Division, VP/ Operations Div SVP/ I.T. Division
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Tender Rel No SNDB/U OK/ALBMIN TD1194/2020

Eligibility Cr iteria-WAF2
The prospective supplier will provide Sindb pank with two (02] Weh application firewall (WAF) that
includes the following features.

Bidder/OEM Eligibility Criteria:

The cantract will be awarded to the sticcessful Bidder whose bid will be found technically compliant and
has offered the lowest cost and emerged as most advantageous bid, pProposed Ridder must qualify
following criteria:

1. @idder must be registered with Income Tax and Sales Tax Department and must appear on Active
Taxpayer List of FBR.(YES/NO)

5. pidder must either be @ Manufacturer (DEM) or @n authorized Partner of the OEM in Pakistan.
(YES/ND)

3, Bidder must have Annual Turnover ofat jeast PKR 15 Million in last Three (03)fi pancial years. Audited
Financial reports or Tax Statements to be supmitted with the proposal. (?@NO}

4, Bidder/OEM proposed solution must be deg!oyed in at least Three (03) commercial Banks during
|ast three years othier than Sindh Bank. ['Y'E'S/NO)

r  Bidder must have successully dong Two (02) deployments of Web Application Firewall (WAF) in
commercial Banks last three years. (YES/NO)

6. Bidder must have service and support office in at least two (02) major cities of Pakistan including
Karachi. (YES/NO)

7. Bidder must not be blacklisted by any government, semi-government, of private organization.
(YES/NO) o

g Bidder must submit OEM authorization |etter for this specific procurement. .(Y"ESINO)‘

g. Quoted hardware | Software solution must have end of life beyond five (05) vear at the time of
supmission. (YES/NO) -

10. Bidder must be in relevant 1T business since {ast Five (05) years. (YES/NO) -

11. Bidder must have at least two professiona] level certified resource on proposed OEM. (YES/NO)

12, The proposed product must be re:cpggized as 3 "'Le:ader]chalienger" st-least once in 1ast three (03)
years of Gartner Magic Quadrant. (VES/NO)

13, Required guantities of Web application f_nrewau (WAF) is Twa (02) and will be deployed in Primary
data center in High Availability (HAY~"

(:::';:/?_;ai“ ” . ﬁ “{4‘(
&

IGIBIL {TERIA

1. |f campany not active Tax payer it will consider as@ disqualified {Attached proof as Annexcure-6).
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5, zeeshan-ul-Had
gvp/ 1. T. Division
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Tender Rel Nov. SNDB/COK/ADMIN/TD T 194/2021

DISQUALIFICATION

The bidder will be cansidered disqualified prior to/during technical/financial evaluation process or
afteraward contract if:

1. On black list of SPPRA & Sindh Bank Ltd.

2. Issued with two (2) warning letters/emails by the Sindh Bank Ltd in the past to the bidder for
unsatisfactory performances.

3. Not GST/Income Tax Registered/Registration With Sindh Revenue Board

4. Alternate bid is offered.

5. Non - Attachment of Annexure “A” (With Financial Proposal) & Annexure “B" (With Financial
Praposal if Bank Guarantee Is going to be submitted as Bid Security).

6. The gualified bidder sublets the contractin any form/stage to any other agency.

7. The tender is deposited without Tender Fee.

8. Warranty of supplied items is less than 1 year.

9. If during verification process of the cliental list the response by any of the bank is unsatisfactory on

account of previous performance.

10, After supply, if the specification of supplied items is found different with the items produced in front
of committee at the time of technical evaluation.

11. In the past, the company agreement has been prematurely been terminated after due gualification
‘in any of the category of the tender.

ot N

Taimobr Ghausi _ S, Zeeshan-ul-Hag
AVP/ Finance Division, VP/ Operations Div SVP/ . T. Division
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TENDER REF.NO. SNDB/COK/ADMIN/TD/1194/2021
{ wal -—1_})

SCOPE OF WORK / TECHNICAL SPECIFICATION

Sindh Bank requires Supply and installation of Data Centre Web application firewall (WAF). The requirement
will be issued on need basis. Therefore quantity may vary depends on the requirement of the bank, accordingly
bank will net be responsible if the quantity asked is not as per scope of work below and in this context no
claim will be ertertained. Payment will be done on'supply and installation of actual numbers of items.

The prospective Supplier will provide Sindh Bank with One (01) Enterprise-Class Next Genefation Web.
application firewall (WAF) that include the following features.

Web application firewall (WAF) REQUIREMENTS:
SN SPECIFICATIONS

L7 requssts per second: 350K
14 copnactions per. second: 1258
1 intalligant Traffic Processing: L4 MTTP requests per secorid; BO0K
"Mizxtrmiim L4 concarrant canngctions 14M
Tnroughput: 10 Shpsi4/L7

ECCF 21K TPS (ECOSA P-256)

2 Hartware Qffload SSL/TLS: RSAL 25K TPS (2K Keys)
. & Giops bulk epcryption®
3 Suftware Compression | 3 Gopy:
4 Sottware Arcnineciure; Ba-fit TGOS
5 || Qo-Demand Upgradalle: YES
6 R Ong 2-Cors Inrel ®Penpum processor
{total 4 hyperihreaded lopical processar cores)
7 | Memary: 16 G DDRA
8 Hard Drive: 1 TB Enterprise Class HDD:
] Gigahil Etherner CLEParts: Tptignal SFE
10 sanblt Fiber Poris [SFPR 458 or X (sold separately)
11 0 Gigatut Floe Ports (3F9=). | 2 SR/UR (suld separately); optional 10G mpper direct attech
Policy Management
L. The WAF shall be able to.automatically-bullt palizies
2. The WAF shall be able to manually accept false positives by simple means (check box)
3, The WAF shall be-able to define different policies for different apglications
4. The WAF shall be able to create custom attack slgnatures ar svents
5, The\WAF shall be able to custornize Benial of Service pollcies
g The WAF shall be able to vambine detection and prevention technigues
7. The WAF shall have policy rall-back mechanism
8, TheWAF shall be ablé to'do versioning of palices
9. The WAF shall have a built:in real-time policy builder with automatic self-learning and creation of security polices
10. The WAF shall have application- ready security templates for applications - eg Microsoft Sharepoint, OWA, Activesynic,

SAP, Oracle Applications/Partal, PeopleSoft, Lotus Doming for
11: The WAF shall be capable of being restored 'to factory defaults )
o~ 12, The WAF shall have the ability to automatically detact server technologies and suggest adding the de
L, \\ « technologies to the user's security palicy. '

i eﬂ sarver .
8 [

“\
.
ierarchical manner with a parent and chi!k

1331 The WAF shall provide layerad policies configurati
\ Wfor.uuitkerﬁolicy-creatioﬂ-and lear R . (5] # policy can be created in two ways:
X \’—‘-“,\_’, & f = ,ﬁ/‘f A ?\
Mofsin Ali Rah ‘Kamal Rashid Atif Avi
AVP-11/ Admin. Div, Officer Operation Div. AVP-1I/1.T. Division
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TENDER REFNO. SNDB/COK/ADMIN/TDY 1194/2021

*  Security Palicy: This is simllar to orevious releases of an ASM security policy which can be applied to any relevant
yirtual server,

«  parént Palicy: This fs @ new type of policy which enables the user to create 2 higher level policy to act as a template
far s attached chifd policies, )

14. Tha WAF layered pollcies configuration enhancements shall have the followings; _
»  Administrators can mandate that all mew sedisrity policies created must be attached to a compativle parent palicy.
« Al attached child paliclas for a parant policy arelisted In the parent policy details, _
« Parent policy suggéstions now hava @ maximum score of paralle) supgestions in its child policies, All locked child
suggestions progagate to the parent policy, The scare of the parallel suggestian in each child is shown in'the parent
policy pane per suggestion, with the top scoring children marked. )

15. The WAF shall have an improved Pellcy Bullder Process which has a single tabibed screen containing the configuration
fora i;mlln;r s General Settings, Inheritance Settings, Microservices, Attack Signatures, Threat Campaigns, and Response
nd_mllock ng Pages. The Palicies List displays the name, enforcement mode, attached wirtual servers and OWASP

compllance. '

earning Proces
The WAF shall be able to recognize trusted hasts
The WAF shall be able to learn about theapplication withoul human interverntian
The WAF shall be able to Inspect palicy (auditing + reporting) _
The WAF shall be able to protect new canterit pages and objects without policy modifications
Able to provide anomaly learning of client Integrity whether it is hrowser comparad 10.autamated web attack toal
ﬁgﬁbtgrsco'nﬂgure whether the system tracks sessions based on user names, [P addresses, or sesgion identification
Positive seturity model support - &n “allow what's known” palicy, blocking all unknawn traffic -and data types.
Positivis security madel tanfiguration o
Application flow
Dymamic Positive security mode! sonfiguration maintenancs
gtglitl ;& gr‘b‘ces‘s angine to detect evasion technigues llke cross site seripting Is'there an out of the box rule database
Auformated regular signature updates
Operates in a full Proxy architecture and inling cantral aver all traffic through the WAF

pReEN puswnpl

il
W

14, Ability to hide back-end application server 05 fingerprinting data and application specific Infarmation
15 _Aj:iﬂitiy ta protact against malldious activity within and hifacking of embedded rfient side code (javastript, vbseript,
etc...
ic Web d ]
1. The WAF shall be able to perform cloaking e g hiding of &rror pages and application errar pages and even specific data
2 The WAF shall be able te perterm virus checking on HTTP file uploads and SQAP attachimants. Supgort to Anti-Virus vz
ICAP communication channe
3. Provide protection of AlAX-enabled applications includiing those that use 1SON far data transter between the cltent
and the server. This Intiude support In'set up AJAX blocking response behavior for applications that use AJAX. so that
If  vielation oceurs onan AIAX raguest, the system displays a message or redlrects the application yser 1o another
locavion.
The WAF shall support protection of XML Web Services
The WAF shall restricts XML Web Services access to methods definad via weh Services Description Language (W5DL) or
XML Schema format (XSD) ) _ _
The WAE shall be able 1o perform validation for Weh Services XML Documents which 1s W5-| compliant _
Tha WAE has a XML Parser Frotection, limit recursions ta thwart DoS conditions, limit the numbers of elements,
‘fengths of elements, attack signatures enforcement. In addition, it can be used to encrypl.and sign documents
according to the WS-Security standard:
The WAF shall be able ta perfarm information display masking/scrubbing on raguests and responses
The WAF shall support Sensitive Data Masking for personal details about Lsers and credit cards in the
a.  HTTP Header fields, especially Autharization
b,  URLsegments with'persanal identification u
¢. Cookle values gt
oy e\

Ne

w0 m

lowing entities:

asitional parameters N

- | g { » -
Mahsin Ali Raho “" Kamal Rashid Atif Alvi
AVP-1l/ Admin, Div. Officer Operation Div AVP-11/1.7. Division
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TENDER REF.NO. SNDB/COK/ADMIN/TD/1194/2021

10, The WAF shall be able to monitor Iatency of Layer 7 [application laver) rraffic to detect the spikes and anomialiés In the
typical traffic pattern to detect, répart on, and prevent layer 7

11. The WAF shall be able to detect, reporton, andl pravent Layer 7 (appiication layer) brute force attack attempts
ta break " o securad argas of A welb appligation by trying
exhaustive, systétnatic parimutations of code or usemame/passward combinations to discover legitimate
authentication credentials.

12, The WAF shall be-able to detect, réport an, and pravent laver 7 (applicatian layer) web bot doing recursive web
serapping and rapld surfing, it 2lso has thi abillty o differentiate
sutomated web attack agent from legil user. Pravides the ability 10 customize the default list of recognlzed search
engines, and add Dwn site’s search engine to the system’s list of f. The WAF shall be alile to Integrate with thess
vuinerability testing taols - Whitehat sentinel, iBM Appscan, AP Webinspect and QualysGuard, forautomated insrant
palicy twning. Provide untfied 1P address whitelists for Policy Builder trustad 1P addresses, and anomaly whitelists
{D6S Attack Prevention, Britte Farce Attack Frevention, 2nd Web Scraping Detection)

13 Provide GUI based. control t determine the reputation of &n IP address and operate (e.g. block). based on that
‘reputation. The IP reputztion datahase isregularly updated. It detect IP reputation based on:

5. Windows Exploits: |P addresses that have exercised vanous exploits agalnst Windows resgurces using
browsers, programs, downloaded files, scripts, or-operating system yuinerabilities. i

b.  Web Attacks: IP addresses that have faunched web attacks of various forms.

c. Botnets: IP addresses representing compromised computers on the Intermet that are now part of a botnet
{machinas that send spam messages, lalnch various attacks, or behave in other unpredictable ways).

d.  Scanners: P addresses that have been phserved 1o scan poris or natwaris, typically toldentify vulnarabilites
for subsequent axploits. o

e, Denial of Service: IP addresses that have launched denial of service attacks, ften requests for jegitimate
services. but which gecur at such a fast rate thal targeted systémsicannat respond and become overloadad
ar unable to sarvice legitimatacllents. i

i, Reputation: IP addresses that issug HTTP reguests with a fow average reputation, or that request only knbwn
malware sites,

g Phishing Proxy: IP addresses assoclated with phishing websites {sources that attempt to acquire information
suchas user names, passwards, and credit card detalls by masquerading asa trustworthy entity).

an 5

1. The WAF shall be able ta suppert the following evasive'detection techniques !
a  URL-decoding

null byte string termination
$alf-referencing paths (e, wse of /,/and encoded equivalents)
path Back-references lhe. use of /../and encoded aguivalents)
Mixed case
Excasslve use of whitespare
Camment removal [e.g, convert DELETE/™"/FROM to DELETE FROM)
Conversion af (Windows supperted) backslash characters into forward slash characters.

B =

Conversion of I5-speciflc Unicode encating (%uXXYY)

Decode HTML entities (e.g &#29;, &quot;, BetrxAns)

Fscaped characters (e.g. \t, \DOL, \naAk, \uAABE)

Megative security made! technigues )
. Implemented concepts ta cover vulnerabllitles [OWASP based];:
AF shall be able 1o protect against.,

3~

2. The

=

3. Urnvalidated input
b, Injection flaws
. SQLipjection
g O5Injection
&  Parameier tampering
i  Cookia poisaning:
g Hidden field manipulation
h. Cross site scripting flaws
I Bufter overflows
j  Broken gecesscantraol
k. Broken authentication and sésslon management
I, improper Ervor Handling, '
m._ XML boimbs/DOS 2
:& Farceful Browsing /é{:
™A, Sensitive information leakage, <R
o) 2
Mohsin Ali Raho Kamal Rashid Atif Alvi
AVP-II/ Admin. Div- Officer Qperation Div. AVE-II/LT. Division
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TENDER REF.NO. SNDB/COK/ADMIN/TD/ | 198/2021

p.  Sessian hijacking
. Denial of service

r.  Request Smuggling

. Cookle manipulation

3. The WAF shall be able to-protect against New attack signatures

4, Tha WAF shall be able to protect agaifist XML Extarnal Entities (KXE)
5. The WAF shall be able to protect against Insecure Deserialization

§  The WAF shall be able ta prorect against NoSQL Injection
7
8

[

The WAF shall be able to protect against insecure File Upload
The WAF shall be able to protect against Servar-Side Tamplate Infection

2 &) gancy -'E‘] =198

The WAF shall be able to support High Avalilabliity Faliover via network only

The WAF shall be able to perform application level health check of the back end servers

The WAF shall be able ta Ioad halance to the back end servers {round robin, least connection, fastest response)

The WAF shall be able to suppart caching and compression ina single platform

'Ttlia%fgm shall be able to be Implémented and Installed on separate application delivery controller (ADC) harriware

P ms

Ehe'Wz]AF solution shall allow traffic pass through whien the services fall. (Note that this Is different from fail-open
Pass .

Tha WAF shall be able to support vianiconfiguration thraugh bullt In switch

The WAF shall be able to perform TCR/IP optimization

The WAF shall be able to perform packet filtering

W N I e w e R

The WAF shall have S50 accelerators available for 551 offloading

The WAF shall store the certificate private key on the WAF using 2 secure mechanism

The WAF shall store the certificate private key.onthe WAF using a secure mechanism, and a passphrase
The WAF shall capableof communication to a backend application server using hitos

The WAF shall be capable of tuning the $$L parameters, such as SSL encryption method usad, S5L versian

2

GRS

_Able to support the prevention of sending or accessing tookies when unencrypted HTTP is the transport

. Ahle to mitigates click-iacking attacks by Instructing browsers nol to load a page into a frame

Able vo support generic scanner via a published XML schema

Mitigating Bots via Captcha (login wall). . _

Enabie detection of anamotous traffic patterns that stem from.a specific upigus geo-lozation and allowing threttling

‘of anomalous traffic by gea-location based on RES counts. ) :

Proactive BOT defense that provides always-on protection thal prevent bot attacks driving Layér7 DOS aitacks,

webscrapping, and brute force attacks from e\.;fr taklhg place. Works with existing reactive anamoly detections.

Introduces javascript challange to slow requests down.an distinguish bols before requests reach a servar.

7. J5 obfuscation and client side security. Adding an dbfuscation meghanism to protect JS against examination orreverse
ggfmeering and tampéring. The mechanism will run on the appliance as a lava backatrour_!d process cn_mpillnF and

uscating 15 code ~-’enc¢"g[[vtin'g the code. This enhancement will ultimately hide sensitive information with JS, insert

changeable data Into JS ¥

U1 e e

@

1 us and allow a lock-free mechanism of syncing: dynamically generated data including
CAPTCHA and RSA key palrs. }

8. The WAF shall support JSON protectian.

6. The WAF shall suppart Single Page Application (SRA) protection by:

« |dentifying the login page based on the Action Parameter.

Detecting Namelass Parametars.

Protecting Single Page Application Form submissions.
identifying the Username.

‘Recognizing the SON Content Profile hetter.

. & v s

10. The WAE shall provide CSRF Protection with two enforcement mades:
«  Verity CSRF Token
»  Verify Origin )
11. The WAF shall support simplified.custom attack signabje
to 152 Snort syntax of escape commen characters, /

e writing ta allow users to create vules withaut neading

(.A\\ 12. The WAF shall support cookie modifications far the &Si%alicy and Device IR cookie names. 5
R ( The WAF <hall support Wildzards in Disallowed F T TPS and WebSacket URLs e

AN VA o PEN
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14. The WAF shalﬂsuppor; monitoring of cesource utllization for request aueue sizes with thrashold alerts triggered and
sent over focal log, SNMP or SMTP. In this way, users can spot

15.. The WAF shall allows the addition of a list of domains allowed to send out AJAX reguests with custom headers for
Single Page Applications. This prevants browsers from blocking cross domain AJAX requests while still anforcing 2 CORS
{Cross Orlgln Requests) palicy with single page applications.

16, The WAF shall support Incldents exports in HTML format

17, The WAF shall support Laarning Suggestions exports in HTML format.

18. The WAF shall provide microservices secufity policy for.a defined unigue identifier of Hostname + URL.
15. The WAF shall provide Selective Security Live Software Updates which can receive scheduled and yeal time selective
live updates of attack signatures, bat signatures, browser challenges,
20. The WAF shall have the OWAS? Compliance Dashboard which details the coverage of each security palicy for the top
10 most critical web application security risks as well as the changes
21 The WAF shall support HTTP/2 over SSU/TLS on both the thent and server sides, without having to translate the client
HTTP{2 traffic Lo erT £/1.10n the sérver-side, _ ‘ _
22, The WAF shall log challenge failures in the event logs for Applhication Security and Bot Defense,
33 The WAF shall have PQI Compllance reporting which includes 2 éptions to automatically fix compliance issues to
suppor: PCI Compliance 3.2:
»  Encrypt transmizsion of cardhelderdata acress open, public networks
»  User isforced to change password every 90 days. _
24. The WAF shall have TiS fm?rerprlnls identificatian ta distingulsh between bad and good actors behind the same 1P
(NAT) and only biock traific fram bad actars: '
25. The WAF shall suppart Palicy Change and Security Everit Reporting to Cantinuous Integrations / Continuaus Dellvery
(CI/CD) Servers for CI/CD Cycle Suppart. WAF deployment can be integrated within the user's %CD [peline and user's
E;q?ps tool chain for test and production environments, This allows tha usar ta deplay the right WAF palicy per =ach
application

Tra rning & Blocking:
The WAF must able ta canfigure d list of Allowad File Types for yourwebiapplication

1

2 Tha WAF must be able to allow or disallow specific file type-

3 The WAF must able ta configure a listof Allewed URLs for your web application

4, The WAF must able w configure a llitof Allowed Parameters for your web application
5 The WAF must able ta configure 8 list of Allowed Cookles far your web application

6, TheWAF must able to configure a listof Allowed HTTP Methods for your web application
7 The WAF must capable of Blocking specific st of HTTP methods
2 The WAF iust able tacanfigure a list of Allawéd Redirection Damains for vour web application
9 The WAF must be ahle te enforce maximum length of following HTTP féquest parameiers
= URLLength
+  Query String (URL parametars) Length
»  Reguestlength
+« POST datasize
10. The WAF must be able to nfarce specific MTTP headers and values to be present in client requests
11, The WAF must support HTMLY Cross-Domain Request Enforcement to enable one website to access the resources of
another website Using JavaScript.
12, The WAF must be able to enforce specific HTTP haaders and values to be prasent Ingllent requests
13, The WAF must capable of defining parameters of own attack detection signatures and be alerted when threshalds far
these are passed ‘
14, The WAF must automatically download and apply new signaturéds ta ensure up-to-tate protection
15 The WAF must operate ina full Proxy architecture and inline control over all traffic
16, Ihfg rnv'\::tf must be able to to hide Back-and application server OS fingerprinting data and application specific
1yl an
17. The WAF must be able to protect against malicious activity within and hijacking of embedded cliant side rode
~ (javascripn, vbscript, ect...) ' :
18, The WAF must be able ta mitigate DS vecters focusing on protecel weaknesses of HTTP such as:
»  Slowlorts
» Slow Post
e HashDos
®  HTTP Get Flood
19, The WAF must beable to detect DoS avtacks by monitoring the average number of transactions per client IF addresses
or ndividual requasted URLs per second -
20. The WAF mustbe able to detect DoS attacks by monitoring the average time it takes for i SErVer to repsponi
L TRe VUAF Bvamtes ﬁi:sb m‘lse it c,g‘?pﬁ age time it takes for the backend server ta repspond

{\ 21, the server to understand the Server Stress.]eve % a Dos attack Ve
« | 22, The WAF must be able to detect, rap:-o_l‘.t u? audprevént Layer 7 (application layer) brute fnr'cj a
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break in to secured areas of a web spplication by trying exhaustive, systematic parmutations ol code ‘of
username/password combinations fo discover lagitimate authentication credentials,
The WAF must be able to stop non-human attackers by presénting a character recogaition challenge tn suspioious
users, This CAPTCHA thallenge il be presented after the system detects one or more of the following issues:

A suspicious IP address

Requests from a suspicious country
The WAF must be able to mitigate traffic from countrias that senr suspicious traffic
The WAF must bé abie to injéct aJavaScrint challenge Instead of the original response in order ta test whether the

‘cllent is 2 legitimate browser of @ bot

The WAF must be able'to protect WebiScraping from fellowing criteria: Bol detection (Mouse and Keyboard activity.

‘and Rapid Surfing detection), Fingerprinting, Suspicious clients and

The WAF must supoort (P address whitelist and blacklist

The ‘[.:{fﬁfp must have capabllity of detecting non-browser based BOTs as part of the WAF advance BOTs defection

capabilities '

‘;@S{M‘E(E‘I’ﬂaﬂ supipor the abllity to disable indlvidual attack signatures on HTTP headers, wildtard URLs and wildcard
eaders (*).

The WAF shall use praprietary correlation algorithms to aggregate reported events from nan-staged traffic into uset-

understandabile security issue incidents for guicker reyiew and vser '

The WAF shall support "Potential Disallowed Files Type" List which may be seen in malicious requests, such as

infarmation leakage and remote code execution. -

The WAF shall tome with a praconfigurad st which users can add 1o, T

he WAF shall automatically chack all traffic for all policies against this list and can generate suggestians to amend 2

policy to add or remove o

The WAF shall monitor and make suggestions for deletion on unobsarved (mactive) entities similar to its sugRestions

for addition on cbserved entities in the Policy Bullding Process,

The WAF shall support client reputation mechanism which identifies bad sources, e-g. source IPs pr device 1Ds, and

contributes to an enhanced security policy enforcement and the prevention of false positive alerts. The Cllent

Reputation score is used to prevent learning from maliciows sources, @.p. vulnerabllity scanners, and improve the

leamning speed from The WAF shall support URL Pasitional Parameters as part of global parameters, The URL with

positional parameters [s a non-purewildeard, e.g. /p/* or */cart/* fitem/phyp, a

s-

The WAF shall support BAD6S Unifled Server Health Check Machanism Based on L7 Analysis, The same virtual server
predictive latancy is now used for BADoS and Layer 7 DoS. This allows them to have the same triggar for strass and
attack detection. _ -
The WAF shall support BADoS DDoS Mitigation Based on ‘Behaviar Analysis-and Integration with Whitellst. This
provides administrators with the ability to exclude whitelist members fram statlstics callection, anomaly detection
and mitigation. This Teature also supports anommaly detection of X-Farwarded-For (XFF) HTTP headers,
The WaF shall provide BADoS autamatic generation of Attack Request Sighatures. Attackers are identified and marked
a5 had actors after their first appearance. This alrav\fs beter policy enforcement when an attacker reappears thus
sparing the remitigation protess from-BADGS, ) -
The WAF shall support automatic threshald tuning in Layer 7 DoS TPS-based Detection and Stress-hased Detection.
In TPS-based Detection, 2 single global threshiold is caleulated for 2ach of the following entity types:
Device [0
Sourre IP
URL
Site Wide
in Stresi-based Datection, the following thrasholds are calculated: ‘
Device {D; Thresholds for up 1o the top 50 Devica 1Ds are calculated and an additional thresheld far all ather Device
|Os:
5 1P 3 for Un 16 the too 100scurce IPs.are calculated and an additional threshald Tar all other source
f&gﬁ&fh{ﬁg}ﬂ%ﬁm‘%p to ttrg;:ap 530 spurce URLs are calculated and an additional thresheld for al| other
URLs.
Site Wide: Single thrashold -
The WAF shall provide acrelerated attack signature detection and mitigation for L4 DS to handle very ‘stréng high
rate DoS attacks. B _
The WAF shall be able to provide Das-L7 Traffic Passive Monitoring via Switchad Port Analyzer.

raactive D -Bot Mobile SDK):

Detense which includes:
request along with its:attributes,
Sbilities in the Request Log and Remotg.Log. - Additional

The WAF shall support logging and reporting Tor Proattive
A dedicated Bot Defense Request Log that displays eac
A Bot Defense Logging Profile to previde basle filter
info and Biocking Page conflguration in iRule,
Transaction Outcome charts with ﬂtteﬁng.w

v \::l\_}\_. . — ) .
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2. The WAF shall detect bruteforce attacks from sources identified by Username, Device 1D or Source IP. The hrute force
tunctipnality shall include:
e Enforcement actions: CAPTCHA, Cllent Side Integrity. Honeypot and Drop.

o Prevention for CAFTCHA bypass and Cller Side Integrity bypass. - Distributed brute force attack protection.
¢ Datection of Credentlals Stuffing attacks usinga dictionary of leaked pr stoien credentials-
e Prevention and Mitigation Duration are in minutes.

3 The WAF shalldet2ct mobile application bots ’b);::dentiﬁvfn that the access s indeed a moblle app access and hat the
application is Indeed untampered with. The WAF shall be able tc extracia unigue, non-lava script, ﬂngaFﬁnt ar each
mobite application instante and report cllem wraffic composition per application for any glven time per cd and what
applications are used and the top URLs sccessed Mabile application detertion is supported via a SoRtware
Developmant Kit [which raquires minimal development and integration} and is supported

4. The WAF shall provide an Unified Anh-Bot Detection snd Protection which covers bot signatures and proactive bot
defense, and web scraping within a single Bot Defense proflle. _

5 Thé WAF shall have HTTP Header Sequence Behavioral Metric which can be used as a signature metric in distinguishing
benween real browsers-and Bar Actor bofs that have Inaccurarely ) -

& The WAF shall support CAPTCHA Sound o provide accassibility to the visually impaired. This default CAPTCHA response
sound file can be replaved with 2 custom souhd file

DataSafe (Agplication Level Encryption):

L. The WAF shall supgort Single Page Applicatians (SPA] view for Application Level Encryption configuration an & login
page; ) B ) } ) )

z mﬂwgr shall aflow parameter configuration In Application Level Encryptlon {DataSafe) based on.all types of HTTP
methiods:

3. The WAF shall be ableto ¢reate lgﬁi"‘g profilés to _lbé' information on client attempts to login to your profected
.website, and ta log information on alerts sent by the BIG:IP-system,

4. The WAF shall de_teci-atlemnpts'to steal auser's passward in the web browserwhen Password Exfiltration Detection is
enabled an a protected URL, e b
Username and at least one parameter set &s Substitute Valte.

AP) Security:

D

1. The WAF shall provide Public APFy Protection by leading the Custamer-spacific OpenAR| files, which are In Swagger
format, ta the platform o automatizally create a security policy '
The WAF shall support ISON schema for user REST andpoints which can be uploaded 13 2 150N prafile.

.
3. The WAF shall allow usersto use Guided Configuration (n ASM ta configire APl Sécurity to grotect AP calls.
4

The WAF shall grovide a AP| Protection Dashboard which displays APl server health including security events that were
fagged, such as web application attacks, bad source 1P addresses, and malicious transactions: Users can use the
dashboard for troubleshouting AP Serurity.

5. The WAF shall supprort OpenAPl 3,0 Protection,

Tim

Within 8 weeks

e
oy .f// VJ\‘@ '
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