
STNDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCURING AGENCTES FOR PUBLIC CONTRACTS OF
WORIG, SERVICES & GOODS

SINDH BANK LIMITED/ADMINISTRATION
l)
2)

3)

4)

5)

6)

7)

8)

NAME OF TI-IE ORGANIZATION / DEPTT.

PROVINCIAL ILOCAL GOVT./ OTHER

TITLE OF CONTRACT

TENDER NUMBER

BRIEF DESCRIPTION OF CONTRACT

FORUM THAT APPROVED THE SCHEME

TENDER ESTIMATED VALUE

SCHEDULED BANK

Supply & lnstallation of Web Application Firewall (WAF-I)

SN DB/COKADM I Nff D/1 1 9312021

Same as above

Competent Authority

Rs.14,850,000/-

ENGINEER'S ESTIMATE
(For civil works only)

9) ESTIMATED oD (AS PER CoNTRACT) 1 Year

r 0) TENDER ; 09/04/2021 at 1130 Hrs

I r) NUMBER OF T
(Attach list of buyers)

13) NUMBER OF BIDDERS PRESENT AT OPENING OF BIDS -

14) BrD EVALUATTON REPORT
(Enclose a copy)

1

15) NAME AND ADDRESS OF THE SUCCESSFU

DLB Lrrc
16) CoNTRACT AWARD PRICE \^./ctIT

17) RANKING OF SUCCESSFUL BIDDER IN EVALUATIO.
(i.e. I't, 2"0,3'o EVALUATIoN BID). 1. M/s. lnnovative

18) METHOD OF PROCUREMENT USED : - (Tick one)

a) SINGLE STAGE _ ONE ENVELOPE PROCEDURE
tr",r-rt.,r-"car I

b)

c)

d)

SINGLE STAGE _ TWO ENVELOPE PROCEDURE

TWO STAGE BIDDING PROCEDURE

TWO STAGE _ TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT
EMERGENCY, DIRECT CONI'RACTTNG ETC. WITH BRIEF REASONS:

WAS ADOPTED i.e.

lntegration (Pvt.) Ltd

1t3

tt

l2) NUMBER OF BrDS



Competent Authority

le)

20)

APPROVING AUTHORITY FOR AWARD OF CONTRACT

WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?

Yesll/llNo

2I) ADVERTISEMENT :

SPPRA Website
(If yes, give date and SPPRA Identification No.)

Yes SPPRA NIT lD:T00531 -20-0025

No

News Papers Yes Express Tribune, Daily Express & Sindhi
Express (2410312021)

No

f newspapers and dates)

o"ff;io'IIr 
llrnt.

(If yes, enclose a copy)

24) WHETHER BID EVALUATION CRITERIA
WAS INCLUDED IN BIDDING / TENDER Yes I I r' I lNo
(Ifyes, enclose a copy)

2s) WHETHER APPROVAL OF COMPETENT AUTHO
METHOD OTHER THAN OPEN COMPETITIVE BID

26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS? Yesll/llNo

27) WHETHER THE SUCCESSFUL BTD WAS LOWEST EVALUATED
BID / BEST EVALUATED BID (in case of consultancies)

Yes I I / I lNo

28) WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY
COMPLIANT?

Yesll/llNo

29) WHETHER NAMES OF THE BIDDERS AND THEIR QUOTED PRICES WERE READ OUT AT
THE TIME OF OPENING OF BIDS?

Yes ll / I lNo

30) WHETHER EVALUATION REPORT GIVEN
CONTRACT?
(Attach copy of the bid evaluation report)

TO BIDDERS BEFORE THE AWARD OF

Yes lllllNo

{Yes No

FOR USING A

2t3

ii)
(lf yes, give

22) NATURE OF

23) WHETHER



31) ANY COMPLAINTS RECEIVED
(If yes, result thereof)

Yes

No No

32) ANY DEVIATION FROM SPECIFICATIONS GIVEN IN THE TENDER NOTICE / DOCUMENTS
(If yes, give details)

Yes

No No

33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(If yes, give reasons) Yes

No No

34) DEVTATTON F TION CRITERIA
(If yes, give deta Yes

No No

3s) wAS rT ASSURED BY
BLACK LISTED?

CY THAT THE SELECTED FIRM

36) WAS A VISIT MADE BY ANY OFFI E PROCURING AGENCY TO THE
SUPPLIER'S PREMISES IN CONNECTION ENT? IF SO, DETAILS TO
BE ASCERTAINED REGARDING FINANCING ROAD:
(lf yes, enclose a copy)

37) WERE pROpER SAFEGUARDS PROVTDED ON M
THE CONTRACT (BANK GUARANTEE ETC.)?

38) SPECIAL CONDITIONS, IF ANY
(If yes, give Bg[ ):^( na

;nature c &qi"t stamp or / ( )
Authorized Officer Lt/"t tDt e,.-L-- , - - '2/

VPlHead of Adminit

LIF
d reasf.)

PAYMENT

FFICE IrSEdLy 
gttuun aANK LffyilTED

SPPRA, Blork. No.8, sio.dhfg_rlgtori.qt f;{pr4-A, court Rood, Korrrhi
Tele: 021-92053 56; 021_920536|El-{lt,rl -

313

tu
,IF

v
Yes No {

N

ves I I ll*" {

Yes l
No no



Bid Evalnation Reoort
Supply and lrrstsllation o[ Wcb Appllcation Firewafl OryAF-l)

I Namc of I'rocuting Agurru-r Sintlh ilank l-td.

2 I-trrrJcr llsli'reneu Ntr sND t!,'L (lKADMtNfl:D/ I I 93€03 I

J Tundcr l)r,ruriptirrn Sunplv untl lrirtallurion ol'Web ABtrlication Fire*all (WAF- t

.l Mutbud trf I'rrrurr,tn{rrt Sirrrlr Stagc ()ne [inlelup Bid.littg ltuc€rjurc

5 lcnrlcr Pul'rlishcd & Sl'l'll,\ S. No. sPrn..\ S Nu. T005J l-20,002J

h TtInl Ilit! f)()ctll])L',lls SOld tuI

1 Icrtrl Birlr ltcr.rit cJ 0t

l{ Trc}nical llitl {)rraine Duq t){},0,1:?l)21

(, Fingrruisl tlid ( )nuring l)ut r: 09r0{ilu2 r

t0 Nu t'[ t]iJ I cchriicaltt' Qunlit-tul I

il Bitt(st Rcicctccl (t

S.

No.

Itinmc of
Cotrtp:tn1'

(- osl Offcred b1'

llitldcr

Ranking
in T'cnrts
of Cost

Compsrison with
Estimnted Cost

(lls.l{,850J}00/-)

Reason fnr
Accrptrtrce/
llejecdon

Rcmsrks

0 I l ,i
4 _s 6

I

[r,t,,r lrutovllivc
lntcglzliurr tl)vtl

t"lJ

l{s. 1J.260-lt}6-r-
,/j;l(s.], I -: t).05 !,' -

trrcr unit lrrr )-

. girarytlls

Qunlified
tliddcr

l&,t89.8t{l- bclorv
wirlt lltc cs(irnrlted

c(tsI

Acceptr:tt Being
dre Qurtlified

flidder

RutE ,tt htv* heen

urnrplicd

tf

Xote: IUls l4noyntiyc lntr:grlliun (ltrtl l-trl is rclrctcd fur Suppll'und ln.rfilhtion rtf lYth F'irtrtsll (IlAf-l) to Slndh
llunk l.td lxing lhc r;urliliul biddr:r,

llletrbtr$ - PrusrrGntcnt Commitlee

(l\'lr, Ssetl lamaf ! CJrir't'Fiirancial t)fficer - EvP - Qhaimerson

(Col,'stfntiin,t B.eEg) l-leaS ol',Adrniniskrttion - EV} - Ivlemher

(Mr. SlctJ Muiarnmurl eqecl) Chrel'tulartuger, [DBL. KHI -A\tP- Mcrnbcr



$NDttHnn,[
t--L-r-at ^A-]J-rrlfwrr" lt,Trrrl,r.,,rl" * '

Llu.re: 28-O5-?O2l

SubJect:

This Ls to ccrtilJ, th*t a6 rrnly orrt, bid nas received against rhc (ender, so Rule 48'has bcen complied with

deteil as follorvs,

Market Prlce Current Tender Prlee

Rr.20,262.330i - fr;r i Unit
[Quotarion Ar,rsched]

Rs, J 4,260, l0(r/-l?rr 2 Unit
{BER tulached}

M. Rashid Memon
VP-l/1.T, Division

llarqLen - Pro.curemett Commtttec

[vlr. Soeect Jarnu.lf Chicf Financrni {)fTrcrr - E\ri2 - Chairperson

(oil. shqhzad Bqggl llead of Artmrnisrrariun - Er?- Msmber

(Mr' g-ura Muhsmmad Aqeeil chier 
'vfbrl'f;u*r, 

.DBL KHI -Avp -

CortlffqBte

lVah,:ed
.'[. I)ivrsion

gomPltaace of SPPRA RnIs 48
TENDER RET !TO. SHDB /AI'!ilM/TD / 1 193/2(}21

fit#
,4/lt ,.,
!**?



\
1

Financial ProPosal

Dnttrl: ,{pr 20.1021

'4*rrf

SuhjecL:

'L.,"

FLIIURI'.FOtruf'TECHNOI.OGIIiS n6, $her Shah Dlock-Nsw Carden Torryn lahorc.

ffiq

Suhmitted By;
Zain AIi
Key Accounf lllan&Ser,
FUTU B E PO I f\rl' ITC'I {ntu {}LOG tES
E-mai[:@ildlgu
Correspondencs A ddl ess:
126, Sher Shnli Itloik.Ncw (i;rlden l'rlwlr Lrlrrre.



FUTURE POINT TECHNOLOGIES
Attt'nt
lllr. Zacnlrnn. Datc"r 'rtpr 20-2ll}1

lliudli lluirk, Enrnchi Yer: Yul
Rrrf No. PP'l'-E004l0tl -

Dear Slr,

We are plAased tcl Share our proposal for Revlred Financial Proposat for F5 12600 AuAt erc. We teel hongured to lnform that

FuturE polrit Technologles ts partner wlth some of the leadlng tT/Telecom solution prouders :uch as Citrtx. Osco, VMWABE, EMf',

G-rsco. Juniperi xuawei McAfee, Palo Alto, Fortinet. BDCOM. 3M.etc. We are conftdent to deliver any qiz.g sl proitJt on rrrrnkey

basls.

S, No, Fart frlo, atv
Unit
Prlce

:flo Tax

Total
PilcO

w/o Tax

,Ggf UnltFrica
wilh Tax

Total Prlce
whh Tai

1
F5'UP&AC.

rzxxx
BIGIP Single AC Power SUPPIY for

i2X00 (25o W. Field UPgradel
1

2.509 2,509 4?b 2.935 2.93-5

I
FFBIG-AWF.

r2600

BIGIP i2600 Advanced Welr
Applicalio.n Firowall (18 GB Memory,

Base SSL, Base ComPression)
1

2.f . t85 24,185
{t.I 1

I Zfl,797 28,297

3
F5.SVC-BIG

PRE.L1.3
BIG-IP Servics, Premium (Service

Lenoth 12 Months)
t

3.7$8 3,798 &t6 ,l,4nA 4,444

4
F5.UPG.SFPC.

R

BIG-IP & VIPRION SFP lOOOBASE.T

Transcaive r (Field Upgrada)
L

539 1,079 n? 63t 1,262

Gmnd Total USD
31,57.0 36,93?

3. No. qtv
Unlt

wlo Tax

Total
Prlce

rlo Tsr
6ST Unll Prlae

wlth Tar
IoulPrlce
wlth lax

1
Fs:UPG'AC-

l4xxx
B|GJP Single AC Power Supply lor
dX00 {?50 W. Fleld Up.srads)

? 2.509
5.017 17o/o

2"935,11 5.070.22

2
FS.BIG.AWF

t4600

BIG-IP i4600 Advancod Ws,b
Appllcatlon Fkewall(32 GB Memory,
Base SSL. Base ComPression)

2 42.569
85,139 17olo .{9,80S.04 39,012.0t,

(,

3
Fs.SVGBIG

pRE-11-3
BIG-lP Service: Premiurn (Service

Lenqth 12 Monlhs)
2 6.685

13,370 13olo 7,821.59 15.043,17

F5.UPG.SFP.R
BIG-IP & VIPRION SFP lOOOBASE.
$X TranscEiver (Short Range. 550 m,

Fisld Uoorade)
4 358

1,.{33 179E
419,30 r.67I.18

Grand Total USO 104,9G0 i22.90?.66

FPT Commerdal Terms & Conditions: i lflrtcr ,lt' fi
valldlty: Proposal will be valid for 15 days.

;Aboye msnuoned prices are subiect to the rluotod Quandgy.and prkes may chaugb ivitlr clarge in quantfry,

zufliR8 Pgtl.lT'IBCHNOLOCIE6 1!6, ther'Shah Block-Ncw GrrdeaTqwr l,rhott.

6r

Propoi'al fior F5 12600 Awaf

ParL Ho,



INFORI{ATI6l{r
Thil Prososal hrs been prepared rclely bajcd on inforrrtatioo ruppnld.to fU.ruEE polt{T TECHitOtOG|ES ty yo:u FUTURE POINT
IEg{tloLt Eltt has rElled o^ tlro eorrert.lelr, accurary lnd mmpleteners of the loform.ton p}ovtd€o by you- TUTURE potNl
IECflt{D[6GlE5 tiles no responslbllity anr, h.r nr liibliiry tor or Ia. rErpect ol th€ ffornrstlofi ptOvdbd tE you- .fUIURE pOltVT
fECiNOl'OGl€S re3€wer the riBhl to makt (h0nt€3 to the Prqposrl andlorlhe oricingofthis Propoialt{, at ary Hme rfler you ar6ept
thr Piopsral any lnformatioh proyldEd bV vog prove, to bir iocbrecr,.lneE .urate or incomplefc.

Exeusab1e EvEnrs:
FUlUlE. POINT ItcHNotO6tEs shall ror be lEuE or r-onside,lrl tn brEach ot iE gtllg.tlqns under fii! Cont6ct to tiis enen1 that'FUTIJiE 

FOINT IEgHNOIOGIES'3 ,edo',nance Ir dativad o, nre,rentd, dtrectly or indiie<fly, by any cawe bcyond tt! ner3onabta
.ofltrol. or by lrmed confllct. aclt oI threats of tenodsm, €Fldlmlcs, strlks. toctouts, Ghanges ol Statutory Reguialionr,
Go€inrmgnl5 Messure: o, d€cre€ gr othet tabour dljtllrbrnc€!, or adr or omijiriolt' of aqv SsJernmertal_authorlw orof ine Buyer
or Burd;'r conlradorior 5upoller!. lf an ercus3ble.evEnt oacurs,lhe scheduletr ftltUR€ polltlTECltttOtOGlES.6 perloffi.nce sh.ll
be oftended by th€ rmomr ol tlme lost Dy reason oi the evant ptus such.€ddluolal tlmErs may bs flEeded to.agErcome the effecl

. ot the ew . rl ads ot omrJlons ot rhe Euyer or rt! aontactoc orluptlllers c.rtrp the dah, fUruBE iOINT ItCfll'lOl,OCtEs shaUabb b! EflritlEd to an equitnble price adrustment,

PSfmentkrms:
For H*tytare TgX,adv?n(e & 30.t,6 wirhin -10 davs stte hrrdware dEllunry.
For Slrv.lces 90% adeEncg & 5Or{ Bller comoletion ofJob,
f,lo oder btnc{lL(on allowe4 once oidcr procssed by fUfUBE pONI tfCflNOtOGlES.
Altlaxes wlllbr ctiarged as pergov€rnlng taw: of thatregion
Purehase Order & Payment ro he proccaesd iF trvdrol M/s ,FUTURE POINT IECHIIOLOGIES,
Paic$ are rubloct tochang€ In .ccordinre w.lh thc aFy chsrgs in goyarament oollcy, iED. hti6irtdrEs & duties
all th(,saler.Willibe subleA t6 ralci rax whurt dpplilable eqd cu:tomer W[ be whhheld,the ter 6t Lhe tims oi paymem il required !V
rpFllEatle law,

rsrraoty:
S6ndardManuhetu.ar'3 wariantl 0f rgpliEalr,o/ term, applyl.

R rce Mer€ure:

pricd! a'e Eubls(l (o chn.r8E du€ lG lhe chjrnEe in cur7Ency idevrluatlont or y'uv gjmetura o, teriHon atin, tlrfi€ ofthe taansactlon,Notel

1-,iPrhe5 are sublen ro ohan3e due to any change in duty/tax etrocrute..TheguotdJs tiisid on ai,titt epplkable'hnpon.dutleg/levtei.lf any chenge by;cornDGtent authortrre, ri mldr in lhe currrnr lmpoft irutlei. gerierar $ter gr. lhf,rii exClse drrty, rpecirr Oxi:tSeduw elc. the quotic wlll be revlsed acc{rE lngly

Best Begards:
atu.{L
K&Jl .Acc .or Manrgtsr,
FUTUN€ PONr TECI.INOI.OGt ES
Mobile': fi100'{)r5$117
E-mail: ,njn nl'j ti_r | [r r"I!r r l.ru. uuu,
Conesponducc Arldrusr:
124 Sher Shah Elock-Nert Gudcn Turvr Llhore.

ruI'LrRE POINT TEcHNol'oGrEs 126, Sher Shah Block*.Jew Garrles Tortrn l"rhore.



'lcndcr ttcf Nrr. SNDBICOKIAI MNm)!ll931!(,2t

El I eibl I ttv Crl terl a-WAFI

The prospective Supplier wilt proviae sinOrr eank with two (02) Web application firewall (V9AF) tltat

includes the following features'

Bidder/oEM EligibllitY crlterla:

rhe contract will be awarded to rhe successful Bidder whose bid will be found technieally compliant and

has offered the lowest cost and emerged as most advantageous bid. Proposid Bidder mu$ qualifY

foltswing criteria:

1. Bidder must be regist"rriwith lncome fax,and Sales Iar Departrnent and rnust appear on Active

Taxpayer List of FBR.(Y6/NOl

,i.* 2, Bidde,r must either be a Manufacturer {OEM) or an authorized Partner of the OEM in Pakistan'

..,. fv$ruo)
i-J. Biddor must have Annual Turnover of at least PKR 50 Million ln last Three (931 financial years- Audited

__ Financial reports or Tax statements ro be submitted'with the proposat. (ffS/ruO)

._ -{&" Bidr1er/OtM proposed solution must be degJoVed in at least Three (03} cornrnereialSanks durinB

last'rhree Years other than Sindh Bank. (YFS/NOl

I S" giddeT rnust have successfully done,lWo t02) deployments of Web Application Firewall (tr{AF} in

conrmercial Banks last three years. (YES/NO)

,8. Bidder must have service and support office ip 3t least two (02) malor cities'of Pakistan includlng

--Karachr. t'lt3luo)
-- 1. Biddg.r rnust not be btacklisted by any Bgvernment, semi-gorernmentr- or private orgsnintion.

_.- 1t'rilruor {
r-"C Biddermust submit OEM aurhorization letter for this sperifi.t procurernent. {YES/NO}

u**-*g, euoted hardwage / Software solution must have end of life beVond ffve (05) Vear at the tlme of

subrnission. (ffs/No) , - F. rA., ,{:.^. .a

-{ii*Bidoer musr be in relevant tT husiness since last Five (05) vears. (frS/UO} ,./
, -11. Bidder must have at least lwo professional.level certified resourte on prdp0sed OEM. UESINO)

,_bX The pr:oposed product nrust be recogpized as a "Leaderlchallenger" at-least once in last three (03)

years of Gartner Magic Quachant. t',{S/wO)
,- 13. Required quantities of Web application fire-wail [WAF) is Two (02) and will be deptoyed in Frimary

dat'a center in High Availabilitf (HA), ,n'

ETIGIBILTY CRITERIA NOTE

1. lt-corrrpany not active Tax payer it will consider as a dlsqualified lRttached Proof as Annexcure-6).

ul-Haq

,Cl'^--ek -,[

VP/ Operations DivAVPI Finance Division. SVP/ l.T. Division

F.rgc I trl'J

'b#

r

ffl II '!,,,,.'r4l"'* i* *T r J"* { ft{ I L"{4



2.

?

4.

5.

6.

7.

8.

lentlcr 11 c'i'Nu. SN D BICOKi n Div,lIN I l-l)l I I 9l-2(,! I

There can be a subsequent clarification to this specific tender for which it is advised to keep voUrself

abreast with the notification being hciisted on Sindh Bank Ltd & SPPRA websifes regulerly,

Attachment of relevant evidence in eligibility crlteria is mandatory. ln case of nsn'pr'ovlslon of evidenrc

in any of the requisite, bidder will be disqualified-

Banlt reserves the right to verify all or any'docunrents frorn the source, suhmitted in the bid as per

SFPftA rule il 30(U.
Bank reserves the riBht to verify the equip.nlent from the princrple at any time to ensure t:hat the supply

of equipment is genuine, original, new and that its specification are tlre,gameras describad in the bid

f'n case of any fakelrefurbishecl equipment, the company may be su$ect to le88l proceedlng as per

SPPRA rr.rle f 30(f).
Csmpany will be considered disqualified if specification of the W*f quoted does liot meet tle
specification given in the tender document.

Csrnpany sSall supply Goods as per specifications and uPon the recommendations of the

Technical/Standardieed Cornmittee appotnted by tlre Bank within I to t0 weeks from the date of

receipt of purchase order. ln addition to that Rs, 500/- per.day will be fined after 10 davs and Rs. 1,0001

per day will be fined after 20 daYs.

MANDATOf,Y

1. GSI/Inconre Tax Registration/Registration With Sindh Revenue B.oard

7. Attaehment of Affidavit (specimen attached as.Annexufe "H")on stamp paper from the owner of fhe

company
3. Attachment of Annexure "A" (With Financial Proposal) & Annexure "8" (With Financial Proposal if

Bank Ggarantee is going to be submitted as Bid Security).

4. Writing of tender reference as given in the NIT on the Envelop,, sarrvlng tender documenl IS must or

the bank will not be responsible if the documents'are n6t received by the Procuremenr Committee at

the timg of opening of bids.

S, The biddars are required to submit bids onlv in .prescribed financlal proforma girren in Tender

Docurnent.

6. The representarive presenr at the time of opening of tender shall be-ln possession of auth0rity lefier

on the company's letter head, dulv signed by the CEO of the company'

7. The Company must be in l.T. Business for Preterably 05 Years in PaklStan.

(Attich documentary proof as Annexure'7)
g. Company must provide a valid & latest Manufacturer Authorizatlon Certificate (MAf) from the

Manufacturer/PrinciFaI for supply of requrred equipment.

(Attach docum enta rylce rtifi cate proof as An nexure-8)

Nots Attachrnent of relevant evldence is mandatory in eligibillty criterla" ln case of non.provirlon of

evldence In any of the requisite, bidder will be dhqualified.

S. Zeeshan-ul-l"laq

SVP/ t,T DivislonVP/ Operations DivAVP/ Finance Division.

P:rgc t ol'J

,,#,,,
T*ffi"-rch.*



3,
4._

5.

I enrjcr Re[ No tlNlJIl/COIUA'DMlN/'l'D,''l I93/]U2I

DISOUATIFICATION

The bldderwill beconsidered dlsqualified prtorto/duringtechnkallflnanchl evalu*tlon prccessor

afrer award contract if:

1' Qn black list of SPPRA & Sindh Bank kd' 
rhe sinrrh Banrt L rhe bidder forZ, Bsued with two (21 warning letters/ernails by the Sindh Banlt Ltd in the'past to

unsat isfactory pe rforma tl ces.

Nor65T/lncome fax RegisteredfRegrstration Wth Sindh Rqvenue Board

Alternate bld'ts offe red'

Non - Attachment of Annexure "A' (With Financial Proposal) & Annexure'"8- (With Flnancial

Proposal if Bank Guarantee is going to be sullmitted is Bid Security)'

The qualified bidder sublets ths contract in any form/stage to any.other agency:

The tender is deposfied without Tender Fee'

Warranty of supplied items is less than 1 VPar"

lf during verification process of the cliental list the {esponse by dny of the tiank ls unsatisfacto'ry on

account of previous Performaflce.
Atter supply, if the specification of supplied iterns Is found differe.nt with the items produced in flont

of commiffee at the time of technical evaluation'

ln the past, the compaoy agreement has been prernaturely been terminated after due quafification

in anv of the category ofthe tender

6.

7.

8.

9,

10.

11.

VP/ Operations Div

5, Zeeshan:ul-Haq

sVP/ t.L DivisionAVP/ F-inance Division.

Pagr:3 rrl'J

\.1



financiai Prr:pr:sal

516T*ATUIIE MTM$EH

Heud - trn 0iv

Ht*rd - ,{drnin

nrlova[ive
ntegratlon

lu.

Flembet-

l,lanreofsidder lr'-Jr-.t;lrr.-i\-[ Ir.r'L Ir.;rlfr.-,J:lr,-f ,fh] l:rrlT LIf]

I rhb arn+unl w{l bc wmHted u S1 ltr tll oaLref,. *hsmr br 1ryrtat th}t uu'nmrr&l b$nlr rO br ** ms
rffrq. "tulhrt rt Attr u rh+ toutu. fra hrttfl <lrlftrrlotl rc"krtrou- O trOwf.

flile
l, TIre tDfil (o! fBult rrchr& ,rll ryffirt$c trrr. duttei l#t ottt€t durll! I*.melsond n $+t d**nftEl ralunt} .

$Ernp dlJty Ir! epptl,slpg uriogr 5amp ttr lstgl, sdr$rl ctrrycr upto fitrdl 8eil Uwm tnn&tr m €aonfiyrtdr
ors,

1. t{o rdh,{rtx: p.ym*nl hr srrggff ctf S}cttJ ryrrl !e mad€. bdr rrc aah trprmeO tar r*rulff ptprant $n ruf€rpt d
rrfulrou. al ddnrtrylrrttrfrihon t.rsrn lfl! Drrfin rntnrasr.

3, tgdrtloo ol tlU Sceurw-n d th+ 6rrn'd rqbl'lrfErft nt Urr ffuqtel grmind rdl t* mlmlthl $f{lf rin
Evrdei rs erd larrrrt!

r, t6 clr€ n { r€r$td rr .rv gt'p rfurxrppfo ol 16€ tos,&rlaorr thlt ttri I*d ffiU.*r of Hr Erd{r h*1.* ryt
htrrtm:t.thr rmcrtnt cil lrc ruop.lytf tttet txerk SoAgfitl be.ftn{6.p1Xa rrnaorudttaFsoFEtr r{fis,1ar rtefir
'flf({$rrv uI t'r€ prsuftmi}rrt x8rnmfit*.

5 Alahfitd tornpary rrll rBo hr hsilfid ts 3{n r borrUurd*rtrunf,tttil H c*re sl rrrt obErnryerga i{srnl rq rqspirl of
Irra$tt of mc fooc, *f,l** 1t1. ry{{sE fy prtsd. fae conrprrrf, d k h$*r tg rddrur il rt na urrr r.rrrt noil"
<onrFtr@ sl tha rlmt dl rer.dt nuo mffiltffir rrl i ietr qdtrt tf* ticErryfrry h; ;16cr*cotnfigt tE itor *nc#trmt al
t*lcerlr *ltlt* d+r#+fuy lJrs Frq:uraarem torrnrrn*.

i loclall e'ugfuatad hH I! lil(rd t, D& rh* rrltxlr ffi rwxc st Ntfirxl nthrr trt* cofiisrqrnf $( }or611:g,61€red pn,
trff$mgassrrg $e lo*esf rh*h rur'' strItr xh(t th prXwng lltrtcy rrt! p gry tir t r* dEr{nfift flf th* ,r{ffr*f't.
Sarf,f Rl8h {9 rnal pkat. b* r*lens{.

I " ll onffrrry ta lt rf,rrzr.(t qgtreunmt ,g.rbd rr Anrragrr e *q pg1l 
-o! 

thn tjry, gtr&$g1
a' Ths trnda rd ba mord&tii c*rtelh$ tf ,th€ rffirKt arur*n*r* rtt*r ilr* rgnrt** l ri6t D*fir?116 r1nq6 rflhT,tfu dlsr 3 drF d &)fltpfu*tr{r d hd wrtlrsoo ,rpon li!*rrg rgrnd I {rrrl; Eprf,f *t r*3 m ri,[ finanrul brdurr thl gnrt* titr stxrsdol b$drrrrl br lfu mc rho ltlr rrryr,td {fitf? miat} ln lfie teqhnicrt

mlu+roat.
10' rr elt ol art firurtt outrrn3.lltr* at'illorCI E fo$,'}il rn drr FfrrytEr|l Bttt d,wqrlrttnt, tft" ltCI utr t* rr&{1.t6 fiur s srl*alur*rul il tfir lBsru! ire rarsflgl* .nd gc cso e&.qiltd o:tr ttrrt. hd xs **rer*rr,ii csllirft {r}lngfit ilil br te*r{ld rfru tt{Fcsi c $a fcrfeim*nr*oa$rtyslttt* ru{i{ Hftg*r *d,rirsrr? |n ,;t*$rq,

Pey Ord+ltrnl6rnnot* ua lr,+,or Df *db,br* r.iln{ted,
or,{rr lc *t*uEd- I:1 reta lt tr rolr{€d I rrl lq| ifiD{ srf,fry af nra ttur* sret mr dr&d rfr{si?,rsttoi1i ol ?r,r+nrnorr fure rct Deerr ingt. rbe psfwalaca lptr.rW rrll !t {grnt"G
F+ne b{rfuF l.rcd.ty fi *r t?ra Ht{tr U ?rFroftdtarf{lltE
C"oods t$ h€ drtltc rd hrr* rg De prr*Td m ruso r rrry ltuao {itrwlg $ ,W!!d t, th€ bn*ch,Vr qghrery, rn +*t* ol,ny rodtt r3rnflitfil & r"clfr,erJ ile ff{titri slHnBtftttlrfl mrt 

"t 
h|lornd}S,I flu obqrOon ri **'.rrrrtt p*rod rre not mG{ 0. ddrlro, tfrg rcpfrr sE_ ilqlJffilvrunr oeutu lftauu rdl{ &€rt drrcrFd hafi $c,*rro,{Tirrfftrt*rf; / tltorrr*E 0qrrctrr o*ttoryflnffoprat rdr&crrrabn Fol iloSr;p_

I'ltcre r,ar tr ru6rrftrrcfil $oilfi<.sturrar o&fadatar, to
dei?o$ irrtt rilr.iorrylarrsrr, bt{[g fiarua or @ ao*
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8 The WAF thall bubte to dB vg6tonln6 of poilces
9' The WAF shall have a butlt-rn rea.l'tinri Folrry builderwrrh;ulomatir self-learnrit ahr1 crergoir olsecurity pollres

l' ]XF Htr;ilfllinf,|fi|j,i1'#, ,*d,1;m,:U,,trHj.jtr1o,ramricauoi,'-es rvri-crorsrt iti,upoinr, owi,Grr.sy,.,
Lr. The waF sharl be capatre cf .being restsred to lacrgry def€ryltsr'r rne waF snarr bhe GgTiXltl,f 

i5 fffii11tLl',l1'*9ry' technorosias and suggesr addins tha
l?. rhe WAF shafi

a\t*,tq:cgier 
to the useit sec,r'riiy oolicy, 

-"-'"' 
\i;* r, 

= 6LU suE8esr aod.I

'.-[,$- ]-\:W

Zn no ra{i,c } r*{,-1, r*$.* {f rn) t H
u

L \t;

lvl/ "f
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t Nl t{'*3}

Slndh Bank reguires Supply ancl lnstallation of Data Centre Web applisation fifewall (W'AF}. The reguirement

will be issued on need basis" Therefore guantity n'lay vary depends on the requJrement of the bank, aacordinglv

bank will not be responsible if the quantity asked is not as per scope of work below and in this co-ntext no

claim will be entertained, Pavment will be done on supply and installation of o.ctual numbers of itams.

The prospective Supplier will provide Sindh Bank with Two (02) Enterpr.ise-Class Next Generation Web

application firewall (WAF) that include the following features.

Wub norllicstinn lircn'sll (WAFl REOtlIREMINI'S:

sPfclFKAnoI{s

tNd spECIf rcATloNS

t lntolir6urt Traff lc ProccseiriE:

L7,re{uelts per secon* 6901{

Lrl rryrnectlo tt6 ger reco,ld: 250k
tl UffP Gqrrers per rorond:lM

Moxlmum t,{ cancurretrt conneo lo,rc'18M
Thr'ougtrpuL 20 Sbps $ltl .

L l"far rj'*a rr Cliload S5LfiL5:

[Cf,r: 6.5r( TPS IICDSA P-lfbt
dsr; DK rrs 12k keys)

r0 Gbps brtlk errrrgplton.

l Sottyrlre Cornpressrott, 6 6bD.<

n 5ollw;re Ardlltecrure 6.1-birTMoS

Ol1' D+rr:arrd Up8r artabtr: rtS

6 Fiocetsor:
One n*Gcre tnr.elXeo$ prqgessnt

tI sl aI 8 iiypert lrmded' loffit proerssor cfrtsl

7 Metnrrry:r 3l GS DDR.I

I Hid Drwe: l18 inurprma Casr l{DD

i Cka$i! Etherrpr Gl Porr: oprondlsFP

l0 Grgatrr Frbr:r Pons (StPl: 8 SX or LX Isnld gpararelyl

IJ LO Gigrirn iibsr Purls {SFPI} .t sli/,.R lsold lepararely|; gprronar !06 copper drrect attsch

Pollcv Manaeement
t The WaF sns,l bo able.ro auromarirally:oullt pollcier

1. 3" Wtf shall be ableto manually arclpt fati.e.positrr*r bysimpte means lchrct bof)J, The wAF shalt be able to defrne:dtfferent poliiies lor dlfferent applicadoru
4.. rhe WilF gnall be able to crtate custom attack sigrteturef or evenu
5.. The wAF shall be able tg customhe Denial of serijlce poHclEr
6 The wAF shall be ahle to combtne derection and priventibn technigues7 The WAF shall ha,re pollcy roll-baclt nlethanasm

$
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Farent policy srrg8esUons now hive a marimum score gf parallel sutgesilqns rn lts chitd prollgres" All loclted chilrt
6u8g06trons propagateto the par.ent pollcy. It e s-cg,r.e cf the parallcl s-uggestion in eacli child ic shawn ln ttre parunt
pollcy pane per suggestron, with the top st'crring children martcd

15. fhe WA.F shall havc in lmproved Pollcy Bullder Procesr.whlch has a itngle tabbed rfraen contArntnE the r;orrfisruarron
{orapollcy's GenerallFttibq., lnherit-art.ce Senlngr, Microser,vlces, 4fl2g1 sigiiJtuier. Th;g3i C;111palrii, anU iElpi;,rse
ancl Blocking PaBes Tho Pdllcias list displayi tfre narnq, enforcern€nt m6der atlachedvirtUal'seifuen and OW;tSp
compliance.-

Pmllla Lcamfnr Procers
1. The WAF shall be ahle to rerognize trusted hosr{
7. The wnF shall be abfe tc learn ahout the appllcation wlrhour human rnterrrenlion3. The WAF shall bd,ablE to lnspert pollcy {sudiilng r reporUngl.1, The WAF shall be rbte to protect new contEnt pages and obJects wlthout policy mortificatlons
5. Able rc provide anomaly learnlngof client integrity whether it it browserrompared t'ci automated rareb auecl tool5. Able to configure whether the rystem tncks sessioru based on user namer, lP addresser, or res.sron ldantification

numbers,

l'EN D E R R B F-. NO. SN DB./COK/ADII1 I NrTIy I I e3r ?02 I

f3. The WAF shall provide layered policies conflguruion irr a hierarchical rnanner with a parent rnd cn;ld pcilicies. Thli
allows for rsulck'er policy cieatiori and leainln{ A sacurrty pollsy.s36 be crtiieUttn i*b-wivs: 

- -
. Sgcurity Pollcy: This is smrilar to previoug releases of an ASM security pollcy whlch can be applles !o. rnv rdevant

vlrtualserver.

' lfliri:?iJlffiJli,1,h iJ,tnyo" 
of policv whlctr enuhles tlrc user ra crpare,a hlgfr'orlevelpolrcv to an ar e temprate

14, The WAr layered policies configuratron enhancements.shdlt harre tlre bllowings:
r AdrriinlJtrators can rnindate that all new securtty poliuiescraled,rnrrrt be4ttactred,tg a cornpatibl€ pe.enr poilry,
r All attached chltd ootlcles for a parent polrcy are llsited ln.the parent Roltcydetalls.

Posltlve security nlddel support . An 1allow whatfs lnown" pollcy, bl.trckmg all unlrnown lraffir -and daia types
Positii'e securlly model confi gura Uon
Appllcatlon flow
Dynamtc Posttlve eesurtty modet coniiguration mainrcnance

f*ltJ8,Ej"cess 
englne to detect evasion technfques fike cross slte scrlpung rs rhere an out of the trox rule darabare

12. Automat€d regutar rlgnature updater
13. Op€rales in .l full Irrury architecture and inllne (ontrdl oV€r tlll hafllc through the WAF

14. Ablllry to hide back-end application servor O5 lingerprinting da6 and Lppllcatign speclilc irrfornration
15. Abllity to prottct eSalnst mallclous activity withtn and hflacklng of emb.edded cllent Side rode fiavascripr. vb3crtpr,

etc...l

Ovnsmlc lVeb besfd delinset
1. The WAF shall be able to perfrrrm cloakiq e.g hidlng of error pages rnd appllcatlon erior pages and even specifi€ data2, 'l'he WAF shall.be able to perform vinrs checkitg an HTTP flle upl,rads and'SOAP tttichmenti Suppon ro Anri-Mrus via

ICAP com muntcation charrnel
3. Provide protectlon of NAl-enqbled appllsatlons lncludlng those.that use ISON for ctata transler berween the ctient

and the serve, Thls lntlucte support ln set up AJAX blockinB resgonse behavior for applications that useAJ.AI. iu that
if a vlolation occurs on an AJAX request, tlrs 3ys1em dlsplJys a message or redirefli ihe appttcadon user to another.
locatlon.

4, Ihe WAF shall support proter:tjon of XML Web Services
5. The WAF shall rertncls XML Web services aceess'to methods deflncd via Web servkes. Descrlptlcn Languag€ (WSDLI or

xMt sctrema format {xSD)
The WAF shall be able to perform validation for web SeMces,XML DocumenB V.rhrsh ls WS-l:compllant
The wnr has a xML Pirser Protectron, fimrt rerurrions to 1lr$,arr Dos condltiors, iimit trre numbeir of ulu*rnrr.
len$hs of elements, attach signatures enforcemefl. ,n addltion, rt can be used to encryPt rnd sign documents
accor{lng Io the WS-security siandard"

8. The WAF shall be able to perforrp lnlormation rlreplay masking/scrubbing on requests and resoonses9. rhe WAf shall support SensitivE 0ata Maskrngfor gersonrl deteilr about ruers aid eredlt cardi ln ttre followrng enti$es:
a: HTTP Hearler fields, especially Authorizattch
b. tJRL segrnents with personal identificslion using pogidonal parumnrers
c. Cookre rralues
d. l{T1P Request body usrng posiilonal parameten

10. rhe WAF shall be abte to mohirof Llqll of 
_Lgyo-r I,{Epp,ncatlgn taver} traffic ro deredtne splkes and anr}rnatles n thetyplcal tra ffi c lraftern to det ect. I epo rt oh, a nd'plevdn [ [a Vir 7

11. The War rhall be atrle to detect. repon on,.and prevel
break rn

t.
I,
9.
r0,
tl.

6.
7.

?.,1

tl
$ystema$c

to segured arga
permutarlon' .f1PT
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ruthent{ca tr on' credenfi a ls.
tL The WAF shall be. abre ro derecr, report on, ind preuenr LiYtr 7 (application laVer) web bot doing recursivE web

scrapping and rsotd surfing. lt allo has the ablliU - to differefflicte
auromated web attack egenr from legtt user. Pr.ovides the ability to gutto,mq€ the.default'llst of recognh€d search

efigfnes, and add own clle,s Eearch englne to the svstem's ltstoj f,-The WAF shall be gbln to lntegrrtewig these
vulrorabitity testinE toqrif - Whlrehot sentlnel, IBM Aopscan, HP Vtlbblnspqgt and QtnlysGuard; for automated,lnst-ant

poffry tuntng- provide unlfted lP address whitelbts ior Follcy Bul(der trueted lP addr$s€1, and enornaly tihiElists
iOoS:nttaclt 

-irevenrion. 
Brute Force Attack Prevention, and Web Soaplng Detectaonl

1"3, provtde 6Ut bard control rr: determine the rei\utallon of a-n;ip,l,Cdrets agrl qpgrt!.e fe,S- bl.oql brt8d on thrt
reputatiol. flru. tP reputatlon database ls regularly updated. lt detest lP reputation based on:

a; WnrJows i,xplorts: lP addresses that have exercis€d: variorts. erplqits aqqi{ft Wlndows rEsourcEs uslng
browserr, pr6grrm5, dovrnloarJed f lles. scripts, or operaUng 5ystem vu.lnara.bllitles.

b. Weh Attacks. lP acldresses that hove launched web iltacks of vartous forms.
s. Borne1.s: lP adctresses tepreseflIing cornpromlsed computers on the lnternet that are now part q{ a botnet

(rnachrnet thal eentJ spam ]nerssager, launch.varlotts attacks. or behave Ir, oth'e r unpredlctable waYsl.

d 5(arrners: lp adclresses th.it have bmn observed to s.can porti or natrvorlG,,UpicallVto ldenUfV vulner::fblli.ties
for s ubsequent expl grts,

s Danlsl af Senuice: tP adrtrerse5 th.at have larrnched dental ol seMce aUachs- oftep reg.uests for le8ltlmitq
;e;[;;, bur wfiIid'oi.crji iistict' j iaii rate that targeted systems cannot ferpod and'treconie orae?loaded
or unabfe 1s 5ervlce legltimati cllents.

f , Reoutadon:'lP adOrerses that irsue HTTP requestr.whh a,low average reputatlon. or lhar re{uest only known
nrilware siies

B. phishtng Proxfi tP addrerses associa_ted with phlshllq_rybs!1es lsource: tlpl l$gf^e!_Pa!g1ll!.lnfornatlon
suirr as''i.,ser ngmes. gasswords, and credlt card derails bv maryqeradlns 3s a tnutworthY entity).

Detsdlor iechgioues:
t lhemFshall be able to support the followlng evasi,Ue deteCrlon rechniqugs :

a, URL-decoding
h Ntrll byre itrihg terminaUon
c" Setf.riferencing paths (i t. u* ol I J and encoded equivalenfsi
d Path back'references (i,e. use st l..l andertcocled eqtuvah-'ots)

Mhed cale
Ercesgive rrse ol whitespace
Comment renroval (e.g. coovert DEI"FIE/"/FROM to,DELETE FROM)
(onvers,lon of fwindo.r,s-suppcrtedj beckslash chuaf ter: lnto forru&rd slasfr characters.

l. Converslon of llS{peciflc Unicode encodingI%$(XYY)
I. 0ecod6 HTML-entirlEr le{.,&r99;. &quou, &fxAA;l
k, Ercaped charaB€rs [e-9. \t, \001, \xM. \uAABBt
l. Negat ve secur(y model technlques
nr lmplemented concepts, to covcrvulnerabilttle+ (OWASP brfedl:

Ihe WAF shall be ablE to protect a6alnst:
a, Unvalldated lnPut
b. lnJectlon flauls
c. SQL inlection
d, OS injectlon
e. Parameter tampering
l, Cookie potsoning
g. l{ldden fleE rfranipu}aron
h, Cross eite sciJpt-ing llarvr
t. Buffer overflows
J Bmken aceer rontrol
k. Brokeri autlrenucirtron ind s.esslon ntanageqqnt
l- [nproper Ermr Hindllng
m; XML bombs/D0s
n, Forceluf [}rows.ng,
0 SenSltlve lnfotmaUon leakagep. Session.hijacklag
q. Denral of service
r. Request SmuEgfl4g
s. Cookie manlpulatiorr

3. Ihe WAF shall bc abh to pru{,Bct against trrew attackd. The wAF shall be able to prorefl agarnst XMI Exter

n I rhe war shatt be rbteto prfiect agntnsr rnseiure !

e.

,.
8,
h.

t\r
r-.*l I

ill' \ ; . il;; wni:rrarrbe abte ro srorecr agalnst rJsieL rr

Wll 
be able 10 plt)tec! agarryt ieBesurs -\ff
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8' The WAF shall be able to protec! rgalnst Server-Slde lemplbte lnFcilon

AnnttcetloJr Delfuerv and,Bgdundancv Coorbllltles:
i. The WAF shall be able to support H[h Avaihblltty Fallover vla netwqrk only
2, The WAF shall he able to perform .pplicarlon level herlth checl( of the back end sefvers
3. The WAI lhallbe a!!e !o lood balsnce lo the back end reryers (munrt robin, ledst connection. fastest re$ponJd]
4. The'WAF rhall be able ro suppor( cachlng and comprersron ln a single plattorm
5. rhe wAF ihall be able to be rmptemented and Ingtalted on separate appilcation dellvery sontroltei (eog hnrdware

platfOfmS - .' -- ' !-' -'rvr 'rv'rr vs'r!L' t vv.t[tv,r' l^v'-, ru.

6. |hc W_$f soltttion shall allow raffrc pass through,when the servlriS fail. (ilote thit thr rs illtlerrint frorfi feil-ooeh
Dypasfl

7, The WAF shall be able to support vtan corrfiguofion through buitttn $wttch
8. I'he VyAt shall be able to perforrn rCP/lp oprlmlration
9. fhq.WAF ehallbe able rs perform packet flltering

tst aoabllttler:
1. The.wAF shall hava ssl aicelerators avallebre for 5st offloadrng2. The.WAF shall srore the certificate prirate key on rhe,WAF uslng a secure m€chantgm
3. The WAF rhal( srore the certlficate prtvate kgy on the WAF using a secure mechanBm, ond o pa:snhrasa4. Th wAF rhall caprble of communrcarion rc a.baclend appllsatign Jerver ulng https5. rhe WAF shillbe caprble of tunlng the SsL parameten, such as SSL encrygt{oh method used, SSL verslon

Otlret Mao&torr,f, eetu rcs:
1, Able to support the prtvenflon of sendrnE or rccesslng cootles wl,en.unenerypted HTTp ro the tranrport2, Able rc rnttigales ctict-lacllng atuclcr bv insuuctin! browser!.not to.load a paBe tnto e frame
1. Able ro suppon generlc s€anner vla a publlsied IMt schema
4. Mtngating Bots vra'Capteha (lofrn watl).
5. E4able delertionof anamolous traffir patternr that rtem from a speclftc trnrque geo.locatron ancl allowing thronllnB

of anomalous tralfrc by geo.tocation bdsed on hpS counti,
6. Proactiv: BOr 6g6snse thtl prtrvldEs elwayson Frotection that prevent bot attacks drrvrnR taverT DOS anack.

webscrapplng. and brytq force anacks from. evei taktn3 place. Wgr.ks with-erjstrns renrtivE animolv dewiid,ns.
{ntroduces javascript challpnge to slsri/ reque$s down and distlngulsh bots beforE re(uests reach a servdn

7. l5 olfuscation and client lide securlty. edd'lne an.obfuscatisn me-drenism to proteqt JS agalnst er.amination or reversg
engineering and tampering..The meihanisrn-will rrlrr on Ure- ap-pltance is a'lava bictglroiind Frocesi bmpitinClnJ
obfuscatln8 t5 code - encrypting ihe code. Thfs enhancernenl vilh ultimarely hide sensl[ive tnfoimation witti.ts- rnren
c_t11r_{Ag+te data into,lS.flles 5nd allow a lock-free nrechqrtlsm of,syncing dynamically geiruated aati tndudthi
CAPTtFIA anrJ RSA key pairs.

L I'he WAF shall support rSON groterticn.
9. The WAF shall supportsingle Page Appflca$on (SPAf proraftion by:
o til.entlfVing the login page traled on the Adion Parameter

o Oeteitlng Nameless Fararneters.
r Protectlng SinBle page Appliration Form srlbmrsslons.
. ldenttfolng tlre ussrnarn€.
. Recognizing the JSONiContent Frofile better.

t0. The WAF thall provide CSRF Protectron wlth rwo enforcbrnent modes;
verify csnF loken
Verlfu Origin

The WAF shall support simplifred custorn attock slgnature rule wriunB to,allow userS ls slqate rules withoul needrng
to use Snort synul or escape cEfirfflon characiers.
Ttre WAF shall support cookle modlllcatlon: for the ASM policy and 0evrce lB cookie namer.
The WAF shall support Wlldcards in Disallowe'J HTTp, l.tTTFS rnd Web5otket URLJ.

The WAF slrall support Fnonitonng of resource utlllratlon for request queue sizas wtth threshold alerts lrtf,gered anrl
sent over iocal lo8, SNMP or SMTP. ln tfirs wey, usen can $pot
The WAF 5[6[[ 3ltows the addltrort o{ a llst of ctornains alloweU to send out AJA)( requests wlth custom headers for
Sirtgle Page Appllcatlons, This prevents browserr froin blockln8 cft]ss domain ejAX,requests whtle rtlll enforclng a CORS
(Cros Oiigin Requess) pollry with rlngle page applications,

f5, The WAF'shall support lncidents erports in l{TM[ fomiar,
17, Tlle WAF shall suppoft Learntng Suggestrons expCIrts ln HTML formal.

18. The WAFshall provide mlrr6servlcer security poliry fora defined Unlque idBntiflerol Hoslnam'e- URL.

t9. The WAF shall provide SeleEtive Sccurity Uve Software Updates which can recelve scheduled and real tirnrr selfiive
live updates of attaek slgnatureS, bot slghatures, browser challenger.

20, The WAF shall have the OWASP Comfillancc Dashboard whictl detalls lhe coverage of each t€curity pollcy for t}ro top
1.0 moct uiticalweb apfllratlon secuiity rlsks as wella;the changes
The WAF shall supgori hrtp/: over SSVTI.S on boB#ft.el)ent and servel sldes. tvlthoul havirrg to trarlslate the cllent
Hfip/Z trlific G'xrri/i.l on rhe rervei.stde. --f -) 

t L . \
21. The WAF shall surrgor( HrTPn over SSVTI.S on bo

HfiP/z traffic *'1app/i.I on the tever-side. -..i

,3i1n:"{,1;';#iirogcharieng.r,,t 
;ii'ti{iiWng@rfricailonSecuntvandBstDer*l:n 

f+a$ ,+
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23. The WAf shall hoye pCl Coinpliance repor(lng which iilcludes 2 opthnr to automaUcallV 6* sernpllance lssues to
suPfori PCI ComPllance 3.2:

, Encrypt lranrmrssion of r-aftlhslder data across op€rr, publlc networks
o .User ts forced to changq pasnvord every 90 deyj.

z{ 
mn wrr** nreHJlrgFli}s lt5lflcarion 

ru drsrrnsursh between bad ond 8sod actors behind t}rE'same rP

rs Tr'qryff,:Hllilr.:i$:Ji?ret'ffffi1flifrJ$,lit"&,tiifl"#,'ffi##]UE$]T*iflt#f;ffiffiH#ffi
ICI/CDI Se

t gv0$ lool chain for test and production enviror
appllcation

frafftn learnln$,T,Elock ingj
ffiletoronfigttreal[slot.A|lowed.FileTyperforyourwebapplicatlon

? Tha WAF must be able to allow or dlsallow speclflc flle type
3:. The WAI musrable to configure a list of Aliowe{ URL! {or Vour web appllcatlon

4. Thel#Af nrust tble to configure d llst of Rllowed Parametersfcr your web appltcatidn

5. The WAf firust rble to configure a llst ol Allowed Cookies hr Vour web appllgOtion

6,.. The WAF ,rct ab{" to ranfiirrre a hst of .4ltowed HftF Methodr lor your web appllcatlon

I The wA.[ musr r.apable ol btocxtqg rpec,iffc llst of HT1P.methods

B" The WnF rnust abie to cunfigure a llst of ltlowed'Fedh-ectisn Oonq!1s for yourtleb appllcation
g 1he WAf rnr.rsr be able to enfqrcr rnartmrrn len6th of foltowln6 }ffTP r€quesl parameter3

. UnL Lrngrlt
t Clrrery String {UBr- paramerers} ]-ength

Requesr Length
IIOST dala sire

rne wnF mrrst be able to ehforca specifir HTTP headQrs,and vs.lues b be preserit ln tll€nt /ecusstJ

iii; ffi *rii irpp"rr H.f MIi Cross,()omaln Request Enfor.cenrent to enabld one mbsrtc to arce$ tne rescurcet ol
another urebsite using JivaScdPL
ifr" Wlf murt belablE to enfoir.e speclftc HITP headers and valuer to be presmt in dlent rtqueste 

.

The WAf rnust cap6bh of defrnrng gpgrneters of own afiaek detefilon slgnalurer and be alerted rrhsn thretholdr fot
these al'e Passed

14. the wAF rnusr auromatlcallv download and apply new $8natr,rgsto enrure.uPtgdste prote(lton

15. Ihe WAF rnust operate in a full Proxy archit€ctur€ 6n{ lnllne control over alltraflic
16. Ihe WAE must be abla ro rr.\ hrcle back end applicotion server 05 fln8eryrlnting data lnO appticatlon sfeclfic

in{brnretion
t?.. ttrc Wnf nlust be able to protect against maltoous actvity Mthifl and hijacklnB of ernbedded clfent side code

fiovuxriPt. vbscriPt. ect...l
lg, it,e WAi rfiu51 bdable to nrlrigate DoS ve.tori focuslng sn protocol weabtesses ol HTTP such as:

r tlowlorl:
r Stour Posl
r Hash DoS
r l{TT? 6et f'lood

Lg. The WRr murr be able to detecr 0o5 attacls by monllodng the sreraEe numbgr rrl hansactlcnrs per dient lF adiliesses

oi individual reguesttrj URLs-ltef rcond
?o Ihe wAF musr be abf eto derer-t Dos artacks 6y monlloring,ue average time it. takes forthebacksrd serverto rEF pond

io i iperific t lnt-- fhe WAF evaluates the retpont€ tra{fic front

ZL the.gerverlo rrnderstarul the Server Stress level tq'dgtenninea DoS attack
)), The WAF murt be able to detect, reporr on,.and.prev.en( Layer 7 l.appltgatiol llyer) brute_force attark attempts to4' 

ilJ'["di 'i;1'fiieil-ariai"6rt-i -ffb' 
iiiit-Gati&i rv't.v.tng orti6[stri,ct systCniatlc permutations of coile or

u ie tharne/pa stword CO mbrna trOn I r o di sc oyer legit i mAte Jurh ctlUr,iltlon cre6entliliS,

?3 lhe Wer musr be abte ro itop non,hurnan attaik-ers by preferning a character lecoglllp!thallenge.to surfiiclous
,ii.rr.'ir.tit r.q-prtHA itraiie"id wrti ue tlresented after th'e iv:iem ddtects one or more ol the followlng Issues:

r ,fi susplciOuS lF address
r f;equests from a suspicious couiltr1

2q. The WAF must be able to nrrtigare traffic from countilta that send suspiclous rafflr.
25" the wAF musi be ahle to tn,e(t a Javakripr challenge in$ead of the orlgfnal rcspbnse tn orc,er to tesl whdther the

rllerrt lr a legltimate browser or a bot.
16. The WAr murt he ibte to prolect we! s.crapr,ng t1O.n] follow-in6 crlteria: Bot detection IMouse and (evboard activlty,

anA Raptd Surf rng.detecti6n), Flngerprint rng. Suspicious ctle nrs a no

27. The'WAF must iupport lP addresl wlrrtellst and blacklllt
ji. rf,i *ar must haue capabitity of detertlng non-browrer based B0Ts as Fart of the WAf advante EoTs detectlon

t:pabilities
lg. The WAF shalt suppofl the alitity ro dtsabt€ lndlvrdual aftachsrgnatures on HITP headers, wllderd URls and wltdcard

l

t
10.
ll.'
12.
13.

hea"ders {'}.
30. Ihe WAf shall use pr6prlgt;ry cotvalatton algorrtnmr,fglgi

u rrrl ersta n da Lil e s ec urity i s sue I nc iden ts f or Q u ic lie r;gf-flrtl.t
Ere3ate reported eve,lts frorn non,staged tnffic lnto user'
apd user 0, f \

I
,{'

ti

3t, The WAf shall suppori "Fotentlal Drsallor'ved Wffip{'tl$t \Yhlc}t

iinforination leakage p6d llrnotr code e;ecuuott, n! i /n leairagie p6d ssrnotr codepscuttutifirl "

*v. (
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