SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCURING AGENCIES FOR PUBLIC CONTRACTS OF
WORKS, SERVICES & GOODS

SINDH BANK LIMITED/ADMINISTRATION
1) NAME OF THE ORGANIZATION / DEPTT.

2) PROVINCIAL / LOCAL GOVT./ OTHER SCHEDULED BANK

3) TITLE OF CONTRACT Supply & Installation of Web Application Firewall (WAF-1)
4) TENDER NUMBER SNDB/COK/ADMIN/TD/1193/2021

5) BRIEF DESCRIPTION OF CONTRACT Same as above

6) FORUM THAT APPROVED THE SCHEME Competent Authority

7) TENDER ESTIMATED VALUE Rs.14,850,000/-

8) ENGINEER’S ESTIMATE
(For civil works only)

ERIOD (AS PER CONTRACT) ' Ye&r
09/04/2021 at 1130 Hrs

9) ESTIMATED COMPLEEION P

-

LD 1

(Attach list of buyers)

12) NUMBER OF BIDS RECEIVED
13) NUMBER OF BIDDERS PRESENT AT JH

F OPENING OF BIDS "

14) BID EVALUATION REPORT
(Enclose a copy)

Mhovative Integration (Pvt ) Ltd

15) NAME AND ADDRESS OF THE SUCCESSFU
Zodita, Lo Ru

16) CONTRACT AWARD PRICE y \'\fC o1 L\-}ﬁ Q]C
17) RANKING OF SUCCESSFUL BIDDER IN EVALUATIONIR' 4
(ie. 1% 211d 3t EVALUATION BID). 1. Mfs. Innovative Integrafigh (Pvt.) Ltd
18) METHOD OF PROCUREMENT USED : - (Tick one)
L—"
a) SINGLE STAGE — ONE ENVELOPE PROCEDURE Domestic/ Local

b) SINGLE STAGE - TWO ENVELOPE PROCEDURE

c) TWO STAGE BIDDING PROCEDURE

d) TWO STAGE - TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i.c.
EMERGENCY, DIRECT CONTRACTING ETC. WITH BRIEF REASONS:

173



Competent Authority
19) APPROVING AUTHORITY FOR AWARD OF CONTRACT

20) WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?

Yes || v | |No
21) ADVERTISEMENT :
Yes | SPPRA NIT ID:T00531-20-0025
i) SPPRA Website
(If yes, give date and SPPRA Identification No.)
No
i) News Paper § Yes | Express Tribune, Daily Express & Sindhi
(If yes, give na f newspapers and dates) Express (24/03/2021)
No
22) NATURE OF CO " |1V || Int.
23) WHETHER QUALIFICATION C
WAS INCLUDED IN BIDDING / TENDE NTS?
(If yes, enclose a copy) ves |1 v | INo

24) WHETHER BID EVALUATION CRITERIA

WAS INCLUDED IN BIDDING / TENDER DOCUME Yes || v |[No
(If yes, enclose a copy)
25) WHETHER APPROVAL OF COMPETENT AUTHORIEY WAS O FOR USING A
METHOD OTHER THAN OPEN COMPETITIVE BIDDI}
Yes No v
26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS? ves |1 v ][N

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATED Yes || v | |[No
BID /BEST EVALUATED BID (in case of Consultancies)

28) WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY Yes [| ¥ || No
COMPLIANT?

29) WHETHER NAMES OF THE BIDDERS AND THEIR QUOTED PRICES WERE READ OUT AT
THE TIME OF OPENING OF BIDS? Y 71N
€s 0

30) WHETHER EVALUATION REPORT GIVEN TO BIDDERS BEFORE THE AWARD OF
CONTRACT?

(Attach copy of the bid evaluation report)

Yes || ¥ ||No
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31) ANY COMPLAINTS RECEIVED Yea
(If yes, result thereof)

No | No

32) ANY DEVIATION FROM SPECIFICATIONS GIVEN IN THE TENDER NOTICE / DOCUMENTS

If yes, give detail
(If yes, give details) Yes
No | No
33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(If yes, give reasons) Yes
No | No
34) DEVIATION F LIFI@ATION CRITERIA
(If yes, give detalled reasons.) Yes
No | No

35) WAS IT ASSURED BY THE PRO CY THAT THE SELECTED FIRM IS NOT

BLACK LISTED? ves | [ 1No
36) WAS A VISIT MADE BY ANY QOFFICER/O FSBLIE PROCURING AGENCY TO THE
SUPPLIER’S PREMISES IN CONNECTION WIT v QEUREMENT? IF SO, DETAILS TO
BE ASCERTAINED REGARDING FINANCING @ S A
(If yes, enclose a copy)
Yes No v

37) WERE PROPER SAFEGUARDS PROVIDED ON MQ@R
THE CONTRACT (BANK GUARANTEE ETC.)?

VANCE PAYMENT 1
Yes No v

Zz

38) SPECIAL CONDITIONS, IF ANY

(If yes, give Br n) Yes

y (’ No | no

f;{;’ff*fd of Administration
SINUHE
FOR OFFICE USEONLY ANK LimiTeD

AL ignature & Official Stamp of
Authorized Officer

SPPRA, Block. No.8, Sindh Secretariat No.4-A, Court Road, Karachi
_ Tele: 021-9205356; 021-9205369 & Fax: 021-9206291
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Bid Evaluation Report

Supply and lnstallation of Web Application Firewall (WAF-1)

1 Name of Procuring Agency Sindh Bank [td.
2 Tender Relerence No SNEBCOKADMINTL/) 193202)
3 Tender Descriptinn Supply and Installation of Web Application Firewall (WAF-1)
4 Muthud of T'mcurament Siogle Srage Une Envelup Biddiig Provédure
b] lender Published & SPPRA S, No, SPERA S No: T0053 1-20-0025
fy Towl Bid Documents Sold t1
7 Taral Bids Received 1]
8 | Teclmical B3id Opening Dae 19/04:202)
9 Finanicial Bid Opening Date 090412021
10 Nov ol Bid Technically Qualified 1
11 Bidis) Refeered i
. Rankin Comparison with Reason for
3 ,N ‘_lmc of {ust (.)l‘f_vrﬂl by i Trm:'. Estil:nated Cost Atceptanvce/ Remarks
Ne, | Company Bliider of Cost | (Rs.14,850,0007) Rejection
0 1 2 3 4 b 6
‘ Mis Iniovative 01;:\;4[:(:;1(;(0: Quaifieg | Ko:S8%89- below | Accepted Being | oo a0 b veen
Integration (Py) - - witl Ile estinited the Qualified o
L per unit fiar 2 Bidder cost Bidder complicd
- Flrewalls

Note: M/s Tanavative Integration (') Lot is selected fur Supply und Installarion of Web Firews1l {SWATF-1) to Sindh
Bank Ltd being the qualified bidder,

Members — Procurement Commitiee

(Mr, Saeed Jamal) Chief Financial Officer — EVP ~Chajipersii

(Col. Shahzad Bepg) Head of Administration - EVP - Member

(Mr. Sved Muhammad Ageely Chiet Manager, IDBL. KHI -~AVP — Member
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SINDH RBANK
PR

Toswiy 10 Tim Py = ALYy
Date: 28-05-2021

Subject: Certificate
Compliance of SPPRA Rule 48
TENDER REF NO. SNDB/ADMIN/TD/1193/2021

This iy try certify (hat as only one bid was recelved against the tender, so Rule 48 has been complied with
detail as lollows.

Market Price Current Tender Price
Rs.20,262.330/- for 2 Unn ‘Rs.14,260,106/-for 2 Unit
[Quetarion Auached) {BER Aftached)
A (
,-’I B -~ ) )/j
[ A7, /*y”(
“éff’, " J { =
s &,fmm Waherd M. Rashid Memon
OGA/LT. Division VP-1/1.T, Division

‘Members - Procurement Committee

[Mr, Saeed Jamal) Chiel Financial Officer — EVP - Chairpersorn

(Col. Shahzad Beggl Head of Administration ~ EVP~ Member

{Mr. Syed Muhammad Ageel) Chief Manager, IDBL, KHI -AVP - M'cm(} __L A
] : £ g



Financial Pro_posg}

Dated: Apr 20,2021

To.
Me. Zeeshin,
Sipdh Bank Karachi,

Subject: Financial Propoesal for F5 i2600 Awal
Submitted By;
Zain Ali

Key Account Manager,

FUTURE POINT TECIINOLOGIES

E-mail: zaipali@futurepohdi.oomn
Correspondence Address:

126, Sher Shal Bladk-New Garden Town Lahore,

FUTURE POINT TECHNOLOGIES 126, Sher Shah Biock-New Garden Town Lahore,



FUTURE POINT TECHNOLOGIES

Attent
Mr. Zeeshan,
Sindh Buuk, Karachi

Dear Sir,

Dater Apr 20,2021
Yer: V<1

Ref No. FPT-20042021-

We are pleased to share our proposal for Revised Financial Proposal for F5 12600 Awal ete, We feel honoured to inform that
Future Paint Technologles is partner with some of the leading 1T/Telecom salution praviders such as Citrix, Clsto, VMWARE, EMC,
Cisco, Juniper, Huawel, McAfee, Palo Alto, Fortinet, BDCOM, 3M etc, We are canfident to deliver any size of project on twmkey

basis.
e —— " [
ekt = . ProposallorFS12600Awal .
T - B Unit Total ' - "l
- P~ g e - o Unit Prica Total Price r
S.No, | [Part. No, Qy | Price | Prica |'GST | "ot por i,
J wio Tax_| wio Tax with Tax with Tex
1 F5-UPG-AC- BIG:IP Single AC Power Supply for 1 .
12XXX 2X00 (250 W, Field Upgrade) 2,509 2,509 426 | 2.935 2,936
BIG-IP i2600 Advariced Web
F5-BIG-AWF- y " ;
2 Applisation. Firewall {16 GB Memory, 1 411 e
. 12600 Base SSL. Base Cormgﬁresston} 24185 24,185 1 28,297 28,297
3 F5-SVC-BIG- BIG-IP Service. Premium (Service i ,
PRE-L1-3 L.ength 12 Moenths) 3,738 3.798 6546 | 4,444 4,444
4 FA-UPG-SFPC- | BIG-IP & VIPRICN SFP 1000BASE-T 2
R Transceiver (Field Upgrads) 5392 1,078 92 | &1 1,262
? e
- e ) o Grand Total USD 31,570 36,937
I PO AWAF Oy A
. ] T Unt | Toml | | g
. Ky - . E Unlf Price Total Price
. 8. No. Part. No.. Qty | Prce Price | GST g
) o wioTax | wlo Tax “_"'h T.fu e
1 FS-UPG-AC- | BIG-IP Single AC Power Supply for 2 5017 | 17% _
[4%XX 14X00 (250 W, Field Upgrade) 2,509 N T | 28051 5.870.22
BIGAP 14600 Advanced Web ] b
: F5-BIG-AWF- i . .
2 Application Firewall (32 GB Memory, 2 85133 | 17% | 4&
14600 Base SSL, Base Camarassion) 42,5689 43.806,04 89,612.08
FA-SVC-BIG- | BIG-P Sesvice: Pramium (Service
3 PRE-L1-3 | Length 12 Manihs) 2 | 685 19.370 | 13% | 7.821.50 15.643.17
BIG-IP & VIPRION SFP 1000BASE-
F5-UPQ-SFP-R | SX Transceiver (Short Range. 550:m, 4 1,433 | 17% ,
Field Upgrada) 358 41930 1.677.18
- - - T |

FPT Commercial Terms & Conditions:

validity: Proposal will be valid for 15 days.

Aboyve mentioned prices are subject to the quoted Quantity and prices may change with change in quantity.

FUTURE POINT TECHNQLOGIES 126, Sher Shah Block-New Garden Tawn Lahore.

= A, 263,539 |1



INFORMATION: A
This Proposal has been prepared sclely based on information supplied to FUTURE POINT TECHNOLOGIES by yoir FUTURE POINT

TECHNOLOGIES has relled on the correciness, accuracy and completeness of the Information provided by yau. FUTURE POINT
TECHNOLOGIES takes no responslbility and has np liabiiity for or in respect of the information provided by you. FUTURE POINT
TECHNDLOGIES reserves the right to make changes to the Proposal and/or the pricing of this Proposal if, at any time after you accept
this Propesal, any information provided Iy vou groves to be incorract, Inaccurate ar incamplete.

Excusable Events:
FUTURE POINT TECHNOLOGIES shall not be hahle or considered in breach of its gbligations under this Contract 1o the extent that

FUTURE POINT TECHNOLOGIES's nerformance [s aelayed or prevented, directly or indirectly, by any cause beyond its reasonable
cantrol, or By armed conflict, acts or threats of terrarism, epidemics, strikes, lockouts, Changes of Statutary Reguiations,
Govemments Measures of decree or other labour disturbiances, or acts or amissions of any governmental authority or ef the Buyer
or Buyer's contractors or suppllers. If an excusable event.otcurs, the schedule for FUTURE POINT TECHNOLOGIES's performeance shall
be extended by the amount of time lost by reason af the event plus such additional fime as may be needed to overcome the effect
of the event. Il acts or ormissions of the Buyer or Its contractacs or suppliers cause the delay, FUTURE POINT TECHNOLOGIES shall

S~ also be ralitied to an squitable price adjustment.

Payment terms:
Far Hardware 70% advance & 30% within 30 days after hardware delivesy.

For Services 50% advance & SU% after compdetion of Job,

No order cancellation allowed, once order processed by FUTURE POINT TECHNOLOGIES.

All Taxes will be charged as per governing laws of that region

Pucchase Order & Payment to be processed in favor of M/s ‘FUTURE POINT TECHNOLOGIES

Prices are subject tochange in accardance with the any change in government policy. FED, levies, taxes & duties

All the sales will be subject to sales tox where applicable and customer will be withheld the tay at the time of gayment if required by

applicable law.

warranty:
Standard Manufacturer's Warranty (If applicable/ terms apply).

Force Majevre:

Prices are subjeqt to changa due [o the change in currency {devaluation) or duty structure or takation st any tme of the teansaction.
Note:

‘o~ Prices are subject to change due to any change in duty/tax structure, The quote s based on current applicable Import dutles/levies.
It any change by competent autharities is made in the current Import duties, general sales tax, federal exclse duty, special excise
duty etc. the quote will pe revised accordingly '

Best Regards:

Zain Al

Key Account Manager,

FUTURE POINT TECHNOLOGIES

Mabile: 0300-0458117
B-mail: zain ali- ftmrnadati, e

Correspondence Address:
126, Sher Shah Block-New Garden Town Lahore,

FUTURE POINT TECHNOLOGIES 126, Sher Shah Block-New Garden Town Lahore
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Tender Ref Nos, SNDR/COKADMINAD/ 119372021

Eligibility Criteria-WAF1
The prospective Supplier will provide Sindh Bank with two {02) Web application firewall (WAF) that

includes the following features.
Bidder/OEM Eligibility Criteria:

The contract will be awarded to the successful Bidder whase bid will be found technically compliant and
has offered the lowest cost and emerged as most advantageous bid. Propased Bidder must qualify

following ariteria:

1. Bidder must be registerged with Income Tax and Sales Tax Department and must appear on Active
/

. Taxpavyer List of FBR,(YES/NO)
L2, Biré;g: must either be a Manufacturer (OEM) or an authorized Partner of the OEM in. Pakistan.
. (YES/NO)

' \A{ Bidder must have Annual Turnover of at least PKR 50 Millionin last Three (03) financial years. Audited
__ Financial reports or Tex Statements to be submitted with the proposal. '(YfS/NO)
<4 Bidder/OEM proposed solution must be deployed in at least Three (03) commercial Banks during
last three years other than Sindh Bank. (YES/NO)
_ 5. Bidder must have successfully done Two {02) deployments of Web Application Firewall (WAF) in
commercial Banks last three years. (YETS/NO)
6. Bidder must have service and support office in at least two (02) major cities of Pakistan including
_Karachi, (YES/NO)
7. Bidder must not be blacklisted by any government, semi-government, or private organization.
- (YB/NO) e
8. Bidder must submit OEM authorization letter for this specific procurement. (YES/NO)
9, Quoted hardware / Software solution must have end of life beyond five (05) year at the time of
_ submissian. (YES/NO) e
~10_Bidder must be in relevant IT business since last Five {05) years. (YES/NO) /"
. “11. Bidder must have at least two professional level certified resource on propased OEM. (YES/NQ)
1 37 The proposed product must be recognized as a “Leader/Challenger” at-least once in last three (03)
< years of Gartner Magic Quadrant. (YES/NO)
+ 13. Required quantities of Web application firewall (WAF) is Two (02) and will be deployed in Primary
data center in High Availability (HA), .~

A y
ELIG { CRITERI i L -
{BILTY CRITERIA NOTE a o 6 - {

1. Ifcompany not active Tax payer it will consider as a disqualified (Attached Proof as Annexcure-8).

7 ~| N
A ( SRS AV

v A A By
Tarmoor Ghausi hsan All S: Zees-h?h-ul-Haq

AVP/ Finance Division. VP/ Operations Div SVP/ .Y, Division

Puge 1 01'3



Tender Rel: No. SNDBCOK ADMING T 1922021

. There can be a subsequent clarification to this specific tender for which it is advised to keep yourself
abreast with the notification being hoisted on Sindh Bank Ltd & SPPRA websites regularly,

. Attachment of relevant evidence ineligibiility ¢riteria is mandatery. In case of non-provision of evidence
in any of the requisite, bidder will be disqualified.

. Bank reserves the right ta verify all or any documents from the source, submitted in the bid as per
SPPRA rule # 30(1).

. Bank reserves the right to verify the equipment from the principle at any time to ensure that the supply
of equipment is genuine, original, new and that its specification are the same as describéd in the bid

. In case of any fake/refurbished equipment, the company may be subject to legal proceeding as per
SPPRA rule # 30(1).

. Company will be considered disqualified if specification of the WAF quoted does not meet the
specification given in the tender document.

. Company shall supply Goods as per specifications and upon the recommendations of the
Technical/Standardized Committee appointed by the Bank within 8 to 10 weeks from the date of
receipt of purchase order, In addition to that Rs. 500/- perday will be fined after 10 days and Rs. 1,000/
per day will be fined after 20 days.

NDATORY

GST/Income Tax Registration/Registration With Sindh Revenue Board

Attachment of Affidavit (specimen attached as Annexure “H") on stamp paper from the owner of the
company.

Attachment of Annexure “A” (With Financial Praposal) & Annexure “8" (With Financial Proposal if
Bank Guarantee is going to be submitted as Bid Security).

Writing of tender reference as given in the NIT on the Envelop, carrying tender document is must or
the bank will not be responsible if the documents are not recelved by the Procurement.Committee at
the time of opening of bids.

The bidders are required to submit bids only in prescribed financial proforma given in Tender
Docusnent.

The représentative present at the time of opening of tender shall be in possession of authority letter
on the company’s letter head, duly signed by the CEO of the company.

The Company must be in LT. Business for Preferably 05 Years in Pakistan.
(Attach documentary proof as Annexure-7)

Company must provide a valid & latest Manufacturer Authorization Certificate (MAF) from the
Manufacturer/Principal for supply of required equipment.

(Attach documentary/certificate proof as Annexure-8)

Note: Attachment of relevant evidence is mandatory in eligibility criteria. In case of non-provision of
evidence In any of the requisite, bidder will be disqualified.

) : 3 /f
Ao C e W al
j i -
Tamoor Ghausi Ahdan Ali ! S. Zeeshan-ul-Hag

AVP/ Finance Division. VP/ Qperations Div SVP/ LT Divislon

Page 2 ol'}



Tender Ref No SNDBACOR/ADMINADILI93/202]

DISQUALIFICATION

The bidder will be considered disqualified prior to/during technical/financial evaluation process or
after award contract if:

LA
S

0w~

On black list of SPPRA & Sindh Bank Ltd.

Issued with two {2) warning letters/emails by the Sindh Bank Ltd inthepast to the bidder for
unsatisfactory performances.

Mot G5T/Income Tax Registered/Registration With Sindh Revenue Board

Alterniate bld is offered.
Nor - Attachment of Annexure “A” (With Financial Proposal) & Annexure "B {With Financial

Proposal if Bank Guarantee is going Lo be subimitted as Bid Security).
The qualified bidder sublets the contract in any form/stage to any other agency.
The tender is deposited without Tender Fee.

Warranty of supplied items is less than 1 vear.
If during verification pracess of the cliental list the response by any of the bank is unsatisfactory on

account of previous performance.

10. After supply, if the specification of supplied items is found different with the items produced in front

of committee at the time of technical evaluation.

11. In the past, the company agreement has been prematurely been terminated after due qualification

/

Tahioor Ghausi hhsan Ali

in any of the category of the tender

7/ T iﬂn A

S. Zeeshan‘-u‘(l-Haq

AVP/ Finance Division, VP/ Operations Div SVP/ LT, Division

Page 30l



SIGNATURE MEMBERSHC-4 Min'

. nnovative
Head - Fin Div ntegration
Financial Proposal Head - Admin . .
v -
Member-] [ 0N -
%[,- | = V
(applicable o TRE Vo207 T=2092
Name of Bidder | ™IV AT Ve [WTECEAT (opd (VT LT
S.NO frem Unit Price Quantity Amaunt
(PKR)
1| web agplicarion firewall (WAF-1) 7,130,053 2 14,260, 106
*Total Amount (In PKR]

* This amount wifl be considered s twly the “Bid DHesed™. Wihereas be spprived that the successiyl bidder will liz the ane
whose "Evaluated Bid” 15 the fowest, (For further clarfication reéfer Note, 6 helow),

Note

Ha

n

o

Lz

3.
14

13

J&.

Note

The twotal o9 muer ngluds afl spplicstle taves, Suths: dnd other charges 25 menbaned o 1hie desenplion column,
Stamp duty (2 spolliable undes Slamp Aox 1989, gelivery charges gpto Sindl 8unk Limitso hanches on Countrywide
nase,

o advance payment far supply of goods will he made, hills ave goly be processed 4 neressary payment on revsipt of
rartficats of deltvery/satisfaction lrany ihe branch maeniger.

Lalculation of Bid Securlry 5% of ths Grand Toral Amount of e Foancil Proposal will be submitted sloog with
tengar 3¢ Bid Secunty

in Case 1 i3 reviied at any s@ge aftar supply of The goot/meo that the asted specificaton of the tendst have not
fesn met, the amoam of he suoply of thet sp2afic goods will be fisee 1o the venaoe with appropriate action 33 deen
NECSILETY Uy NS DIOCUIEMENT Lommttae,

ualfied tompary will 886 b hound 4 S § Bonarindenahlng that in case of any obssrvptips snung 1 respect of
qualty of e goous witten (e wairanty panad. the cunpeny will be lablz to address @ @ oe own oSt ron
sompiisnce of the e will cesult S Intiation of = taie sgalivst thi <mpny far fot-commitment or cancsliatan of
wener 35 will b deedsd by the Procurement Committee.

Lowas? dvatuated Ma \s going 1o be the iritens for swam 21 contract rether than consigdznng the wwest ofterad aiz,
ermImpEssing the Jowest whode sum oot wiuch the mocuring sgevy hdt (0 Gay 1or the dipation of the sy
SPIRA Rule 4% may pleats D& relemai.

Al conamtuns s the sonerect agreement sitached as Annexure 5 are gant of thes teatey ety

The tendet will be consilsred candellad (f e dontradd agraemem aftsr tue signature & ot sulsiied Wtk Agmin
Office e 5 dyys of compietion of d svslustion repert Rasting period 3 dayy| on SPERA websea,

I case fimancial bids ace the tumie; The successtal daerwill B+ 1he ans who fes ecyuired more macksin the teshaics)
sysluzuon,

In s of ovet witing/Lutiing/use of Blanco i found in the Fitianctsl BId docament, the g will & teken & null & v
howarver 4 the figuras are seadable and 2ve aleo Suly, Ogaed only then, tnd will b= SCOAYLEY:

Contract spresment will be execuled after depcsn of 5% pefommance sesunicy of s tots] weader smoont i shape of
Pay Qrder/Bank Guargetse i fawes of Lt Bank Lmited,

Quaifty 1s ansured. In ese It s Fevealed ¥ any SUEge MRl sepPly OF the iems that the 3sked specincEtions of the
1BN0e bawe nat besn mar, (he performanes sscunty will be foceited,

Freee Dackup Feoaity & Cabe The e S repiontsd datective

Ga0ds 13 he Selivered haye 10 e pervadm suen & Way That 0o damsge w 14parted by the branchen asilvaey. 1n case of
ANy suith compleint i receiuad the tidder will splace that e @t hilds T st

It tha sbugstinn of warranty penad sre not mee ot delayec, the repai #1c. requirement o this azzoamt wil be
Geducted frisn the performence securty | HRCORTE Sy e Sue 10 Stpplier

Payment will he made i Pok Ruper. (” ":1
¥
L 4
There caon Se wubpeguent modificstion o cmendmeny fo 1pecific tender for wiharn (i advised 1o keep w :
Mwumm;pwwmmmf&;bw%:{gwmnm& "y }»
i e i 1
J ol j ¢
/ il ‘é
) . . | S Bl (=i
Mgnature & Stomp of Bidder S e " I‘. ot .y
— | — - b,
‘[ T 5 -
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TENDIR REF.NO. SNDB/COK/ADMIN/TD/1193/2021
WA K - 5)

SCOPE OF WORK / TECHNICAL SPECIFICATION

Sindh Bank requires Supply and Installation of Data Centre Web application firewall (WAF), The requirament
will be issued on need basis. Therefare quantity may vary depends onthe requirement of the bank, accordingly
bank will not be responsible if the quantity asked is not as per scope of wark below and in this context no
claim will be entertained. Payment will be done on supply and installation of actual numbers of items.

The prospective Supplier will provide Sindh Bank with Two (02) Enterprise-Class Next Generation Web
application firewall (WAF) that include the following features.

Web application firewall (WAF) REQUIREMENTS:

SPEGIFICATIONS

T

SN# SPECIFICATIONS

L7 tequests per secand: 650K
Ld connections per second: 250K
1 Intelhgent Traffic Rrocessing: L[4 HTTP requests pet sevond: 1M
Maxtmum 14 cancurrent connections: 28M
Throughiut: 20 Glps 1$/L7-

ELCT 6,58 TPS (ECDSA P-256

2 tardware Dificad SSUTLS: ASA: 10K TRS { 2K keys),
10 Ghps butk encryption®
3 Soltyare Compression: & Ghips
4 Safiware Arthitscture 7 64-biL TMQS
H Qe Dainand Upgragabte. YiS
& Frocessor: One aCare Intel Xeoy processor
o (total 8 Yyperthreaded logicd) srocessor-cores]
7 Mamory 31 GR DDRA
2 Hiard Dreve: B 1 TB Enterprise Olass MOD
3 Glgalbiit Etherer CU Ports: Optiongl SFP
10 Gigabn Fiber Parts (SFP); ‘BSXor X [suld separately)
11 Lo Ciigalit Miber Ports (56F4): | 4 SRAR [5old separately]; opsioni 106 copper direct aftach

Pal
1 The WAF shall be able to automatically-built policies
2. The WAF shall be abie-tc manually accept false positives by simple means [check box)
3. The WAF shall bie abie to define different policies for different applicatians
4. The WAF snall be able 1o create custom attack signatures or events
5. The WAF shall be able to customize Denial of Service policles
5 The WAF shall be atle to tombine detection and prevention techriques
7 The WAF shall have palicy roll-bDack mechanism '
B The WAFshall be abile to do varsioning of polices
The WAF shall have a bulit-in real-time policy builder with automatic self-learning and creation of security polices

(-)‘ The WAF shall have zpplication rezdy securl | ions - i i
SAP, Oracle Appiications/Fortal, Peogiasalt i 1 go%ﬁ;%? Pications - e Microsaft Sharepoint, OWA, Activesync

L1. The WAF shall be'capable of being restared to factory defaults
2. The WAF shall have the ability to automatically dete JCserver technologies and suggest adding the det

2
(“\\ te:hrques o the user's security policy, )‘_}_.:;;,/
it

- Y . A ‘
'ﬂ\\\\““f ¢ .“l & A ?QQ

AMohsin Am@iqﬁ-\& Kamél Rashid Atif Alvi
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TENDER REF.NO. SNDB/COK/ADMIN/TIV11493/202]

13, The WAF shall provide layered palicies canfiguration in a hierarchical manner with 2 parent sng child pdlicies, This
allows far quicker policy creation and lzarning. A security policy-can be ereated In two waye:
*  Security Policy: This s similar to previous releases of sn ASM sacutity poliéy which can be zpplied to any rdlevant
virtual server.
»  Parent Pollcy: This Is 2 new type of polity which ensbles the user to treate:a highor level policy to gt as 4 temgilate
far its artached ehlid policies.
14. The WAF layered palicies configuration enhancements shall have the followings:
=  Admiristrators can mandate that all new security policies created must be attached to 3 compgatibite parent poliay.
*  Allattached child policles for a parent policy are listed in the parent policy detalls,
Parent policy suggestions now have a maximumm score of paraliel suggestions in its child policies, All lacked chlld
suggesthions propagate ﬁo the parent policy. The stare of the rgzratlel suggestion in each chiid iz shown In the parent
policy pane per suggestion, with the top scaring children marked

15. The WAF shall have an Improved Palicy Builder Process-which has a sinﬂte tabbed screen cun'mmmf the configuratian
fora lla‘s General Settings, Inheritance Sgn_ir;%s. Microservices, Attack Signatures, Threat Campaigns, and Response
and Blocking Pages The Palicies List displayi the name, enforcement made; attached virtual servers, and OWASP

compliance.

B Leal 55

1. The WAF shall be able to recognize trusted hosts

2. The WAF shall be able to learn abiout the application without human intervertion

3. The WAF shall be abie'to inspact palicy {auditing « reporting)

4. The WAF shall be able ta pratect new content pages and objects withaut palicy madifications

S.  Able to provide anomaly fearning of client integrity whether it is browser camparad ta automated web attack too!

6. Able bto configure whether the system tracks sessions based on user names, 1P addresses, or sassion ilentification
numbers,

7. Positive security mode] support - An "allow what's known" pollcy, bivcking all unknown {raffic -and data types

8. Positive security madel configuration

9. -Application flow )

10: Dynamic Positive security model configuration maintenance

il B%IIT lal&prc»:ess englne to detect evasion fechniques [Ike cross site scripting 15 there an out of the biox nule database
a e.

12. Automastéd regutar signature updates

13, Operatesin 3 full Proxy architecture and inline cantrdl aver all traffic through the WAF

14. Abjlity te hide back-end apphication servar 05 {ingerprinting data and application specific information
15. Abllitly to protect against maficious activity within and hijacking of embeddead client side tode (javascript, vbscript,
etc...

ba
The WAF shall be able to perform cloaking e.g hiding of error pages and application ror pages and even specific tata
Thie WAF shall be able to perferm virus checking on HTTP file uploads and SOAP attachments Suppart o Anti-Viris via
ICAP communication channal
3. Pravide protection of AJAX-enabled applications Including those that use ISON for data transtsr berween the clisnt
and the server. This include support in set up AJAX blocking response behavior-for applications that use AJAX, s that
if aviolation occues on an AJAX raquest, the systam displays & message or redirects the application user wo anather
location.
The WAF shall support protection of XML Web Services
The WAF shiall restricts XML Web Services avcess to methads defined via Web Services Deseription Language (WSDL) or
XML Schema format (XSD)
The WAF shall be abte to perform validation for Web Services XML Dacuments which Is WS-l'compllant
The WAF has a XML Parser Protection, limit recursions to thwart DaS conditions, limit the numbers of slements.
lengths of elements, attack signatures enforcement. In-addition, it can be used to encrypt-and sign documents
according to the WS-Security standard,
The WAF shall be able to perform Intormation display masking/scrabbing an requests and responses
The WAF shall support Sensitive Data Masking for personal details abgut users and eredit cards In the foffowing entifies:
a.  HTTP Header fields, especially Authorizaticn
b, URL segments with persanal identification using positional paramprérs
¢. Cookie values
d  HTIP R'ecLuest body using positlonal perameters
10. The WAF shall be ablé to maoniter [3tency of Layer 7 (application layer) traffie to detect the splkes and anomalies in the
typlcal traffic pattern ta detect. repart on, and preverit layar 7

Lol o

N@ s

10 m

11, The WAF shall be able to tetect, raport on, and pre yer7 (application layer) brube force attack atte

i \ +t0 braak n ta sequrad area o a web applicaion by
Y ’%an Ve, systematic permutations of r | me/password combinatlons-Lo dlscover I ‘9\ 4
{\\ - F a4 ’ -K\ 7
6“0 ¢ ,{'—b."'\ {
MahsirAll Raho Kamal Rashid Atif Alyi
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authentication cradentials, A
12, The WAF shall be abfe ta detect, report on, and prevent Layeér 7 {application layer) welo bot doing recursive web

scrapping

and rackl surfing. it also has the ability w© differentiate

automated web attack agent from legit user, Provides the ability to customize the default fist of recognlzed search
englnes, and add own site’s search enging to the svstem’s list of £, The WAF shall be-able ta Integrate With these
vulnerability testing tools - Whitehat sentinel, 1BM Agpscan, HP Webinspect and QualysGuard, for automated Instant
poliey tuning. Pravide unified 1P address whitalists for Palley Bulider trusted 1P addresses, and anomaly whitelists
{DaS Attack Pravention, Beute Force Attack Prevention, and We_b‘S;:raplng‘ Detection)

13. Provide GU! based control (o determing the raputation of an IP address and agagm_e I[‘eg. biock). based an that
veputation. The IP reputation database \s regularly updated, It detect P reputafion based ort:

wWindows Exploits: IP addresses tha! have exercised: various exploits na%ainsl Windows resourcés using
browsers, programs, downloaded flles, scripts, or aperating system vulnerabilities.
Weh Attacks. IP addresses that have launched web dttacks of various forms.

b.

c.  Botsets: 1P addresses representing compromised computers on the Internet that ace now part of a botnet
{machines that send spam messages, launch-various attacks, or behave in other unpredictabils ways).

4 Scanners: IP addresses that have been ohserved to sean parts or natworks, typicallyzo tdentify vulnerabilities
for subsequent explaits,

e Danlal of Service: IP addresses that have launched denial of service attacks, requests for legitimate
services, but which noeur at such  fast rate that targeted systems cannpt respond and become overloaded
or unabfe ta service lagitimate cllents,

i  Reputation: IP-addresses that issue HTTP requests with a low average reputation, ar that request only Known
madlware sites

g Phishing Proxy: IF addresses assaciated with phishing websites (sources that attempt to acquire informstion
such s user pames, passwatds, and credit card detalls by masquerading 35 a trustworthy entity).

' -
1.  The WAF shall be able to support the followlng evasive datection technigques :

4.  URL-decoding

b Null byre string termination

e Salf-reterencing paths (i.e. use of 7./ and encoded eauivalents)

a4  path back-references (i.e. use of £/ and encoded equivalents)

e  Mixed case

{.  Fxcesgive use af whitéspace

g Commentremoval (e.g. convert DELETE/"*/FROM to.DELETE FROM)

k. Coaversion of [Windows-supported) backslash charadtersinto forward slash characters.

. Canversion of 1S-specific Unlcade encoding [2R0XXYY)

| Decode HTMLéntiries [e.g. &#99;, Rguot;, BiHxAA;)

k. Escaped charatters (eg. \, \QOL, \#AA. \UAABRB)

. Negative securily model techniques

m Implemented concepts to cover vulnerabilities (QWASP based):

7. The WAF shall ig abile 1o protact against:

a,  Unvallgated input

b, Injection flaws

€. SOUinjection

d,  OSinjection

e Parameter tampering

1. Cookie poisoning

g Hidden field manipulation

h. (ross site scripting Tlaws

. Bufferoverflows

j Brokern agcass cantrol

k. Broken autheptication and sesslon management

I tunproper Error Handling

m. XML bombs/DODS

m Foreeful Browsing,

o Sensitive Informaticn leakage

p.  Session hijacking

. Denial of service

r.  Reguest Smuggling

5. Cookie manlpulation

3. TheWAF shall be able to prutect against New attack si ires -]
4. The WAF shzll be able 1o protect agamst XML Exterr; s (XXE) ; ™
(N S The WAF shall be able to protect ageinst insecure n |\ \
. 5  The WAF shall be able to grotect against NeSQL In P i -
‘;Q\, 7 \‘C}e WAF shall be able w protec agam,sr'\n‘,s’écwe Ipfoad ?&*\ {
\-. r'k J) f L T}\- |
Aﬂ;’l/g ; nﬁ;h Raho Kamal Rashid A/ Alvi
-/ Admin. Diy Officer 2 :
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The WAF shail e able to protest against Server-Side Template Injection

L4 £ € dancy Cap -_L-, £S5
The WAF shall be able ta suppart High Avaidlabllity Fallover via netwuork onfy

2, The WAF shall be able to perform application leval health chéck of tha back end servers

3. The WAF shall be able ta load balsnce ta the back end servers (round robin, ledst connection, fastest response)

4. The WAF shall be able (o support caching and compresston In a single platfamm

5. ;&eﬂ \s\#\“is shall be able to be impleménted and Instalied on separate application dalivery controller (ADC) wardware

6. ghga\ng solution shall allow traffic pass through when the services faill. (Note that this is differant from Fall-open
i

7. The WAF shall be able to support vian configuration through built In switel

8. The WAF shall be able o perform TCP/IP optimization

8. The WAF shall be able ta perform packer flltering

$5L capabliltles:

1. TheWAF shall have SSL acteleratars available for SSL offloading

2, The WAF shall stora the certificate private key an the WAF using a sectre mechanism

2. The WAF shall store the certificate private key on the WAF using a secure mechanism, and a passahrase

4. The WAF shall capable of communication te a backend application server using https '
5. The WAF shall be capalile of tuning the 55U parameters, such as SSL encryption method used, SSL versian
Other Mandatory Features;

1. -Able to support the prevention of sending or atcessing coakias when unencrypted HTTP is the transport

z.  Able to mitigates click-jacking attacks by instructing hrawsers not to Inad 3 page Into a frame

3. Able to suppurt generic scanner via a published XML schema

4, Mitigating Bots.via Captcha {login wall).

5. Enable detection of anamplous traffic patterns that stem frarm a specific unique geo-location and allowing throttling
of anomalous traffic by geo-location based on RPS counts.

6. Proactive BAT defense ths! provides always-on protection that pravent bot attacks drving Layer? DOS awacks,
webscrapping, and brute force attacks from: ever tak! jace. Warks with existing reactive amamoly detections,
fntroduces javascript challenge to slow requests dowa azﬁ istinguish bots bafore requests reach a servar.

7. IS abfuscation and client side security, Adding an obfuscation mechanisw ta protect J§ agsinst exammatinn of revarse
eg}lneering and tampering. The mechanism will ran an the apf)llaqcz as a lava background pfe(;ﬁss complling and
obiuscating 1S code - encrn)tana the codle. This-enhancemant will ultimately hide sensitive Information with IS, insert
changeable data inta JS flles and allow a lock-free mecharnism of syncing dynamically generated data including
CAPTCHA and RSA key pairs,

8. The WAF shall support JSON gratection.

9. The WAF shall suppart Single Page Application (SPA) protection by:

e Identifying the login page based on the Action Parameter
¢ Detecting Nameless Parameters.

s Protecting Single Page Application Form sithmusslons,

*  identifying the Username.

s Recognizing the JSON Conrent Profile better.

10. The WAF shall provide CSRF Protaction with fwo enforcament motes:

¢ Verify CSRF Token
»  Verify Grigin

11. The WAF shall support simplified custam attack signature 1ule writing to.allow users to create rules withaul needing
ta use Snart syntax or escape comman characters. )

12. The WAF shall support cockle madifications for the ASM policy and Device [['cookie names.

13. The WAF-shall support Wildzards in Disaliowed HTTE, HTTRS and WebSocket URLS.

14. The WAF shall suppart monitoring of resgurce utilization for request quewe sizes with threshold alerts triggered an
sent over wocal log, SNMP or SMTP. In this way, users tan spot

15, The WAF shall allows the addition of a list of domalns allowed to sear out AJAX requests with tustom héaders for
Single Page Applications, This prevents browsers from blacking cross domain AJAX requests while still enforcing a CORS
[Cross Qrigin Requests) policy with single page applications.

16, The WAF-shall support Incidents exports in HTML formar.

17, The WAF shall support Learning Suggestions exports In HTML farmat. _ )

18, The WAF shall pravide mlcroservicas security pelity fora defined unique identifier of Hostname < URL.

19. The WAF shall provide Selective Security Liva Software Lipdates which can receive scheduled and real lime selactive
live updates of attack signatures, ot slgnatures, browser challenges, ‘

20, The WAF shall have the OWASP Compillance Dashbaard which datalls the coverage of each security policy for the top
10 most tritical web application security risks as well as the changes

s 21. The WAF shall support HTTP/2 aver S5L/TLS on bo ent and server sldes. without having to translate thi clent
r i HTTP/2 trafflc to HTTR/1.1 on the server-side. = i _ Y
s5 23, The WAF shall log challenge failires Iznvgg Toge /gap’t&eaﬂon Security and Bot Defense. . . {ﬁ.\
BN s MRS |
) -
MohsinAli Raho Kamal Rashid Atif Alw' .
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The WAF shall have PCI Compliance reporting which includes 2 optians to automatically fix compliance {ssues to
support PCl Compliance 3.2:

Encrypt ransmission of cardhalder data across apen, public netwarks

User is forced to change password every 20 days.

25 The WAF shall have TLS fingerprints itentification ti distinguish between bad and good actors behind the sams 1P
(NAT) and only black rraf‘ﬁcl rom bad actors.

25. The WAF shall support Pollcy Chiange and Sécurity Event Reporting 10 Continuous integrati nit] ‘ '
{C1/CD) Servers | o‘;',%ll ‘Cycle Supggrt, WAFP denira,yment cag. he i‘ngtégrqieHDWithlh ﬂ"lll; ‘;;sr:.rt}f&s(cgn j '"f}.i‘?neﬂ'l':g
pev'cimst_to'?l chatn far test and production environments. This allows the user to deploy the rig NfAFguﬁl‘-Vpér each
applicatio

F ing & Blocking:

1. The WAF must ahle tocanfigure a list of Aliowed File Types for your web application

2 The WAF must be able @ allow ar disaliow spectfic file type

3. The WAF must able to configure a list of Allowed URLs for your web application

4. TheWAF must able to configure a llst of Allowed Parameters for your web application

5. The WAF rust able to configure a list of Allowed Cookies for your web application

6. The WAF must abfe to configure a list of Allowed HTTR Mathods for your web appilcation

7 The WAF must tapable of blocking specific st of HTTP methods

8. The WAF mustable to canfigure a list of Allowed Redirection Domains for your web applicatian

3 The WAF must be able to enforce maximurn length of following HTTP request parameters

= URL Length

»  Query String (UIRL parameters] Length
s Request Length

»  ROST data size _

10. The WAF must be able to enforce speafic HTT P keadersand values to ba present In cllentrequests

11, The WAF must suppart HIMLS Crass-Biomain Reauest Enforcement to enabile one website ta atcess the resources of
another website using Javasiripl.

12. The WAF must be dble th enfarre specific HTTP headers and values to be present in client requests

13. The WAF must capable of defiring peramaters of own attack detectlon signatures and be alerted wher thresholds for
these are passed

4. The WAF must automatically download anid apply naw signatures to ensure up-to-dste protection

15, The WAF must operate in 3 full Praxy architecture and inline control over alltrafiic

16. ‘I;:;e WAE must be able 1o to hide back-end application server QS fingerfrinting data and application specific

plmalion

17, The WAF must be able to protect against malicious activity within angd hijacking of embedded cllent side code
(Javascript, vbscript. ect..]

18 The WAF must be abls ta aitigate DaS vectors focustng on pratocol weaknesses of HTTP such as:

a  Slowlorls
¢ Slow Post
e HashDeS
v HTTP Get Flood

19. The WAF inust be able to defert Do$ attacks by manitoning the dverage number of transactions per client IF addresses
or individual requested URLs per second

20, The WAF must be abletc detact Dos artacks by moditoring tnesverage time it takes for The backend sérverto repspend
ta a specific LIRL_ The WAF evaluates the response traffic fram

21 the server 10 undersrand the Server Stress level o daterminea DoS attack

22. The WAF must be able 1o datect, repart on, and prevent Layer 7 (application layar) brute force attack attempts o
break In o secured areas of a web application by trying exhaustive systematlc permutations of code or
uiername/passward combinauons o discover legitimate authentication crédentials.

23 The WAF must be-able to stop non-hiuman attackers by presenting a chara¢ter racognition challenge to. suspiclous
users. This CAPTCHA challenge will be prasented after the system detacts one or more of the followlng issues:

A suspicious 1P adtress
s Requests from g suspicious cauntry

24. The WAF must be able to mitigate traféic from countries that send suspicious traffic.

25. The Wak must be a%le to inject 2 JavaScript challenge instead of the original response in order to test whether the
clienit Is a Ieg/timate browser or 2 bot,

26. The WAF must he ablé to protect Web Scraping from following criteria* Bot detectiaon {Mause and Kevboard activity,
and Rapld Surfing-detection], Fingerprinting, Suspiciaus clients and

27. The'WAF must support IP address whitelist and blacklist

28, The\bﬂjll;?li'- must have capability of datecting non-browser based 80Ts as part of the WAF advance BOTs detection
capabilities

29, gh;d WAF(;;WII support the ahility to disable indlviduzl attack signatures pn HTTP headers, wildcard URLS and wildeard

ecaders (*).

30. The WAF shall use proprietary carrelation algorthm ate reported events from non-staged traffic into user-
unelerstandabile security issue incidents for quicker re apds user \

¢4 31, The WAF shall support "Patential Disallowed “List which may be seen. in malicious requests, isuch as
4 | Uinfermation leakage and remole -:ode/g,xggunm, I, ¥
k - f s
NN C__ 17 T '
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32, The WAF shall come with 3 preconfigured list which users can 2dd to. 7

33. he WAF shall automatically check all traffic for all palicies against this list and can generate suggastions 1o amenad 3
policy to add or remove i

34. The WAF shall monltor and make suggestions for deletion on unobserved (Inactive) entities similar-to it suggestions

~ for addition on abserved entities in the Falicy Bullding Process.

35, The WAF shall supportclient reputation mechanism which Identifies bad sources, .. source [Fs or deyice 10s, and
contributes ta an eahanced seturity policy epforeement and the prevention of false positive alerts The Clieat
Reputation score is used to prevent learning from malicious sources, &.g. vuingrabllity stanners, and Imprave the
learning speed from The WAF shall g pparé Rl Positlonal Parameters as part of global parameters. The URL with
positional parameters is a non-pure wildcard, e.g. /p/* or * fecart/*/item/php.

Behavioral Do§;

1. The WAF shall support BADoS Unified Server Health Check Mechanism Based on L7 Analysis. The same virtual server
‘predictive latency is now used for BADoS and Layer 7 Do$ This allows them fo have the same trigrer for stress and
attack detection. _

2. The WAF shall suppart BADoS DDoS Mitigation Based on Behavior Analysls and Integration with Whitelist. This
provides administrators with the ability to exclude whitelist members from statisties collection, anomaly detection
and mitigation This feature also supports anomaly detection of X-Farwarded-For (XFF) HTTP headers. ’

3. The WAF shall provide BADoS autamatic generation of Attack Request Signatures. Awackers are identified and markad
a5 bad actors after their first appearance. This allows better policy enforcement when an attacker reappaars thus
sparing the remitigation process from BADOS.

4, The WAF shall suppart automatic thresheld tuning In Layer 7 DoS TPS-based Detection and Stress-based Detection.

5 |n TPS-hased Detection, a single global threshold is calculated for each of the Tollowing antity types;

»  Davice|D
= Sourge tP
s URL

+ SiteWide

6. InSiress-basad Detectinn, the following thresholds are caleulated:

N D[Devtce 102 Thresholds for up to the top 50 Device 105 are caiculated and an additional threshold for all other Device
5.
¢ Source (P: Thresholds for up to the top 100 source IPs are caleulated and an additiorial threshakd for all other source
lljéi.; URLs: Thresholds for up 1o the top 500 source URLs ara calculated and-an additional threshold for all ather
«  Site Wide: Single lhreshold

7. The WAF shall provide accelersted attack signature detection sad mitigetion far L4 DoS o handle vary strang high
rate Do$ attacks.

8. The WAF shall be able to pravide Do$-L7 Traffic Passive Manitoring via Switched Part Analyzar.

se (Pro ot Defense & Anti-Bot Mobi 2

1. The WAE shall support logging and-reporting for Preactive Bol Defense which in¢ludes;
«  Adedicated Bot Defense Request Log that displays each MTTP requast along with s attributes.
A Bot Defense Logging Profile (o provide basic filtering apabilitiés In the Request Log and Remote Lag. - Additional
info and Blucking Page canfiguration In iRule,
« Transaction Qutcome chants with filtering and drill-down capabilities,
2. The WAF shall detect brute force attacks from sources igentifiad by Lisemame, Device 1D or Sourte IP. The beute force
functlanality shall include.
o Enfarcement actions: CAPTCHA, Client Side Integrity, Honeypot and Drop.

«  Prevention for CAPTCHA bypass and Client Side integrity bypass. - Distritiuted brute force atvack protection,
«  Detection af Credentials Stuffing attacks usiig a dictionary of leaked or stolen credentials.
e  Prevention and Mitigation Duration are in minutes.

3. The'WAF shall getect mobile application bots by ider‘tl{}vin%‘that tha access is Indead 3 mobile app access and ‘put- lhe
applicatior is indeed untampenad with. The WA shall be-able to extract a unigue, non-Java Script, fingerprint for gach
mohbile appllcation instance and repon client traffic cormaosition per application for any given time period and what
applications are used -and the top URLs acressed, Mobile application détection is. supported via & Software
Development Kit {which requires minimal development and Integration) and Is supported

4, The WAF shall provide an Unified Anti-Bat Detection and Protection which. covers bot signaturas and proactve bot
defense, and web scraping within 3 single Bot Defense profile.

5, The WAF shall have HTTP Haader Sequence ehaviorsl Metric which can be used as a signature metric in distinguishing
between real browsers and Bad Actor bots that have Inaccurately

6. The WAF shall support CAPTCHA Sound to provide arcessibility ta the visually Impaired. This default CAPTCHA response
sound file can be replaced with 3 custom sound file:

Di i icati el Enci nl:

1. The WAF shall support Single Page Applh:aﬂon/sz (sf’ i’t'\llrzw for Appllcation Level Encryption configuration on 3 login

‘ \:\"\ ??}:%ZWAF shall allow parameter (untigpra_ticn{ o ﬁ(ﬂicauon Level Encryption (DataSafe) based upn all AEZY of HTTP
C YL hethods. i
Lo /7 Y
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3, Th;WAF shall be able to create logging proflles 1o log informalion on cllent attempts to login: to veur protected
website. and ta log information on alerts sent by the BIG-IP systam.

4, The WAF shall detect attempts 10 steal a user's password in the web browser when Passward Exfiltration Dg:aion,is
enabled on a protected URL Fou this detaction to be aclive, your URL must have g parameter set as [dentify as
Username and at least ane parameter setas Substitute Value,

AP Security:

1 The WAF shall provide Public APls Protecting by loading the Customer-specific OpendP( files. which are in Swagger
format, ta the platform fo sutomatically create a security polley

2 The WAF shall support JSON schema for user REST endnaints which can be uploaded to 3 JSON profile.

3, The WAF shall llow users te use Guided Configuration in ASW to tanfigure APl Security to protect AP calls,

4. The WAF shall provide a AP| Protection Dashboard which displays APl server health including security events that were
flagged, such as web application attacks, bad source |7 addresses, and malicious transactions, Users ran use. the
dashbodrd for troubleshpoting AP Securily-

§  Tha WAF shall suppart OpenAF| 3.0 Protection,

Delivery Time
Within 8'weeks

f‘_'\
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SERVICE LEVEL AGREEMENT

FOR Web Application Firewall (WAF-1) Jf

THIS SERVICE LEVEL AGREEMENT (“Agreement”) is made at Karachi on this ~
day of TJely o2/ and shall be deemed to be effective from

GA-07 208/ [/ (Effective Date) till, #2 -¢7-2022  (Termination Date) by and
between.

BY AND BETWEEN

Innovative Integration (Pvt.) Ltd., a private limited company incorporated under the laws of
Pakistan and having its registered office at 2" Floor, KDLB, Building, 58 West Wharf Road,
Karachi (hereinafier referred to as “IIPL” which expression shall, wherever the context so permits,
mean and include its successors-in-interest, nominees. legal representatives and permitted assigns)

of the other part.

AND

Sindh Bank Limited, a Banking company incorporated under the laws of Pakistan and having its
registered office at 3rd Floor, Federation House, Abdullah Shah Ghazi Road, Clifton, Karachi and
its operational Brancly/ Site office at Same as mentioned above (hereinafter referred to as “SNDB”
which expression shall, wherever the context so permits, mean and include its successors-in-
interest, nominees, legal representatives and permitted assigns) of the one part;

(ITPL and SNDB may hereinafter collectively be referred to as

e (‘Parties” and singly as
“Party”). N -

~
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RECITALS

WHEREAS,

A

INNOVATIVE INTEGRATION (PVT.) LTD having resources, necessary infrastructure,
approvals and skills to provide the Services to SINDH BANK LIMITED as detailed herein;

Annexure A and

SNDB is a Banking company desirous of hiring the Services (defined in Annexure A):

SNDB has agreed to avail the Services from IIPL on the terms and conditions as set out in
this Agreement.

NOW, THEREFORE, THIS AGREEMENT WITNESSETH and in consideration of the
mutual covenants contained herein, the Parties do hereby agree, undertake and declare as under:

I.

1.1

2

INTERPRETATION AND DEFINITIONS
In this Agreement, unless the context otherwise requires:

- References to Clauses and Appendices are references to clauses and appendices of this
Agreement;

- Words importing one gender include the other gender;

- References to persons include bodies corporate, firms and unincorporated associations;

- The singular includes the plural and vice versa;

- References to all or any part of any statute or statutory instrument include any statutory
amendment, modification or re-enactment in force from time to time and references to
any statute include any statutory instrument or regulations made under it; The recitals
to this Agreement shall form an integral part hereof; and

- The headings in this Agreement are for the purpose of reference only and shall be

ignored in the interpretation of this Agreement.

In this Agreement, unless the context otherwise requires, the following terms shall have
the following meaning:

“Agreement” is defined in the preamble;

“Confidential Information” is defined in Clause 5.1;

“Force Majeure Event” is defined in Clause 7.1;

“Parties” is defined in the preamble;

“Party” is defined in the preamble;

“Payment Schedule” means the aggregate charges for the Services calculated in
accordance and set out in Annexure B of this Agreement; and

“Services” means the services 10 be provided by 1IPL to SNDB under this Agreement as

setout in detail under Annexure A of this Agreement; /*/

/



2, TERM AND TERMINATION
2.1  All terms and condition of the tender documents will remain part of this agreement.

2.2 This Agreement shall be deemed to be effective from _¢2- 67 221 and shall
remain in full force and effect until _e2- ¢7 - 2232 , unless terminated earlier
by either Party in terms of clause 2.3 below.

2.3  Contract agreement is extendable / renewable upto 2 years only on mutual writien
understanding on same terms & conditions and rates.

2.4 Any period within which Party shall, pursuant to this agreement, complete any action or
task, shall be extended for a period equal to the time during which such Party was unable
to perform such action because of Force Majeure.

2.5  This Agreement may be terminated by either Party by giving sixty (60) days prior written
notice to the other Party. However, SNDB may forthwith terminate this Agreement with /
without assigning any reason(s) or / and upon the occurrence of any one of the following
events, without prejudice to any of its rights under this Agreement or any applicable laws:

2.6  Any petition being presented or a resolution being passed for liquidation (whether
compulsory or voluntary, not being merely a voluntary liquidation, for the purposes of
amalgamation or reconstruction) or insolvency or appointment of receiver of the assets or

undertaking or any part thereof of IIPL; or
2.7 1IPL suspends its business or loses the right to undertake the Services business; or

2.8  IIPL suspends payment of its debts or admits (or is deemed to have admitted) its inability
to pay its debts; or

2.9  IIPL engages in any conduct prejudicial to the image and goodwill of SNDB.
2.10 In the event of any material breach by either Party of its obligations hereunder, the

breaching party shall have thirty (30) days from receipt of notice from the non-breaching
party to rectify the breach after which time this Agreement shall stand terminated.

2
—

Upon termination, neither Party shall have any rights nor obligations to the other Party
except as stated in this Agreement. However, all rights and obligations accruing prior to
the date of termination shall continue to subsist.

2.12  If the either party engaged in corrupt or fraudulent practices in competing for or in
executing the Agreement.

eor2iecs | as the ‘result ol_" Force Majeure, the 1IPL is unable to perform a material portion of the
Services for a period of not less than thirty (30) days: and

2.14 [i‘Fhe either party, in its sole discretion and for any reason whatsoever, decided to terminate
this Agreement.

2.16  Any notice, request or consent required or permitted to be given or made pursuant to this

gi(;cgjm shall bg in \gritigg. Any such notice, request or consent shall be deemed to have

e €n or made when delivered in person to an authori r i :
. ‘hen del orized representative of the Pa -
to whom the communication is addressed, or when sent to such Party at the given addregtsy

2.17 A party may change its address for

notic ivi I3 R Y
of such change. e by giving a notice to the other Party in writing (|: T

W

2'1 .¢ . + - 7
8 IIPL will not assign its job to anyone, except prior written permission of SNDB Q\t

/




3.1

3.2

3.3

4.3

4.4

4.5

4.6

4.7

5.1

x2

SERVICES / OBLIGATIONS OF INNOVATIVE INTEGRATION (PVT.) LTD
[IPL shall provide the Services as set out under Annexure A attached hereto.

[IPL shall perform the Services and carry out their obligations hereunder with all due
diligence, efficiency and economy, in accordance with generally accepted professional
standards and practices, and shall observe sound management practices, and employ
appropriate technology and safe and effective equipment, machinery, materials and
methods. IIPL shall always act, in respect of any matter relating to this Agreement or to
the Services, as faithful advisers to the SNDB, and shall at all times support and safeguard
the SNDB legitimate interests in any dealing with Sub-Suppliers or third Parties.

If the obligation of warranty period is not met or delayed, the repair etc. requirement on
this account will be carried out by SNDB & the billed amount will be deducted from the
performance seeurity/ upcoming payment due to [IPL. Risk & subsequent cost to this effect
if any will be liability of the IIPL and any subsequent expenses on the equipment will also
be borne by the IIPL

PAYMENT TERMS

In consideration of the covenants and agreements to be kept and performed by 1IPL and
for the faithful performance of this Agreement, SNDB shall pay and IIPL shall receive and
accept (as full and final compensation for the Services furnished by 1IPL under this
Agreement) the payments as per Annexure B attached hereto.

It is expressly agreed between the Parties that the payment to be made by SNDB to IIPL
for the Services rendered shall be fixed price during the entire duration of this Agreement
without any revisions or negotiations in the price during the tenure of this Agreement.
However after the tenure of this Agreement, the rates may be revised with mutual consent.

All or any payment(s) to be made by SNDB to IIPL shall be made subject to deduction of
applicable taxes and levies.

IIPL and its Personnel shall be liable to pay such direct or indirect taxes duties. fees, and
other impositions levied under the Applicable Laws, the amount of which deemed to have
been included in Contract Price.

[TPL shall provide the performance security in the form acceptable to SNDB for the 10%
of the tender value for the period of 1 Year from the date of Submission of performance
security. In case [IPL does not fulfill its commitments, SNDB reserves the right to enforce
the performance security.

SNDB shall be entitled to set off against and deduct and recover from any fees or other
sums payable by SNDB to IIPL at any time, any tax, levy or other amount whatsoever
which may be required to be deducted by order of any Court / Authority or under any law
now existent or which may come into existence during the currency of this Agreement as
well as any and all amounts which may be or become payable by [IPL to SNDB under this
Agreement or pursuant thereto,

The payments {0 be {nade to IIPL ‘in terms of this Clause 4 shall constitute the entire
remuneration o ].IPL i connection with the Services provided under this Agreement and
neither 1IPL nor its personnel shall accept any {rade commission, discount, allowance or

indirect payment or other consideration in connection with or in relation 1o this Agreement
or to the discharge of the Services hereunder.

CONFIDENTIALITY (Jk‘(

f;ny / A'dl intjonna.tion concerning SNDB which is provided to IIPL and vice versa j
nnection with this Agreement (“Confidential [nformation™), shall be kept confident

by either Party, its affiliat i i ;
: rty, ates, agents, advisors, directors, office ' i
the prior written consent of the other, each shall not: ’ T e I U

distrib i i
ute or disclose any of the Confidential Information in any manner whatsoever; o
;or



2. TERM AND TERMINATION
2.1  All terms and condition of the tender documents will remain part of this agreement.

by either Party in terms of clause 2.3 below.

2.3  Contract agreement is extendable / renewable upto 2 years only on mutual written
understanding on same terms & conditions and rates.

2.4  Any period within which Party shall, pursuant to this agreement, complete any aclinnb(l)r
. task, shall be extended for a period equal to the time during which such Party was unable
to pér‘Fonn such action because of Force Majeure.

i ‘ i i y giving sixty (60) days prior written
Agreement may be terminated by either Party by giving six ) wril

0 I(l)]tliie tgo the other P)e!\rty. However, SNDB may forthwith terminate this Agreement wnt‘h /

without assigning any reason(s) or / and upon the oceurrence of any one of th‘e fo:lolVVlr?g.

events, without prejudice to any of its rights under this Agreement or any applicable laws:

2.6 Any petition being presented or a resolution being pa'sse'd ff)r liquidation (whetheP
. compulsory or voluntary, not being merely a voluntary liquidation, .for the purpo:s.es‘ 0
amalgamation or reconstruction) or insolvency or appointment of receiver of the assets or

undertaking or any part thereof of [IPL; or

2.7  IIPL suspends its business or loses the right to undertake the Services business; or

2.8 IIPL suspends payment of its debts or admits (or is deemed to have admitted) its inability
to pay its debts; or

2.9  IIPL engages in any conduct prejudicial to the image and goodwill of SNDB.

2.10 In the event of any material breach by either Part.y of its ‘obligations hereut?der,] ‘thf
. breaching party shall have thirty (30) days from receipt of notice from the pon-dreac hing
party to rectify the breach after which time this Agreement shall stand terminated.

2.11  Upon termination, neither Party shall have any rights nor obligatiqns to the gther Pz:r:g
3 except as stated in this Agreement. However. all rights and obligations accruing prio
the date of termination shall continue to subsist.

2.12 If the either party engaged in corrupt or fraudulent practices in competing for or in
executing the Agreement.

2.13  If, as the result of Force Majeure, the IIPL is unable to perform a material portion of the
. Sc:,rvices for a period of not less than thirty (30) days; and

2.14 Ifthe either party, in its sole discretion and for any reason whatsoever, decided to terminate
this Agreement.

2.15 If issued two (2) warning letters /emails by either party for unsatisfactory current
performance.

i i S his
2.16 Any notice, request or consent required or permitted to be given orl rrﬁlge gz;;?:gtt (l,oh:::, :
. i i iti h notice, request or consent shall be ,
agreement shall be in writing. Any suc \ _ hogisrntuit
cen gi i in person to an authorized representative
been given or made when delivered in pe ‘ ~ -
to wh%)m the communication is addressed, or when sent to such Party at the given address

2.17 A party may change its address for notice by giving a notice to the other Party in writing ({

7

of such change. x
2.18 TIPL will not assign its job to anyone, except prior written permission of SNDB.

5.5  In the event that the receiving party received a request to disclose all or any part of the
Confidential Information under the terms of a valid and effective subpoena or order issued
by a Court of competent jurisdiction or by a government body, the receiving third party
agrees (o promptly notify the sending party of the existence, terms and circumstances
surrounding such a report, prior to disclosing any such information, so that the sending
party may seek an appropriate injunctive relief to safeguard the Confidential Information.
[ the receiving party is compelled to disclose any of the Confidential Information. it will
disclose only that portion thereof which it is compelled to disclose and shall use its best
efforts to obtain an order or other reliable assurance that confidential treatment will be
accorded to the Confidential Information so disclosed. Confidential Information shall not
include any information which:

5.6 has become generally available 10 the public through no fault or action of the receiving
party; or

5.7 s in the possession of the receiving party prior to the date hereof, provided that such
information is not known by the receiving party to be subject to another confidentiality
agreement and further provided that such information was obtained independently and
without the assistance of the sending party; or

5.8  is or becomes available to the receiving party on a non-confidential basis from any third
party, the disclosure of which to the receiving party does not violate any contractual, legal
or fiduciary obligation such third party has to the sending party.

5.9 Without limiting the generality of the foregoing, neither Party will publicly disclose the
existence of or the terms of this Agreement without the prior written consent of the other.
Furthermore, neither of the Parties will make any use of Confidential Information of the
other Party except as contemplated by this Agreement; acquire any right in or assert any
lien against the disclosing party's Confidential Information except as contemplated by this
Agreement; or refuse to promptly return, provide a copy of or destroy such Confidential
Information upon the request of the disclosing party, save for when destruction of such
information would result in an impediment in the receiving party’s performance of this
Agreement. In such an event, the receiving party shall promptly inform the disclosing party
in writing of its inability to do 80, state clearly the reasons thereof and the time period in
which the request will be complied with. The obligations of confidentiality herein shall

remain in full force and effect during the life of this Agreement and shall survive the
termination of this Agreement.

5.10  This clause 5.1, shall also survive alter termination of this Agreement.

6. LIMITATION OF LIABILITY AND INDEMNIFICATION

6.1  In the event of any breach by IIPL of jts obligations, warranties and / or responsibilities
unde]:r this Agrgement, HPL shall hold SNDB, its subsidiaries, affiliates, officers, directors
employees and representatives harmless and indemnified from and aog; : ’
losses (including without lim e

c‘lai'ms: costs, liabilities, payments and obligations and
h'mltatlon reasonable legal fees) incurred, suffered. sy
dfrectly by or sought to be imposed upon SNDRB 0; its
directors, employees and representatives,

all_ expenses (including without
Stained or required to be paid,

6.2 . IIPL shall maintain the highest profe
partners, employees, contraciu
incopvenience caused to SNDB by ¢
Services and disclosure of Confident

itation any personal injury or death of any person), damagesk/

subsidiaries, affiliates, officers,

W
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ial Information or breach of any of the terms of thjs f‘{\( \&Uﬁ
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Agreement. This is without prejudice to any other rights available to SNDB under this
Agreement or any other applicable laws.

Without prejudice to the generality of the other provisions hereof, SNDB shall not be liable
or responsible in any manner whatsoever in the event of any personal injury, including
death caused to, including but not limited to the airline passengers, cabin crew, airline staft,
airport staff or any other third party due to the provision of IIPL’s Services or for losses,
claims, damages whatsoever or howsoever caused, legal proceedings (if any).arising
directly or indirectly in connection with the Services. Notwithstanding the generality of the
above, SNDB expressly excludes liability for claimed consequential loss or damage or loss
of profit, business, revenue, goodwill or anticipated savings.

This clause 6.1 shall also survive after termination of this Agreement

FORCE MAJEURE

Parties shall not be liable nor responsible for any non-performance of any obligation or
losses arising out of any delay in or interruption of the performance of its obligations under
this Agreement caused by any cause which is beyond the affected Party’s reasonable
control, including but not limited to, acts of God, act of governmental authority, act of the
public enemy or due to war or terrorism, the outbreak or escalation of hostilities, riot, civil
commotion, insurrection, labour difficulty in relation to-a third party (including without
limitation, any strike or other work stoppage or slow down), severe or adverse weather
conditions, communications line failure, or other similar cause (“Force Majeure Event”).

Upon the happening of a Force Majeure Event which continues for more than fourteen (14)
days, SNDB may elect to terminate this Agreement with immediate effect or suspend the
performance of this Agreement in whole or in part for the duration of the Force Majeure
Event. In the event of termination, the Parties shall settle all outstanding amounts owing to
the other immediately prior to the oceurrence of such Force Majeure Event.

In the event that the Services or any part thereof is suspended on account of any Force
Majeure Event, no fees shall be payable pursuant to this Agreement for the Services or any
part thereof throughout the duration of such event but SNDB shall continue to pay in
accordance with Clause 4 for all outstanding amounts and all other charges billed for the
Services preceding the effective date of suspension.

MEDIATION / ARBITRATION / DISPUTE RESOLUTION

The Parties expressly agree that the dispute settlement procedure mentioned in this
Clause 8 shall be a condition precedent to any action of law.

Any and every dispute, difference or question which may arise between the Parties to this
Agreement shall be first settled by the Parties by an attempt at amicably settling the dispute
through mutual negotiations.

In case the Mediation fails, the dispute shall be referred to Arbitration in accordance with
the Arbitration Act 1940 and any applicable rules made there under for the time being in
force, for the equitable decision of two joint arbitrators, one to be appointed by each of the
Parties, and failing agreement between the arbitrators, to the decision of the umpire, to be
appointed by the arbitrators before entering upon the reference. The award made by such
arbitrators or the umpire, as the case may be, shall be final and binding on the Parties. The

venue of the arbitration shall be Karachi and the arbitration proceedings shall be conducted
in English language. ﬂ’

GOVERNING LAW AND JURISDICTION s

v ”‘ : Y
Subject to C'lause 8 above, this Agreement shall be governed by and construed:in.
accordanc.e with the !aws of Pakistan. In relation to any legal action or proceedings arising
out .of or in connection with this Agreement, each of the Parties irrevocably submits to
Civil/ Criminal jurisdiction of the competent Courts of Karachi, Pakistan. 3

o




10.

10.1

11.

11.1

12.

12.1

L2

12.3

12.4

12.5

19

13.1

14.

14.1

SEVERABILITY

If any provision of this Agreement is held invalid or otherwise unenforceable, the
enforceability of the remaining provisions shall not be impaired thereby. In such case. the
Parties shall make every effort to replace the ineffective provision with a new provision
which has the same effect, or as approximate an effect as possible as the said provision.

THIRD PARTY RIGHTS

A person who is not a party to this Agreement has no right to enforce any term of this
Agreement.

NOTICES

Any notice or other communication given or made or in connection with the matters
contemplated by this Agreement shall be in writing and served to a Party at its address as
specified in this Clause 12 (or any other address it has notified to the other Party in
accordance with this Clause 12) as ‘follows: by hand; by registered post; or by other
electronic method of communication agreed in writing from time fo time between the

Parties.

Notices or communications sent by registered post will be deemed to have been served on
the date that such mail is delivered or delivery is attempted. Notices or communications
sent by fax will be deemed to have been served on the day of transmission if transmitted
before 4.00pm in the time zone of receipt but otherwise on the next day. In all other cases,
notices and communications will be deemed to have been served on the day when they are
actually received.

Notices will be sent to:

Notices to Sindh Bank Limited will be sent to:

Attention: Information Technology Division
Address: 3" Floor, Federation House, Clifton, Karachi.
Fax: 35870543

Notices to fnnovative Integration (Pvt.) Ltd will be sent to:

Aftention:
Address: 2™ Floor, KDLB Building, 58 West Wharf Road, Karachi
Fax:+922132314451

Goods Faith: The Parties undertake to act in good faith with respect to each other’s rights
under this agreement and to adopt all reasonable measures to ensure the realization of the
objectives of this agreement.

Conflict of Interest: IIPL shall hold the SNDB’s interests paramount, without any

consideration for future work, and strictly avoid conflict with other assignments or their
own corporate interests.

AMENDMENTS

This Agreement may only be amended / modified in prior wriling and signed by both
Parties.

WARRANTIES AND REPRESENTATIONS

Both Parties warrant to each other that they have duly obtained all necessary consents and

regulatory approvals from their respective competent authorities to enter into this
Agreement, i) -




14.3

14.4

14.5

14.6

15.

15.1

16.

16.1

16.2

17.

17.1

18.

18.1

19.

19.1

Each Party represents and warrants to the other Party that neither the execution and delivery
of this Agreement, nor the consummation of the transactions contemplated herein, will
violate or conflict with: (a) its constitutional documentation; (b) any material provision of
any agreement or any other material restriction of any kind to which it is a party or by
which it is bound; (c¢) any material statute, law, decree, regulation or order of any
governmental authority; or (d) any arrangement whereby it has not paid any collateral
amounts to the other Party or any of its officer with regard to the award of contract
hereunder or its performance.

Both Parties will use all reasonable care, skill and diligence in carrying out their
obligations, duties and responsibilities under this Agreement.

Any and all intellectual property rights (legal and beneficial) accruing and attributable to a
Party during the course of performance of its respective obligations under this Agreement
shall vest in and with that Party.

Each Party represents and warrants to the other Party that there are no material actions,
legal or administrative which adversely affects its ability to execute and perform its
obligations under this Agreement.

IIPL acknowledges that SNDB has entered into this Agreement on the basis of the
representations and undertakings made by [IPL throughout this Agreement.

USE OF NAMES, LOGOS AND REPORTS

Unless otherwise required by this Agreement, none of the Parties shall use, or disclose to
third parties, the names, logos or reports of each other without the prior written consent
of the concerned Party.

INTELLECTUAL PROPERTY

[IPL agrees it shall not use any of SNDB’'s names, logos, trademarks. trade secrets.
copyrights, patents, designs and other intellectual property rights without the prior express
written consent of SNDB.

Without prejudice to the other provisions of this Agreement, any infringement of
intellectual property rights by [IPL in respect of any such items shall be deemed to be a
material breach of a condition of this Agreement and shall entitle SNDB to terminate this
Agreement forthwith upon prior written notice to [1PL.

COMPLIANCE WITH LAWS

IIPL shall comply with all applicable laws, ordinances, regulations, and codes concerning
IIPL’s obligations as an employer with regard to the health, safety and payment of its
employees, and identification and procurement of required permits, certificates, approvals,
and inspections during the performance of this Agreement.

Anti- Money Laundering Requirement:

LIPL acknowledge that they do not violate any statutory/prudential requirement on anti
money laundering or record keeping procedure as per existing laws/rules and regulations
of locals as well as foreign jurisdiction,

RIGHTS TO AUDIT AND INSPECTION

IIPL agrees, upon prior written reasonable notice, to allow SNDB, its auditors and / or

regulatqrs (including State Bank of Pakistan), to inspect, examine and audit any operational
and business records of HPL:which are 'ﬂirectly relevant to the Services as set forth in this
|'I- -‘1'.

Agreement. ‘
- o
M S




20.
20.1

21.
21.1

a8

22.1

22.2

235

254

24,

24.1

25.

25.1

26.

26.1

UNAUTHORISED SOLICITATION OF EMPLOYEES

During the term of this Agreement neither Party shall without the prior written consent of
the other Party solicit any person who at the commencement of this Agreement is a full
time employee of such Party or engaged by the third party contractor providing services (0
such Party.

NON-AGENCY

In the conduct and performance of this Agreement, the Parties shall always be regarded
as independent entities and not as partners, agents or employees of the other Party,

ASSIGNMENT AND SUB-LETTING

This Agreement is personal in nature, and cannot be assigned by IIPL without prior written
permission of SNDB however, shall have the right to assign this Agreement to any third
party without the consent of IIPL.

IIPL shall have no right to sublet or outsource all or any part of this Agreement or its
obligations, rights and interests hereunder, to any third party without the prior written
approval of SNDB.

TIME OF ESSENCE

IIPL understands that time is of the essence of this Agreement and it shall take all necessary
steps to commence (and cause and ensure continuance of) the provision of the Services to
SNDB, immediately commencing from the date of signing of this Agreement.

WAIVER

No waiver by either Party of any default by the other in the performance of any of the
provisions of this Agreement shall be effective unless in writing duly executed by an
authorized representative of the Party and no such waiver shall operate or be construed as
a waiver of any other or further whether of alike or of a different character.

COUNTERPARTS

This Agreement shall be executed in two (2) counterparts, each of which shall be deemed
an original and all of which together shall constitute one and the same instrument.

ENTIRE AGREEMENT

These terms and conditions constitute the entire agreement between the Parties and
supersede all prior communications, proposals, understandings and agreements. written or
oral between the Parties wilh respect to the subject matter of this Agreement.

M W
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IN WITNESS WHEREOF the Parties, acting through their duly authorized representatives,

have put their respective hands on this Agreement on the day month and year hereinabove

mentioned.

e

For and on behalf of
Innovative Integration (PVT.) LTD,

Name: 9\159 A/KH’T_M.Q H’P&'Lf

Designation: V—EJC_TO?»
Seal: \ ’
\D

Name: Sﬂ;j ArmeR 4,7&2/

Designation: e .
Seal: f s

WITNESSES:
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For and on behalf of -~
Sindh Bank Limited

Name:

Designation: #7&AD Or (770

Seal:
SAIN
SYED w.ruu!i{}\’ Tseclmlm

NK LIM ITED
8&:{“ offtce, Karas ht

Name: q}/ ’

Rt etn SYID SIESHMI UL-
Designation: aformatien Teehngi}gg

Seal: Slll!l BAN
Hoad Oty e TED

WITNESSES:
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ANNEXURE A

SERVICES / OBLIGATIONS OF

The SLA for Web Application Firewall (WAF-1)

[nnovative is responsible to maintain the equipment in proper working condition.
[nnovative will provide all the services based on severity level

[nnovative will be responsible to upgrade equipment with Software Updates released by
the manufacturer related to the supplied equipment, if recommended.

If a complaint is lodged during Coverage Hours, Innovative will respond to that request
and provide solution based on severity level.

Innovative will be responsible to undertake changes / additions in reconfiguration of
supplied equipment. Any equipment not listed in this SLA will not be considered as part
of this SLA.

Innovative provide following services Planning. designing. deployments, upgrades and
optimization to ensure a highly available, scalable, and secure infrastructure.

Innovative will provide Onsite support for configuration hardware mentioned in Annex C.
Innovative will provide facilitation in case of the RMA Process

-
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ANNEXURE C

LIST OF EQUIPMENT & LICENSES

Below mentioned is the list of Equipment’s covered under this SLA with Serial No, Model and
Deployed Location.

L : Deployed : :
S:N Serial # Model Pl V Feature / Licenses Start Date | End Date
] 7 Location . % ‘ o!
BIG-IP i4600 Advanced Web
FS-XXXX- " Application Firewall
F5-BIG-IP-i46
L XXXX KRR C BIG-IP Service: Premium (Service
Length 12 Months)
BIG-IP {4600 Advanced Web
F5-XXXX- . Application Firewall
-BIG-|P-
2| xxxx ESIEIHEREED BIG-IP Service: Premium (Service
. Length 12 Months)

™




: ANNEXURE D

ESCALATION MATRIX

ESCALATION MATRIX (AGENT - INNOVATIVE INTEGRATION)

Escalation 1* Level (response time 2 Hour)

‘ Office Cell

HOsSItion

32200013 | +923323000797
1923323000523

' Network Engineer Saihaan Sanaullah [ saiaan.sahauIIah@'innovativeintegration.net

Network Engineer Hamza Shakoor hamza.shakeor@innovativeintegration.net 32200013

Escalation 2ndLevel (response time 4 Hour)
Position * 5| Name

7 ma'r Amed

Email = Office | Cell

32200013 | +923323000524

ammar.ahmed@innovativeintegration.net - |

mar Ahmed

faraz.khan@innovativeintegration.net 32200013 | #923323000526

Account Manager Faraz Khan

~ Escalation 3rdLevel (response time 24 Hour)
Position ST Name |

=

~ Akhtar Ghazi

_ o

Email]

+923002533684

T'ec,hnia Director 32200013

akhtar.ghazi@innovativeintegration.net
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PURCHASE ORDER

PO No: 216 Date: 02-07-2021
M/s Innovative Integration (Pvt) Ltd,
2#d Floor, KDLB Building,
West Whatf,
Karachi.
Subject: Iy and Installation o ication 1| -1
Deat Sir,
With reference to the Tender Bid SNDB/COK/ADMIN/TD/1193/2021 dated 24-03-2021 for Supply and
Installation of Web Application Firewall (WAF-1) at Sindh Bank Ltd, submitted by you. After detail review the
Sindh Bank Ltd management is pleased to inform that your Tender Bid is accepted.
Kindly proceed as per tender document to supply the same at Head Office Sindh Bank. Further detail is as follows.
Web Application Firewall (WAF-1)
F5 AWAF -i4600
1 (Specification as per tender 0z 7,130,053/- 14,260,106/
document)
Terms & Conditions
b Payment Terms As per Agreement.
Delivery Within 8 weeks.
Taxes/Deduction Above prices are inclusive of all taxes.
-
Ve
M. Faraz Khan . S. Zeeskpn-ul-Haq
AVP-II/LT. Division -1/ L.T. Division SVP-II/1.T Division
. e ~
KhLEe Riaz Ahmed S. Ata Hussain
SVP/LT Division EVP/Head of IT
j// ) }/y / /
SINDH BANK LIMITED UAN  :+92-111-333-225 P == r D ety #J G
R oo PO TR 5
RD FLOOR, FEDERATION HOUSE, +92-21- : s ek s P T
ABDULLAH SHAH GHAZI ROAD, ~ FAX  : +92-21-35870543 Hen-roarac 4 Y S

CLIFTON, KARACHl'7S600 WEB H W.sindhbank.com.pk WWW.Sindhbaﬂk.CDm.pk :‘?/.J ‘o"‘_i’ﬂuﬂghﬁjdjaﬁwj‘y



Innovative Integration (Pvt) Ltd.

E-mail: info@innovativeintegration.net Website: www.innovativeintegration.net

Annexure “D”

Declaration of Fees, Commissions and Brokerage etc Payable by the Suppliers of
Services Pursuant To Rule 89 Sindh Public Procurement Rules Act, 2010

Innovative Integration (Pvt.) Litd [the Supplier] hereby declares that it has not cbtained or induced
the procurement of any contract, right, interest, privilege or other obligation or benefit from
Government of Pakistan (GoP) or any administrative subdivision or agency thereof or any other entity
owned or controlled by it (GoP) through any corrupt business practice.

Without limiting the generality of the forcgoing, [the Supplier] represents and warrants that it has
fully declared the brokerage, commission, fees eic. paid or payable to anyone and not given or agreed
to give and shall not give or agree to give to anyone within or outside Pakistan either directly or
indirectly through any natural or juridical person, including its affiliate, agent, associate, broker,
consultant, director, promoter, sharcholder, sponsor or subsidiary, any commission, gratification,
bribe, finder's fee or kickback, whether described as consultation fee or otherwise, with the object of
obtaining or inducing the procurement of a contract, right, interest, privilege or other obligation or
benefit in whatsoever form from GoP, except that which has been expressly declared pursuant hereto.

[The Supplier] certifies that it has made and will make full disciosure of all agreemenis and
o arrangements with a!l persons in respect of or related to the transaction with GoP” &nd has not taken
any action or will not take any action to circumvent the above declaration, representation or warranty.
[The Supplier] accepts full responsibility and strict lighility for making any false declaration, not
makirg full disclosure, misrepresenting facts or taking any action likely to defeat the purpose of this
declaration, representation and warranty, It agrees thal any contract, right, interest, privilege or other
obligation or benefit obtained or procured as aforesaid shall without prejudice to any other right and
remedies available to GoP under any law, contract or other instrument, be voidable at the option of
" GoP.

Notwithstanding any rights and remedies exercised by GoP in this regard, [the Supplier] agrees to
indemnify GoP for any loss or damage incurred by it on account of its corrupt business practices and
further pay compensation to GoP in an amount equivalent to ten times the sum. of any commission,
gratification, bribe, finder’s fee or kickback given by [the Supplier] as aforesaid for the purpose of
-obtaining or inducing the procurement of any confract, right, interest, privilege or other obligation or

-~ benefit in whatsoever form from GoP.
For and On Behalf Of
" L V’ :
. Signature: . /\‘ N
. /
Name: 9\] Ep A“CHTP‘(L 9 H’P‘ 2 J
NICNe: 20t = 82662
KARACHI OFFICE LAHORE OFFICE
dde . ISLAMABAD
2nd Floor, KDLB Building, . Office No. 24, Al-Hafeez View, Office No. 305 332:(')2:5
58 West Wharf Road, Karachi 1st Floor, 67/D-1,Gulberg Ill, Lahore Emirates Tower, M-13 F‘-7 Marka '
Tel: +92 21 32311933, +92 21 32200013 Tel: +92 42 35784491.94 B Z'
Fox: +92 21 32314451 Fox: +92 42 35784495 Slomabad

Tel: +92 51 2099155



Sindh Bank Limii2d
Tender Document — Supply and Installation of Web application firewall (WAF-1)

3. SCOPE OF WORK / TECHNICAL SPECIFICATION

Sindh Bank requires Supply and Installation of Data Centre Web application firewall (WAF-1). The
requirement will be issued on need basis. Therefore quantity may vary depends on the
requirement of the bank, accordingly bank will not be responsible if the quantity asked is not as per
scope of work below and in this context no claim will be entertained. Payment will be done on
supply and installation of actual numbers of items.

The prospective Supplier will provide Sindh Bank with Two (02) Enterprise-Class Next
Generation Web application firewall (WAF) that include the following features.

Web application firewall (WAF) REQUIREMENTS:

SPECIFICATIONS

SN# SPECIFICATIONS

L7 requests per second: 650K
L4 connections per second: 250K
1 Intelligent Traffic Processing: L4 HTTP requests per second: 1M
Maximum L4 concurrent connections: 28M
Throughput: 20 Gbps L4/L7

ECC*: 6.5K TPS (ECDSA P-256)

2 Hardware Offload SSL/TLS: RSA: 10K TPS (2K keys)
10 Gbps bulk encryption*®
3 Software Compression: 6 Gbps
4 Software Architecture: 64-bit TMOS
5 On-Demand Upgradable: YES
One 4-Core Intel Xeon processor
6 Processor:

(total 8 hyperthreaded logical processor cores)

7 Memory: 32 GB DDR4
Hard Drive: 178 Enterprise Class HDD
9 Gigabit Ethernet CU Ports: Optional SFP
10 Gigabit Fiber Ports (SFP): 8 SX or LX (sold separately)
11 10 Gigabit Fiber Ports (SFP+): 4 SR/LR (sold separately); optional 10G copper direct attach

Policy Management
. The WAF shall be able to automatically-built policies

. The WAF shall be able to manually accept false positives by simple means (check box)

. The WAF shall be able to define different policies for different applications

. The WAF shall be able to create custom attack signatures or events

. The WAF shall be able to customize Denial of Service policies

. The WAF shall be able to combine detection and prevention techniques

. The WAF shall have policy roll-back mechanism

. The WAF shall be able to do versioning of polices

. The \’/iVAF shall have a built-in real-time policy builder with automatic self-learning and creation of security

polices

The WAF shall have application- ready security templates for applications - eg Microsoft Sharepoint, OWA,

ActiveSync, SAP, Oracle Applications/Portal, PeopleSoft, Lotus Domino for

. The WAF shall be capable of being restored to factory defaults

. The WAF shall have the ability to automatically detect server technologies and suggest adding the
detected server technologies to the usei's security policy.

. The WAF shall provide layered policies configuration in a hierarchical manner with a parent and child
policies. This allows for quicker policy creation and learning. A security policy can be created in two ways:

e Security Policy: This is similar to previous releases of an ASM security policy which can be applied to any

relevant virtual server.
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Sindh Bank Limited
Tender Document — Supply and Installation of Web application firewall {(WAF-1)

e  Parent
Policy: This
is a new type of policy which enables the user to create a higher level policy to act as a template for its
attached child policies.

14. The WAF layered policies configuration enhancements shall have the followings:

s Administrators can mandate that all new security policies created must be attached to a compatible
parent policy.

e All attached child policies for a parent policy are listed in the parent policy details.

e Parent policy suggestions now have a maximum score of parallel su%gestions in its child policies. All
locked child suggestions propagate to the parent policy. The score of the parallel sugﬁfstlon in each
child is shown in the parent policy pane per suggestion, with the top scoring children marked.

15. The WAF shall have an improved Policy Builder Process which has a single tabbed screen containing the
configuration for a policy's General Settings, Inheritance Settings, Microservices, Attack Signatures, Threat
Campaigns, and Response and Blocking Pages. The Policies List displays the name, enforcement mode,
attached virtual servers and OWASP compliance.

Profile Learning Process
1. The WAF shall be able to recognize trusted hosts

2. The WAF shall be able to learn about the application without human intervention
3, The WAF shall be able to inspect policy (auditing + reporting)
4, The WAF shall be able to protect new content pages and objects without policy modifications

5. Able tokprovlide anomaly learning of client integrity whether it is browser compared to automated web
attack tool.

6. Able to configure whether the system tracks sessions based on user names, IP addresses, or session
identification numbers.

7. Positive security model support - An "allow what's known" policy, blocking all unknown traffic -and data
types

8. Positive security model configuration

9. Application flow

10. Dynamic Positive security model configuration maintenance

11. Built in process engine to detect evasion techniques like cross site scripting Is there an out of the box rule
database available.

12. Automated regular signature updates
13, Operates in a full Proxy architecture and inline control over all traffic through the WAF

14. Ability to hide back-end application server OS fingerprinting data and application specific information

15. Ability to protect against malicious activity within and hijacking of embedded client side code (javascript,
vbscript, etc...)

Dynamic Web based defenses

1. The WAF shall be able to perform cloaking e.g hiding of error pages and application error pages and even
specific data

2. The WAF shall be able to perform virus checking on HTTP file uploads and SOAP attachments. Support to
Anti-Virus via [CAP communication channel

3. Provide protection of AJAX-enabled applications including those that use JSON for data transfer between
the client and the server. This include support in set up AJAX blocking response behavior for applications
that use AJAX, so that if a violation occurs on an AJAX request, the system displays a message or
redirects the application user to another location.

. The WAF shall support protection of XML Web Services

. The WAF shall restricts XML Web Services access to methods definad via Web Services Description Language
(WSDL) or XML Schema format (XSD)

. The WAF shall be able to perform validation for Web Services XML Documents which is WS-l compliant

. The WAF has a XML Parser Protection, limit recursions to thwart DoS conditions, limit the numbers of
elements, lengths of elements, attack signatures enforcement, In addition, it can be used to encrypt
and sign documents according to the WS-Security standard.

. The WAF shall be able to perform information display masking/scrubbing on requests and responses

. The WAF shall support Sensitive Data Masking for personal details about users and credit cards in the
following entities:

a. HTTP Header fields, especially Authorization

b. URL segments with personal identificatior: using positional parameters
c. Cookie values

d. HTTP Request body using positional parameters

10. The WAF shall be able to monitor latency of Layer 7 (application layer) traffic to detect the spikes and
anomalies in the typical traffic pattern to detect, report on, and prevent layer 7

11. The WAF shall be able to detect, report on, and prevent Layer 7 {application layer) brute force
attack attempts to break in to secured areas of a web application by trying
exhaustive, systematic permutations of code or username/password combinations to discover
legitimate authentication credentials,

12. The WAF shall be able to detect, report on, and prevent Layer 7 (application layer) web bot doing
recursive web scrapping and rapid surfing. It also has the ability to differentiate
automated web attack agent from legit user. Provides the ability to customize the default list of
recognized search éngines, and add own site’s search engine to the system’s list of f. The WAF shall be
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Sindh Bank Limited
Tender Document — Supply and Installation of Web application firewall (WAF-1)

able to

integrate with these vulnerability testing tools - Whitehat sentinel, IBM Appscan, HP Webinspect and
QualysGuard, for automated instant policy tuning. Provide unified IP address whitelists for Policy Builder
trusted IP addresses, and anomaly whitelists (DoS Attack Prevention, Brute Force Attack Prevention, and
Web Scraping Detection)

13. Provide GUI based control to determine the reputation of an IP address and operate (e.g. block) based on
that reputation, The IP reputation database is regularly updated. It detect IP reputation based on:

a.  Windows Exploits: IP addresses that have exercised various exploits against Windows resources
using browsers, programs, downloaded files, scripts, or operating system vulnerabilities.

b. Web Attacks: IP addresses that have launched web attacks of various forms.

c. Botnets: IP addresses representing compromised computers on the Internet that are now part
of a botnet (machines that send spam messages, launch various attacks, or behave in other
unpredictable ways).

d. Scanners: IP addresses that have been observed to scan ports or networks, typically to identify
vulnerabilities for subsequent exploits.

e. Denial of Service; IP addresses that have launched denial of service attacks, often requests for
legitimate services, but which occur at such a fast rate that targeted systems cannot respond
and become overloaded or unable to service legitimate clients.

f. Rerutation: IP addresses that issue HTTP requests with a low average reputation, or that request
only known malware sites.

g. Phishing Proxy: IP addresses associated with phishing websites Jsources that attempt to acquire
information such as user names, passwords, and credit card details by masquerading as a
trustworthy entity).

Detection technigues:
1. The WAF shall be able to support the following evasive detection techniques :

URL-decoding

Null byte string termination

Self-referencing paths (i.e. use of /./ and encoded equivalents)

Path back-references (i.e. use of /../ and encoded equivalents)

Mixed case

Excessive use of whitespace

Comment removal (e.g. convert DELETE/**/FROM to DELETE FROM)

Conversion of (Windows-supported) backslash characters into forward slash characters.

Smopanow

Conversion of [IS-specific Unicode encading (%uXXYY)
Decode HTML entities {e.g. &#99;, &quot;, &H#xAA;)
Escaped characters (e.g. \t, \001, \xAA, \uAABB)
Negative security model techniques
. Implemented concepts to cover vulnerabilities (OWASP based):
2. The WAF shall be able to protect against:
Unvalidated input
Injection flaws
SQL injection
OS injection
Parameter tampering
Cookie poisoning
Hidden field manipulation
Cross site scripting flaws
Buffer overflows
Broken access control
Broken authentication and session management
Improper Error Handling
XML bombs/DOS
Forceful Browsing
Sensitive information leakage
Session hijacking
Denial of service
Request Smuggling
s. Cookie manipulation
. The WAF shall be able to protect against New attack signatures
. The WAF shall be able to protect against XML External Entities (XXE)
. The WAF shall be able to protect against Insecure Deserialization
. The WAF shall be able to protect against NoSQL Injection
. The WAF shall be able to protect against Insecure File Upload
. The WAF shall be able to protect against Server-Side Template Injection

Application Delivery and Redundancy Capabilities:
1. The WAF shall be able to support High Availability Failover via network anly

2. The WAF shall be able to perform application level health check of the back end servers

3. The WAF s)hall be able to load balance to the back end servers (round robin, least connection, fastest
response
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Sindh Bank Limited
Tender Document — Supply and Installation of Web application firewall (WAF-1)

4. The WAF shall be
able to support
caching and compression in a single platfarm

5. The WAF shall be able to be implemented and installed on separate application delivery controller (ADC)
hardware platforms

6. The WAg soluti)on shall allow traffic pass through when the services fail. (Note that this is different from fail-
open bypass

7. The WAF shall be able to support vlan configuration through built in switch

8. The WAF shall be able to perform TCP/IP optimization

9. The WAF shall be able to perform packet filtering

SSL capabilities:
1. The WAF shall have SSL accelerators available for SSL offloading

2. The WAF shall store the certificate private key on the WAF using a secure mechanism

3. The WAF shall store the certificate private key on the WAF using a secure mechanism, and a passphrase
4, The WAF shall capable of communication to a backend application server using https

5. The WAF shall be capable of tuning the SSL parameters, such as SSL encryption method used, SSL version

Other Mandatory Features:
1.Able to support the prevention of sending or accessing cookies when unencrypted HTTP is the transport

2.Able to mitigates click-jacking attacks by instructing browsers not to load a page into a frame

3.Able to support generic scanner via a published XML schema

4.Mitigating Bots via Captcha (login wall).

5.Enable detection of anamolous traffic patterns that stem from a specific unique geo-lacation and allowing
throttling of anomalous traffic by geo-location based on RPS counts.

6.Proactive BOT defense that provides always-on protection that prevent bot attacks driving Layer7 DOS
attacks, webscrapping, and brute force attacks from ever taking place. Works with existing reactive
anamofy detections. Introduces javascript challenge to slow requests down and distinguish bots before
requests reach a server.

7.5 obfuscation and client side security. Adding an obfuscation mechanism to protect IS against examination
or reverse en%ineerin and tampering. The mechanism will run on the aﬁpliance as a Java background
process compiling and obfuscating JS code - encrydntmg the code. This enhancement will ultimately hide
sensitive information with JS, insert changeable data into JS files and allow a lock-free mechanism of
syncing dynamically generated data including CAPTCHA and RSA key pairs.

8.The WAF shall support JSON protection.
9.The WAF shall support Single Page Application (SPA) protection by:
* |dentifying the login page based on the Action Parameter.

Detecting Nameless Parameters.

Protecting Single Page Application Form submissions.
Identifying the Username.

Recognizing the JSON Content Profile better.

e ©® @ @

10. The WAF shall pravide CSRF Protection with two enforcement modes:
*  Verify CSRF Token
e  Verify Origin
11. The WAF shall support simplified custom attack signature rule writing to allow users to create rules
without needing to use Snort syntax or escape common characters.
12. The WAF shall support cookie modifications for the ASM palicy and Device ID cookie names.
13. The WAF shall support Wildcards in Disallowed HTTP, HTTPS and WebSocket URLs.
14. The WAF shall support monitorin%of resource utilization for request queue sizes with threshold alerts
triggered and sent over local log, SNMP or SMTP. In this way, users can spot
15. The WAF shall allows the addition of a list of domains allowed to send out AJAX requests with custom
headers for Single Pa%e Agplications: This prevents browsers from blocking cross domain AJAX requests
while still enforcing a CORS (Cross Origin Requests) policy with single page applications.
16. The WAF shall support Incidents exports in HTML format.
17. The WAF shall support Learning Suggestions exports in HTML format.
18. The WAF shall provide microservices security policy for a defined unique identifier of Hostname + URL.
19. The WAF shall provide Selective Security Live Software Updates which can receive scheduled and real
time selective live updates of attack signatures, bot signatures, browser challenges,
20. The WAF shall have the OWASP Compliance Dashboard which details the coverage of each security policy
for the top 10 most critical web application security risks as well as the changes
21. The WAF shall support HTTP/2 over SSL/TLS on both the client and server sides, without having to
translate the client HTTP/2 traffic to HTTP/1.1 on the server-side.
22. The WAF shall log challenge failures in the event logs for Application Security and Bot Defense.
23, The WAF shall have PCl Compliance reporting which includes 2 options to automatically fix compliance
issues to support PC| Compliance 3.2:
s Encrypt transmission of cardholder data across open, public networks
s  Useris forced to change password every 90 days.
24. The WAF shall have TLS fingerprints identification to distinguish between bad and good actors behind the
same IP (NAT) and only block traffic from bad actors.

25. The WAF shall support Policy Change and Security Event Reporting to Continuous Integrations /
Continuous Delivery ‘CI/CD) Servers for CI/CD Cycle Support. WAF deployment can be integrated within
the user's CI/CD pipeline and user's DevOps tool chain for test and production environments. This allows
the user to deploy the right WAF policy per each application
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Traffic  learning &
OCKINg:
1.The WAF must able to configure a list of Allowed File Types for your web application
' 2.The WAF must be able to allow or disallow specific file type
3.The WAF must able to configure a list of Allowed URLs for your web application
4,The WAF must able to configure a list of Allowed Parameters for your web application
5.The WAF must able to configure a list of Allowed Cookies for your web application
6.The WAF must able to configure a list of Allowed HTTP Methods for your web application
7.The WAF must capable of blocking specific list of HTTP methods
8.The WAF must able to configure a list of Allowed Redirection Domains for your web application
9.The WAF must be able to enforce maximum length of following HTTP request parameters
¢  URL Length
e Query String (URL parameters) Length
»  Request Length
*  POST data size
10, The WAF must be able to enforce specific HTTP headers and values to be present in client requests
11. The WAF must support HTMLS Cross-Domain Request Enforcement to enable one website to access the
resources of another website using JavaScript.
12. The WAF must be able to enforce specific HTTP headers and values to be present in client requests
13. The WAF must capable of defining parameters of own attack detection signatures and be alerted when
thresholds for these are passed
14, The WAF must automatically download and apply new signatures to ensure up-to-date protection
15. The WAF must operate in a full Proxy architecture and inline control over all traffic
16. The WAF must be able to to hide back-end applicatian server OS fingerprinting data and application
specific information
17. The WAF must be able to protect against malicious activity within and hijacking of embedded client side
code (javascript, vbscript, ect...)
18. The WAF must be able to mitigate DoS vectors focusing on protocol weaknesses of HTTP such as:
e Slowloris
e  Slow Post
e  Hash DoS
e  HTTP Get Flood
19. The WAF must be able to detect DoS attacks by monitoring the average number of transactions per client
[P addresses or individual requested URLs per second

20. The WAF must be able to detect DoS attacks by monitoring the average time it takes for the backend
server to repspond to a specific URL. The WAF evaluates the response traffic from

21. the server to understand the Server Stress level to determine a DoS attack

22. The WAF must be able to detect, report on, and prevent Layer 7 (apﬁlication layer) brute force attack
attemc()ts to break in to secured areas of a web application by trying exhaustive, systematic permutations
of code or username/password combinations to discover legitimate authentication credentials.

23. The WAF must be able to stop non-human attackers by presentinﬁ a character recognition challenge to
suspicious users. This CAPTCHA challenge will be presented after the system detects one or more of the
following issues:

e Asuspicious IP address
e Requests from a suspicious country

24. The WAF must be able to mitigate traffic from countries that send suspicious traffic,

25. The WAF must be able to inject a JavaScript challenge instead of the original response in order to test
whether the client is a legitimate browser or a bot.

26. The WAF must be able to protect Web Scraping from following criteria: Bot detection (Mouse and
Keyboard activity, and Rapid Surfing detection), Fingerprinting, Suspicious clients and

27. The WAF must support IP address whitelist and blacklist

28. The WAF must have capability of detecting non-browser based BOTs as part of the WAF advance BOTs
detection capabilities

29, The WAF shall support the ability to disable individual attack signatures on HTTP headers, wildcard URLs
and wildcard headers (*).

30. The WAF shall use proprietary correlation algorithms to aggregate reported events from non-staged
traffic into user-understandable security issue incidents for quicker review and user

31. The WAF shall support "Potential Disallowed Files Type" List which may be seen in malicious requests,
such as information leakage and remote code execution.

32. The WAF shall come with a preconfigured list which users can add to. T

33. he WAF shall automatically check all traffic for all policies against this list and can generate suggestions to
amend a policy to add or remove

34. The WAF shall monitor and make suggestions for deletion on unobserved (inactive) entities similar to its
suggestions for addition on observed entities in the Policy Building Process.

35. The WAF shall support client reputation mechanism which identifies bad sources, e.g. source IPs or device
1Ds, and contributes to an enhanced security policy enforcement and the prevention of false positive
alerts. The Client Reputation score is used to prevent learning from malicious sources, e.g. vulnerability
scanners, and improve the learning speed from The WAF shali support URL Positional Parameters as part
of global parameters. The URL with positional parameters is a non-pure wildcard, e.g. /p/* or
*[cart/*/item/php. ‘

Behavioral DoS:
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1. The WAF shall

support

BADoS Unifled Server Health Check Mechanism Based on L7 Analysis. The same virtual server predictive
lattenﬁydis now used for BADoS and Layer 7 DoS. This allows them to have the same trigger for stress and
attack detection.

2. The WAF shall support BADoS DDoS Mitigation Based on Behavior Analysis and Integration with
Whitelist. This provides administrators with the ability to exclude whitelist members from statistics
collection, anomal'y detection and mitigation. This feature also supports anomaly detection of X-
Forwarded-For (XFF) HTTP headers.

3. The WAF shall provide BADoS automatic generation of Attack Request Signatures. Attackers are
identified and marked as bad actors after their first appearance. This allows better policy enforcement
when an attacker reappears thus sparing the remitigation process from BADoS.

4, Ehe WAF shall support automatic threshold tuning in Layer 7 DoS TPS-based Detection and Stress-based
etection,

5. InTPS-based Detection, a single global threshold is calculated for each of the following entity types:
e  Device ID
e Source IP
* URL
e  Site Wide
6. In Stress-based Detection, the following thresholds are calculated:

* Device ID: Thresholds for up to the top 50 Device IDs are calculated and an additional threshold for all
other Device IDs.

e  Source IP; Thresholds for up to the top 100 source IPs are calculated and an additional threshold for all
other source IPs, - URLs: Thresholds for up to the top 500 source URLs are calculated and an additional
threshold for all other URLs.

s  Site Wide: Single threshold

7. The WAF shall provide accelerated attack signature detection and mitigation for L4 DoS to handle very
strong high rate Do$ attacks.

8. The WAF shall be able to provide DoS-L7 Traffic Passive Monitoring via Switched Port Analyzer.

Unified Bot Defense (Proactive Bot Defense & Anti-Bot Mobile SDK):

1.The WAF shall support logging and reparting for Proactive Bot Defense which includes:
e Adedicated Bot Defense Request Log that displays each HTTP request along with its attributes.

e ABot Defense Logging Profile to provide basic filtering capabilities in the Request Log and Remote Log. -
Additional info and Blocking Page configuration in iRule.

»  Transaction Qutcome charts with filtering and drill-down capabilities.

2.The WAF shall detect brute force attacks from sources identified by Username, Device ID or Source IP. The
brute force functionality shall include:

s  Enforcement actions: CAPTCHA, Client Side Integrity, Haneypot and Drop.

e  Prevention for CAPTCHA bypass and Client Side Integrity bypass. - Distributed brute force attack
protection.

e Detection of Credentials Stuffing attacks using a dictionary of leaked or stolen credentials.

e  Prevention and Mitigation Duration are in minutes.

2. The WAF shall detect mobile application bots by identifying that the access is indeed a mobile app access
and that the application is indeed untampered with. The WAF shall be able to extract a unique, non-Java
Script, fingerprint for each mobile application instance and report client traffic composition per
application for any given time period and what applications are used and the top URLs accessed. Mobile
application detection is supported via a Software Development Kit (which requires minimal development
and integration) and is supported

4,The WAF shall provide an Unified Anti-Bot Detection and Protection which covers bot signatures and
proactive bot defense, and web scraping within a single Bot Defense profile.

5.The WAF shall have HTTP Header Sequence Behavioral Metric which can be used as a signature metric in
distinguishing between real browsers and Bad Actor bots that have inaccurately

6.The WAF shall support CAPTCHA Sound to provide accessibility to the visually impaired. This default
CAPTCHA response sound file can be replaced with a custom sound file.

DataSafe {Application Level Encryption):

1.The ‘INA'F shall support Single Page Applications (SPA) view for Application Level Encryption configuration on
a login page.

2.The WAF shall allow parameter configuration in Application Level Encryption (DataSafe) based on all types of
HTTP methods.

3.The WAF shall be able to create Jogging profiles to log information on client attempts to login to your
protected website, and to log information on alerts sent by the BIG-IP system.

4.The WAF shall detect attempts to steal a user's password in the web browser when Password Exfiltration
Detectian is enabled on a protected URL. For this detection to be active, your URL must have a parameter
set as ldentify as Username and at least one parameter set as Substitute Value.

API| Security:

1.The WAF shall provide Public APIs Protection by loading the Customer-specific OpenAPI files, which are in
Swagger format, to the platform to automatically create a security policy

2.The WAF shall support JSON schema for user REST endpoints which can be uploaded to a JSON profile.
3.The WAF shal allow users to use Guided Configuration in ASM to configure API Security to protect API calls.

4.The WAF shail provide a API Protection Dashboard which displays API server health including security events
that were flagged, such as web application attacks, bad source IP addresses, and malicious transactions,
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Users can use
the dashboard
for troubleshooting APl Security.

5.The WAF shall suppart OpenAPI 3.0 Protection.

Delivery Time
Within 8 weeks



