SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCURING AGENCIES FOR PUBLIC CONTRACTS OF
WORKS, SERVICES & GOODS

SINDH BANK LIMITED/ADMINISTRATION
1) NAME OF THE ORGANIZATION / DEPTT.

2) PROVINCIAL / LOCAL GOVT./ OTHER SCHEDULED BANK

3) TITLE OF CONTRACT Supply & Installation of Web Application Firewall (WAF-1)
4) TENDER NUMBER SNDB/COK/ADMIN/TD/1193/2021

5) BRIEF DESCRIPTION OF CONTRACT Same as above

6) FORUM THAT APPROVED THE SCHEME Competent Authority

7) TENDER ESTIMATED VALUE Rs.14,850,000/-

8) ENGINEER’S ESTIMATE
(For civil works only)

ERIOD (AS PER CONTRACT) ' Ye&r
09/04/2021 at 1130 Hrs

9) ESTIMATED COMPLEEION P

-

LD 1

(Attach list of buyers)

12) NUMBER OF BIDS RECEIVED
13) NUMBER OF BIDDERS PRESENT AT JH

F OPENING OF BIDS "

14) BID EVALUATION REPORT
(Enclose a copy)

Mhovative Integration (Pvt ) Ltd

15) NAME AND ADDRESS OF THE SUCCESSFU
Zodita, Lo Ru

16) CONTRACT AWARD PRICE y \'\fC o1 L\-}ﬁ Q]C
17) RANKING OF SUCCESSFUL BIDDER IN EVALUATIONIR' 4
(ie. 1% 211d 3t EVALUATION BID). 1. Mfs. Innovative Integrafigh (Pvt.) Ltd
18) METHOD OF PROCUREMENT USED : - (Tick one)
L—"
a) SINGLE STAGE — ONE ENVELOPE PROCEDURE Domestic/ Local

b) SINGLE STAGE - TWO ENVELOPE PROCEDURE

c) TWO STAGE BIDDING PROCEDURE

d) TWO STAGE - TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i.c.
EMERGENCY, DIRECT CONTRACTING ETC. WITH BRIEF REASONS:

173



Competent Authority
19) APPROVING AUTHORITY FOR AWARD OF CONTRACT

20) WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?

Yes || v | |No
21) ADVERTISEMENT :
Yes | SPPRA NIT ID:T00531-20-0025
i) SPPRA Website
(If yes, give date and SPPRA Identification No.)
No
i) News Paper § Yes | Express Tribune, Daily Express & Sindhi
(If yes, give na f newspapers and dates) Express (24/03/2021)
No
22) NATURE OF CO " |1V || Int.
23) WHETHER QUALIFICATION C
WAS INCLUDED IN BIDDING / TENDE NTS?
(If yes, enclose a copy) ves |1 v | INo

24) WHETHER BID EVALUATION CRITERIA

WAS INCLUDED IN BIDDING / TENDER DOCUME Yes || v |[No
(If yes, enclose a copy)
25) WHETHER APPROVAL OF COMPETENT AUTHORIEY WAS O FOR USING A
METHOD OTHER THAN OPEN COMPETITIVE BIDDI}
Yes No v
26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS? ves |1 v ][N

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATED Yes || v | |[No
BID /BEST EVALUATED BID (in case of Consultancies)

28) WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY Yes [| ¥ || No
COMPLIANT?

29) WHETHER NAMES OF THE BIDDERS AND THEIR QUOTED PRICES WERE READ OUT AT
THE TIME OF OPENING OF BIDS? Y 71N
€s 0

30) WHETHER EVALUATION REPORT GIVEN TO BIDDERS BEFORE THE AWARD OF
CONTRACT?

(Attach copy of the bid evaluation report)

Yes || ¥ ||No
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31) ANY COMPLAINTS RECEIVED Yea
(If yes, result thereof)

No | No

32) ANY DEVIATION FROM SPECIFICATIONS GIVEN IN THE TENDER NOTICE / DOCUMENTS

If yes, give detail
(If yes, give details) Yes
No | No
33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(If yes, give reasons) Yes
No | No
34) DEVIATION F LIFI@ATION CRITERIA
(If yes, give detalled reasons.) Yes
No | No

35) WAS IT ASSURED BY THE PRO CY THAT THE SELECTED FIRM IS NOT

BLACK LISTED? ves | [ 1No
36) WAS A VISIT MADE BY ANY QOFFICER/O FSBLIE PROCURING AGENCY TO THE
SUPPLIER’S PREMISES IN CONNECTION WIT v QEUREMENT? IF SO, DETAILS TO
BE ASCERTAINED REGARDING FINANCING @ S A
(If yes, enclose a copy)
Yes No v

37) WERE PROPER SAFEGUARDS PROVIDED ON MQ@R
THE CONTRACT (BANK GUARANTEE ETC.)?

VANCE PAYMENT 1
Yes No v

Zz

38) SPECIAL CONDITIONS, IF ANY

(If yes, give Br n) Yes

y (’ No | no

f;{;’ff*fd of Administration
SINUHE
FOR OFFICE USEONLY ANK LimiTeD

AL ignature & Official Stamp of
Authorized Officer

SPPRA, Block. No.8, Sindh Secretariat No.4-A, Court Road, Karachi
_ Tele: 021-9205356; 021-9205369 & Fax: 021-9206291
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Bid Evaluation Report

Supply and lnstallation of Web Application Firewall (WAF-1)

1 Name of Procuring Agency Sindh Bank [td.
2 Tender Relerence No SNEBCOKADMINTL/) 193202)
3 Tender Descriptinn Supply and Installation of Web Application Firewall (WAF-1)
4 Muthud of T'mcurament Siogle Srage Une Envelup Biddiig Provédure
b] lender Published & SPPRA S, No, SPERA S No: T0053 1-20-0025
fy Towl Bid Documents Sold t1
7 Taral Bids Received 1]
8 | Teclmical B3id Opening Dae 19/04:202)
9 Finanicial Bid Opening Date 090412021
10 Nov ol Bid Technically Qualified 1
11 Bidis) Refeered i
. Rankin Comparison with Reason for
3 ,N ‘_lmc of {ust (.)l‘f_vrﬂl by i Trm:'. Estil:nated Cost Atceptanvce/ Remarks
Ne, | Company Bliider of Cost | (Rs.14,850,0007) Rejection
0 1 2 3 4 b 6
‘ Mis Iniovative 01;:\;4[:(:;1(;(0: Quaifieg | Ko:S8%89- below | Accepted Being | oo a0 b veen
Integration (Py) - - witl Ile estinited the Qualified o
L per unit fiar 2 Bidder cost Bidder complicd
- Flrewalls

Note: M/s Tanavative Integration (') Lot is selected fur Supply und Installarion of Web Firews1l {SWATF-1) to Sindh
Bank Ltd being the qualified bidder,

Members — Procurement Commitiee

(Mr, Saeed Jamal) Chief Financial Officer — EVP ~Chajipersii

(Col. Shahzad Bepg) Head of Administration - EVP - Member

(Mr. Sved Muhammad Ageely Chiet Manager, IDBL. KHI -~AVP — Member
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SINDH RBANK
PR

Toswiy 10 Tim Py = ALYy
Date: 28-05-2021

Subject: Certificate
Compliance of SPPRA Rule 48
TENDER REF NO. SNDB/ADMIN/TD/1193/2021

This iy try certify (hat as only one bid was recelved against the tender, so Rule 48 has been complied with
detail as lollows.

Market Price Current Tender Price
Rs.20,262.330/- for 2 Unn ‘Rs.14,260,106/-for 2 Unit
[Quetarion Auached) {BER Aftached)
A (
,-’I B -~ ) )/j
[ A7, /*y”(
“éff’, " J { =
s &,fmm Waherd M. Rashid Memon
OGA/LT. Division VP-1/1.T, Division

‘Members - Procurement Committee

[Mr, Saeed Jamal) Chiel Financial Officer — EVP - Chairpersorn

(Col. Shahzad Beggl Head of Administration ~ EVP~ Member

{Mr. Syed Muhammad Ageel) Chief Manager, IDBL, KHI -AVP - M'cm(} __L A
] : £ g



Financial Pro_posg}

Dated: Apr 20,2021

To.
Me. Zeeshin,
Sipdh Bank Karachi,

Subject: Financial Propoesal for F5 i2600 Awal
Submitted By;
Zain Ali

Key Account Manager,

FUTURE POINT TECIINOLOGIES

E-mail: zaipali@futurepohdi.oomn
Correspondence Address:

126, Sher Shal Bladk-New Garden Town Lahore,

FUTURE POINT TECHNOLOGIES 126, Sher Shah Biock-New Garden Town Lahore,



FUTURE POINT TECHNOLOGIES

Attent
Mr. Zeeshan,
Sindh Buuk, Karachi

Dear Sir,

Dater Apr 20,2021
Yer: V<1

Ref No. FPT-20042021-

We are pleased to share our proposal for Revised Financial Proposal for F5 12600 Awal ete, We feel honoured to inform that
Future Paint Technologles is partner with some of the leading 1T/Telecom salution praviders such as Citrix, Clsto, VMWARE, EMC,
Cisco, Juniper, Huawel, McAfee, Palo Alto, Fortinet, BDCOM, 3M etc, We are canfident to deliver any size of project on twmkey

basis.
e —— " [
ekt = . ProposallorFS12600Awal .
T - B Unit Total ' - "l
- P~ g e - o Unit Prica Total Price r
S.No, | [Part. No, Qy | Price | Prica |'GST | "ot por i,
J wio Tax_| wio Tax with Tax with Tex
1 F5-UPG-AC- BIG:IP Single AC Power Supply for 1 .
12XXX 2X00 (250 W, Field Upgrade) 2,509 2,509 426 | 2.935 2,936
BIG-IP i2600 Advariced Web
F5-BIG-AWF- y " ;
2 Applisation. Firewall {16 GB Memory, 1 411 e
. 12600 Base SSL. Base Cormgﬁresston} 24185 24,185 1 28,297 28,297
3 F5-SVC-BIG- BIG-IP Service. Premium (Service i ,
PRE-L1-3 L.ength 12 Moenths) 3,738 3.798 6546 | 4,444 4,444
4 FA-UPG-SFPC- | BIG-IP & VIPRICN SFP 1000BASE-T 2
R Transceiver (Field Upgrads) 5392 1,078 92 | &1 1,262
? e
- e ) o Grand Total USD 31,570 36,937
I PO AWAF Oy A
. ] T Unt | Toml | | g
. Ky - . E Unlf Price Total Price
. 8. No. Part. No.. Qty | Prce Price | GST g
) o wioTax | wlo Tax “_"'h T.fu e
1 FS-UPG-AC- | BIG-IP Single AC Power Supply for 2 5017 | 17% _
[4%XX 14X00 (250 W, Field Upgrade) 2,509 N T | 28051 5.870.22
BIGAP 14600 Advanced Web ] b
: F5-BIG-AWF- i . .
2 Application Firewall (32 GB Memory, 2 85133 | 17% | 4&
14600 Base SSL, Base Camarassion) 42,5689 43.806,04 89,612.08
FA-SVC-BIG- | BIG-P Sesvice: Pramium (Service
3 PRE-L1-3 | Length 12 Manihs) 2 | 685 19.370 | 13% | 7.821.50 15.643.17
BIG-IP & VIPRION SFP 1000BASE-
F5-UPQ-SFP-R | SX Transceiver (Short Range. 550:m, 4 1,433 | 17% ,
Field Upgrada) 358 41930 1.677.18
- - - T |

FPT Commercial Terms & Conditions:

validity: Proposal will be valid for 15 days.

Aboyve mentioned prices are subject to the quoted Quantity and prices may change with change in quantity.

FUTURE POINT TECHNQLOGIES 126, Sher Shah Block-New Garden Tawn Lahore.

= A, 263,539 |1



INFORMATION: A
This Proposal has been prepared sclely based on information supplied to FUTURE POINT TECHNOLOGIES by yoir FUTURE POINT

TECHNOLOGIES has relled on the correciness, accuracy and completeness of the Information provided by yau. FUTURE POINT
TECHNOLOGIES takes no responslbility and has np liabiiity for or in respect of the information provided by you. FUTURE POINT
TECHNDLOGIES reserves the right to make changes to the Proposal and/or the pricing of this Proposal if, at any time after you accept
this Propesal, any information provided Iy vou groves to be incorract, Inaccurate ar incamplete.

Excusable Events:
FUTURE POINT TECHNOLOGIES shall not be hahle or considered in breach of its gbligations under this Contract 1o the extent that

FUTURE POINT TECHNOLOGIES's nerformance [s aelayed or prevented, directly or indirectly, by any cause beyond its reasonable
cantrol, or By armed conflict, acts or threats of terrarism, epidemics, strikes, lockouts, Changes of Statutary Reguiations,
Govemments Measures of decree or other labour disturbiances, or acts or amissions of any governmental authority or ef the Buyer
or Buyer's contractors or suppllers. If an excusable event.otcurs, the schedule for FUTURE POINT TECHNOLOGIES's performeance shall
be extended by the amount of time lost by reason af the event plus such additional fime as may be needed to overcome the effect
of the event. Il acts or ormissions of the Buyer or Its contractacs or suppliers cause the delay, FUTURE POINT TECHNOLOGIES shall

S~ also be ralitied to an squitable price adjustment.

Payment terms:
Far Hardware 70% advance & 30% within 30 days after hardware delivesy.

For Services 50% advance & SU% after compdetion of Job,

No order cancellation allowed, once order processed by FUTURE POINT TECHNOLOGIES.

All Taxes will be charged as per governing laws of that region

Pucchase Order & Payment to be processed in favor of M/s ‘FUTURE POINT TECHNOLOGIES

Prices are subject tochange in accardance with the any change in government policy. FED, levies, taxes & duties

All the sales will be subject to sales tox where applicable and customer will be withheld the tay at the time of gayment if required by

applicable law.

warranty:
Standard Manufacturer's Warranty (If applicable/ terms apply).

Force Majevre:

Prices are subjeqt to changa due [o the change in currency {devaluation) or duty structure or takation st any tme of the teansaction.
Note:

‘o~ Prices are subject to change due to any change in duty/tax structure, The quote s based on current applicable Import dutles/levies.
It any change by competent autharities is made in the current Import duties, general sales tax, federal exclse duty, special excise
duty etc. the quote will pe revised accordingly '

Best Regards:

Zain Al

Key Account Manager,

FUTURE POINT TECHNOLOGIES

Mabile: 0300-0458117
B-mail: zain ali- ftmrnadati, e

Correspondence Address:
126, Sher Shah Block-New Garden Town Lahore,

FUTURE POINT TECHNOLOGIES 126, Sher Shah Block-New Garden Town Lahore
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Tender Ref Nos, SNDR/COKADMINAD/ 119372021

Eligibility Criteria-WAF1
The prospective Supplier will provide Sindh Bank with two {02) Web application firewall (WAF) that

includes the following features.
Bidder/OEM Eligibility Criteria:

The contract will be awarded to the successful Bidder whase bid will be found technically compliant and
has offered the lowest cost and emerged as most advantageous bid. Propased Bidder must qualify

following ariteria:

1. Bidder must be registerged with Income Tax and Sales Tax Department and must appear on Active
/

. Taxpavyer List of FBR,(YES/NO)
L2, Biré;g: must either be a Manufacturer (OEM) or an authorized Partner of the OEM in. Pakistan.
. (YES/NO)

' \A{ Bidder must have Annual Turnover of at least PKR 50 Millionin last Three (03) financial years. Audited
__ Financial reports or Tex Statements to be submitted with the proposal. '(YfS/NO)
<4 Bidder/OEM proposed solution must be deployed in at least Three (03) commercial Banks during
last three years other than Sindh Bank. (YES/NO)
_ 5. Bidder must have successfully done Two {02) deployments of Web Application Firewall (WAF) in
commercial Banks last three years. (YETS/NO)
6. Bidder must have service and support office in at least two (02) major cities of Pakistan including
_Karachi, (YES/NO)
7. Bidder must not be blacklisted by any government, semi-government, or private organization.
- (YB/NO) e
8. Bidder must submit OEM authorization letter for this specific procurement. (YES/NO)
9, Quoted hardware / Software solution must have end of life beyond five (05) year at the time of
_ submissian. (YES/NO) e
~10_Bidder must be in relevant IT business since last Five {05) years. (YES/NO) /"
. “11. Bidder must have at least two professional level certified resource on propased OEM. (YES/NQ)
1 37 The proposed product must be recognized as a “Leader/Challenger” at-least once in last three (03)
< years of Gartner Magic Quadrant. (YES/NO)
+ 13. Required quantities of Web application firewall (WAF) is Two (02) and will be deployed in Primary
data center in High Availability (HA), .~

A y
ELIG { CRITERI i L -
{BILTY CRITERIA NOTE a o 6 - {

1. Ifcompany not active Tax payer it will consider as a disqualified (Attached Proof as Annexcure-8).

7 ~| N
A ( SRS AV

v A A By
Tarmoor Ghausi hsan All S: Zees-h?h-ul-Haq

AVP/ Finance Division. VP/ Operations Div SVP/ .Y, Division

Puge 1 01'3



Tender Rel: No. SNDBCOK ADMING T 1922021

. There can be a subsequent clarification to this specific tender for which it is advised to keep yourself
abreast with the notification being hoisted on Sindh Bank Ltd & SPPRA websites regularly,

. Attachment of relevant evidence ineligibiility ¢riteria is mandatery. In case of non-provision of evidence
in any of the requisite, bidder will be disqualified.

. Bank reserves the right ta verify all or any documents from the source, submitted in the bid as per
SPPRA rule # 30(1).

. Bank reserves the right to verify the equipment from the principle at any time to ensure that the supply
of equipment is genuine, original, new and that its specification are the same as describéd in the bid

. In case of any fake/refurbished equipment, the company may be subject to legal proceeding as per
SPPRA rule # 30(1).

. Company will be considered disqualified if specification of the WAF quoted does not meet the
specification given in the tender document.

. Company shall supply Goods as per specifications and upon the recommendations of the
Technical/Standardized Committee appointed by the Bank within 8 to 10 weeks from the date of
receipt of purchase order, In addition to that Rs. 500/- perday will be fined after 10 days and Rs. 1,000/
per day will be fined after 20 days.

NDATORY

GST/Income Tax Registration/Registration With Sindh Revenue Board

Attachment of Affidavit (specimen attached as Annexure “H") on stamp paper from the owner of the
company.

Attachment of Annexure “A” (With Financial Praposal) & Annexure “8" (With Financial Proposal if
Bank Guarantee is going to be submitted as Bid Security).

Writing of tender reference as given in the NIT on the Envelop, carrying tender document is must or
the bank will not be responsible if the documents are not recelved by the Procurement.Committee at
the time of opening of bids.

The bidders are required to submit bids only in prescribed financial proforma given in Tender
Docusnent.

The représentative present at the time of opening of tender shall be in possession of authority letter
on the company’s letter head, duly signed by the CEO of the company.

The Company must be in LT. Business for Preferably 05 Years in Pakistan.
(Attach documentary proof as Annexure-7)

Company must provide a valid & latest Manufacturer Authorization Certificate (MAF) from the
Manufacturer/Principal for supply of required equipment.

(Attach documentary/certificate proof as Annexure-8)

Note: Attachment of relevant evidence is mandatory in eligibility criteria. In case of non-provision of
evidence In any of the requisite, bidder will be disqualified.

) : 3 /f
Ao C e W al
j i -
Tamoor Ghausi Ahdan Ali ! S. Zeeshan-ul-Hag

AVP/ Finance Division. VP/ Qperations Div SVP/ LT Divislon

Page 2 ol'}



Tender Ref No SNDBACOR/ADMINADILI93/202]

DISQUALIFICATION

The bidder will be considered disqualified prior to/during technical/financial evaluation process or
after award contract if:

LA
S

0w~

On black list of SPPRA & Sindh Bank Ltd.

Issued with two {2) warning letters/emails by the Sindh Bank Ltd inthepast to the bidder for
unsatisfactory performances.

Mot G5T/Income Tax Registered/Registration With Sindh Revenue Board

Alterniate bld is offered.
Nor - Attachment of Annexure “A” (With Financial Proposal) & Annexure "B {With Financial

Proposal if Bank Guarantee is going Lo be subimitted as Bid Security).
The qualified bidder sublets the contract in any form/stage to any other agency.
The tender is deposited without Tender Fee.

Warranty of supplied items is less than 1 vear.
If during verification pracess of the cliental list the response by any of the bank is unsatisfactory on

account of previous performance.

10. After supply, if the specification of supplied items is found different with the items produced in front

of committee at the time of technical evaluation.

11. In the past, the company agreement has been prematurely been terminated after due qualification

/

Tahioor Ghausi hhsan Ali

in any of the category of the tender

7/ T iﬂn A

S. Zeeshan‘-u‘(l-Haq

AVP/ Finance Division, VP/ Operations Div SVP/ LT, Division

Page 30l



SIGNATURE MEMBERSHC-4 Min'

. nnovative
Head - Fin Div ntegration
Financial Proposal Head - Admin . .
v -
Member-] [ 0N -
%[,- | = V
(applicable o TRE Vo207 T=2092
Name of Bidder | ™IV AT Ve [WTECEAT (opd (VT LT
S.NO frem Unit Price Quantity Amaunt
(PKR)
1| web agplicarion firewall (WAF-1) 7,130,053 2 14,260, 106
*Total Amount (In PKR]

* This amount wifl be considered s twly the “Bid DHesed™. Wihereas be spprived that the successiyl bidder will liz the ane
whose "Evaluated Bid” 15 the fowest, (For further clarfication reéfer Note, 6 helow),

Note

Ha

n

o

Lz

3.
14

13

J&.

Note

The twotal o9 muer ngluds afl spplicstle taves, Suths: dnd other charges 25 menbaned o 1hie desenplion column,
Stamp duty (2 spolliable undes Slamp Aox 1989, gelivery charges gpto Sindl 8unk Limitso hanches on Countrywide
nase,

o advance payment far supply of goods will he made, hills ave goly be processed 4 neressary payment on revsipt of
rartficats of deltvery/satisfaction lrany ihe branch maeniger.

Lalculation of Bid Securlry 5% of ths Grand Toral Amount of e Foancil Proposal will be submitted sloog with
tengar 3¢ Bid Secunty

in Case 1 i3 reviied at any s@ge aftar supply of The goot/meo that the asted specificaton of the tendst have not
fesn met, the amoam of he suoply of thet sp2afic goods will be fisee 1o the venaoe with appropriate action 33 deen
NECSILETY Uy NS DIOCUIEMENT Lommttae,

ualfied tompary will 886 b hound 4 S § Bonarindenahlng that in case of any obssrvptips snung 1 respect of
qualty of e goous witten (e wairanty panad. the cunpeny will be lablz to address @ @ oe own oSt ron
sompiisnce of the e will cesult S Intiation of = taie sgalivst thi <mpny far fot-commitment or cancsliatan of
wener 35 will b deedsd by the Procurement Committee.

Lowas? dvatuated Ma \s going 1o be the iritens for swam 21 contract rether than consigdznng the wwest ofterad aiz,
ermImpEssing the Jowest whode sum oot wiuch the mocuring sgevy hdt (0 Gay 1or the dipation of the sy
SPIRA Rule 4% may pleats D& relemai.

Al conamtuns s the sonerect agreement sitached as Annexure 5 are gant of thes teatey ety

The tendet will be consilsred candellad (f e dontradd agraemem aftsr tue signature & ot sulsiied Wtk Agmin
Office e 5 dyys of compietion of d svslustion repert Rasting period 3 dayy| on SPERA websea,

I case fimancial bids ace the tumie; The successtal daerwill B+ 1he ans who fes ecyuired more macksin the teshaics)
sysluzuon,

In s of ovet witing/Lutiing/use of Blanco i found in the Fitianctsl BId docament, the g will & teken & null & v
howarver 4 the figuras are seadable and 2ve aleo Suly, Ogaed only then, tnd will b= SCOAYLEY:

Contract spresment will be execuled after depcsn of 5% pefommance sesunicy of s tots] weader smoont i shape of
Pay Qrder/Bank Guargetse i fawes of Lt Bank Lmited,

Quaifty 1s ansured. In ese It s Fevealed ¥ any SUEge MRl sepPly OF the iems that the 3sked specincEtions of the
1BN0e bawe nat besn mar, (he performanes sscunty will be foceited,

Freee Dackup Feoaity & Cabe The e S repiontsd datective

Ga0ds 13 he Selivered haye 10 e pervadm suen & Way That 0o damsge w 14parted by the branchen asilvaey. 1n case of
ANy suith compleint i receiuad the tidder will splace that e @t hilds T st

It tha sbugstinn of warranty penad sre not mee ot delayec, the repai #1c. requirement o this azzoamt wil be
Geducted frisn the performence securty | HRCORTE Sy e Sue 10 Stpplier

Payment will he made i Pok Ruper. (” ":1
¥
L 4
There caon Se wubpeguent modificstion o cmendmeny fo 1pecific tender for wiharn (i advised 1o keep w :
Mwumm;pwwmmmf&;bw%:{gwmnm& "y }»
i e i 1
J ol j ¢
/ il ‘é
) . . | S Bl (=i
Mgnature & Stomp of Bidder S e " I‘. ot .y
— | — - b,
‘[ T 5 -
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TENDIR REF.NO. SNDB/COK/ADMIN/TD/1193/2021
WA K - 5)

SCOPE OF WORK / TECHNICAL SPECIFICATION

Sindh Bank requires Supply and Installation of Data Centre Web application firewall (WAF), The requirament
will be issued on need basis. Therefare quantity may vary depends onthe requirement of the bank, accordingly
bank will not be responsible if the quantity asked is not as per scope of wark below and in this context no
claim will be entertained. Payment will be done on supply and installation of actual numbers of items.

The prospective Supplier will provide Sindh Bank with Two (02) Enterprise-Class Next Generation Web
application firewall (WAF) that include the following features.

Web application firewall (WAF) REQUIREMENTS:

SPEGIFICATIONS

T

SN# SPECIFICATIONS

L7 tequests per secand: 650K
Ld connections per second: 250K
1 Intelhgent Traffic Rrocessing: L[4 HTTP requests pet sevond: 1M
Maxtmum 14 cancurrent connections: 28M
Throughiut: 20 Glps 1$/L7-

ELCT 6,58 TPS (ECDSA P-256

2 tardware Dificad SSUTLS: ASA: 10K TRS { 2K keys),
10 Ghps butk encryption®
3 Soltyare Compression: & Ghips
4 Safiware Arthitscture 7 64-biL TMQS
H Qe Dainand Upgragabte. YiS
& Frocessor: One aCare Intel Xeoy processor
o (total 8 Yyperthreaded logicd) srocessor-cores]
7 Mamory 31 GR DDRA
2 Hiard Dreve: B 1 TB Enterprise Olass MOD
3 Glgalbiit Etherer CU Ports: Optiongl SFP
10 Gigabn Fiber Parts (SFP); ‘BSXor X [suld separately)
11 Lo Ciigalit Miber Ports (56F4): | 4 SRAR [5old separately]; opsioni 106 copper direct aftach

Pal
1 The WAF shall be able to automatically-built policies
2. The WAF shall be abie-tc manually accept false positives by simple means [check box)
3. The WAF shall bie abie to define different policies for different applicatians
4. The WAF snall be able 1o create custom attack signatures or events
5. The WAF shall be able to customize Denial of Service policles
5 The WAF shall be atle to tombine detection and prevention techriques
7 The WAF shall have palicy roll-bDack mechanism '
B The WAFshall be abile to do varsioning of polices
The WAF shall have a bulit-in real-time policy builder with automatic self-learning and creation of security polices

(-)‘ The WAF shall have zpplication rezdy securl | ions - i i
SAP, Oracle Appiications/Fortal, Peogiasalt i 1 go%ﬁ;%? Pications - e Microsaft Sharepoint, OWA, Activesync

L1. The WAF shall be'capable of being restared to factory defaults
2. The WAF shall have the ability to automatically dete JCserver technologies and suggest adding the det

2
(“\\ te:hrques o the user's security policy, )‘_}_.:;;,/
it

- Y . A ‘
'ﬂ\\\\““f ¢ .“l & A ?QQ
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TENDER REF.NO. SNDB/COK/ADMIN/TIV11493/202]

13, The WAF shall provide layered palicies canfiguration in a hierarchical manner with 2 parent sng child pdlicies, This
allows far quicker policy creation and lzarning. A security policy-can be ereated In two waye:
*  Security Policy: This s similar to previous releases of sn ASM sacutity poliéy which can be zpplied to any rdlevant
virtual server.
»  Parent Pollcy: This Is 2 new type of polity which ensbles the user to treate:a highor level policy to gt as 4 temgilate
far its artached ehlid policies.
14. The WAF layered palicies configuration enhancements shall have the followings:
=  Admiristrators can mandate that all new security policies created must be attached to 3 compgatibite parent poliay.
*  Allattached child policles for a parent policy are listed in the parent policy detalls,
Parent policy suggestions now have a maximumm score of paraliel suggestions in its child policies, All lacked chlld
suggesthions propagate ﬁo the parent policy. The stare of the rgzratlel suggestion in each chiid iz shown In the parent
policy pane per suggestion, with the top scaring children marked

15. The WAF shall have an Improved Palicy Builder Process-which has a sinﬂte tabbed screen cun'mmmf the configuratian
fora lla‘s General Settings, Inheritance Sgn_ir;%s. Microservices, Attack Signatures, Threat Campaigns, and Response
and Blocking Pages The Palicies List displayi the name, enforcement made; attached virtual servers, and OWASP

compliance.

B Leal 55

1. The WAF shall be able to recognize trusted hosts

2. The WAF shall be able to learn abiout the application without human intervertion

3. The WAF shall be abie'to inspact palicy {auditing « reporting)

4. The WAF shall be able ta pratect new content pages and objects withaut palicy madifications

S.  Able to provide anomaly fearning of client integrity whether it is browser camparad ta automated web attack too!

6. Able bto configure whether the system tracks sessions based on user names, 1P addresses, or sassion ilentification
numbers,

7. Positive security mode] support - An "allow what's known" pollcy, bivcking all unknown {raffic -and data types

8. Positive security madel configuration

9. -Application flow )

10: Dynamic Positive security model configuration maintenance

il B%IIT lal&prc»:ess englne to detect evasion fechniques [Ike cross site scripting 15 there an out of the biox nule database
a e.

12. Automastéd regutar signature updates

13, Operatesin 3 full Proxy architecture and inline cantrdl aver all traffic through the WAF

14. Abjlity te hide back-end apphication servar 05 {ingerprinting data and application specific information
15. Abllitly to protect against maficious activity within and hijacking of embeddead client side tode (javascript, vbscript,
etc...

ba
The WAF shall be able to perform cloaking e.g hiding of error pages and application ror pages and even specific tata
Thie WAF shall be able to perferm virus checking on HTTP file uploads and SOAP attachments Suppart o Anti-Viris via
ICAP communication channal
3. Pravide protection of AJAX-enabled applications Including those that use ISON for data transtsr berween the clisnt
and the server. This include support in set up AJAX blocking response behavior-for applications that use AJAX, s that
if aviolation occues on an AJAX raquest, the systam displays & message or redirects the application user wo anather
location.
The WAF shall support protection of XML Web Services
The WAF shiall restricts XML Web Services avcess to methads defined via Web Services Deseription Language (WSDL) or
XML Schema format (XSD)
The WAF shall be abte to perform validation for Web Services XML Dacuments which Is WS-l'compllant
The WAF has a XML Parser Protection, limit recursions to thwart DaS conditions, limit the numbers of slements.
lengths of elements, attack signatures enforcement. In-addition, it can be used to encrypt-and sign documents
according to the WS-Security standard,
The WAF shall be able to perform Intormation display masking/scrabbing an requests and responses
The WAF shall support Sensitive Data Masking for personal details abgut users and eredit cards In the foffowing entifies:
a.  HTTP Header fields, especially Authorizaticn
b, URL segments with persanal identification using positional paramprérs
¢. Cookie values
d  HTIP R'ecLuest body using positlonal perameters
10. The WAF shall be ablé to maoniter [3tency of Layer 7 (application layer) traffie to detect the splkes and anomalies in the
typlcal traffic pattern ta detect. repart on, and preverit layar 7

Lol o

N@ s

10 m

11, The WAF shall be able to tetect, raport on, and pre yer7 (application layer) brube force attack atte

i \ +t0 braak n ta sequrad area o a web applicaion by
Y ’%an Ve, systematic permutations of r | me/password combinatlons-Lo dlscover I ‘9\ 4
{\\ - F a4 ’ -K\ 7
6“0 ¢ ,{'—b."'\ {
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authentication cradentials, A
12, The WAF shall be abfe ta detect, report on, and prevent Layeér 7 {application layer) welo bot doing recursive web

scrapping

and rackl surfing. it also has the ability w© differentiate

automated web attack agent from legit user, Provides the ability to customize the default fist of recognlzed search
englnes, and add own site’s search enging to the svstem’s list of £, The WAF shall be-able ta Integrate With these
vulnerability testing tools - Whitehat sentinel, 1BM Agpscan, HP Webinspect and QualysGuard, for automated Instant
poliey tuning. Pravide unified 1P address whitalists for Palley Bulider trusted 1P addresses, and anomaly whitelists
{DaS Attack Pravention, Beute Force Attack Prevention, and We_b‘S;:raplng‘ Detection)

13. Provide GU! based control (o determing the raputation of an IP address and agagm_e I[‘eg. biock). based an that
veputation. The IP reputation database \s regularly updated, It detect P reputafion based ort:

wWindows Exploits: IP addresses tha! have exercised: various exploits na%ainsl Windows resourcés using
browsers, programs, downloaded flles, scripts, or aperating system vulnerabilities.
Weh Attacks. IP addresses that have launched web dttacks of various forms.

b.

c.  Botsets: 1P addresses representing compromised computers on the Internet that ace now part of a botnet
{machines that send spam messages, launch-various attacks, or behave in other unpredictabils ways).

4 Scanners: IP addresses that have been ohserved to sean parts or natworks, typicallyzo tdentify vulnerabilities
for subsequent explaits,

e Danlal of Service: IP addresses that have launched denial of service attacks, requests for legitimate
services, but which noeur at such  fast rate that targeted systems cannpt respond and become overloaded
or unabfe ta service lagitimate cllents,

i  Reputation: IP-addresses that issue HTTP requests with a low average reputation, ar that request only Known
madlware sites

g Phishing Proxy: IF addresses assaciated with phishing websites (sources that attempt to acquire informstion
such s user pames, passwatds, and credit card detalls by masquerading 35 a trustworthy entity).

' -
1.  The WAF shall be able to support the followlng evasive datection technigques :

4.  URL-decoding

b Null byre string termination

e Salf-reterencing paths (i.e. use of 7./ and encoded eauivalents)

a4  path back-references (i.e. use of £/ and encoded equivalents)

e  Mixed case

{.  Fxcesgive use af whitéspace

g Commentremoval (e.g. convert DELETE/"*/FROM to.DELETE FROM)

k. Coaversion of [Windows-supported) backslash charadtersinto forward slash characters.

. Canversion of 1S-specific Unlcade encoding [2R0XXYY)

| Decode HTMLéntiries [e.g. &#99;, Rguot;, BiHxAA;)

k. Escaped charatters (eg. \, \QOL, \#AA. \UAABRB)

. Negative securily model techniques

m Implemented concepts to cover vulnerabilities (QWASP based):

7. The WAF shall ig abile 1o protact against:

a,  Unvallgated input

b, Injection flaws

€. SOUinjection

d,  OSinjection

e Parameter tampering

1. Cookie poisoning

g Hidden field manipulation

h. (ross site scripting Tlaws

. Bufferoverflows

j Brokern agcass cantrol

k. Broken autheptication and sesslon management

I tunproper Error Handling

m. XML bombs/DODS

m Foreeful Browsing,

o Sensitive Informaticn leakage

p.  Session hijacking

. Denial of service

r.  Reguest Smuggling

5. Cookie manlpulation

3. TheWAF shall be able to prutect against New attack si ires -]
4. The WAF shzll be able 1o protect agamst XML Exterr; s (XXE) ; ™
(N S The WAF shall be able to protect ageinst insecure n |\ \
. 5  The WAF shall be able to grotect against NeSQL In P i -
‘;Q\, 7 \‘C}e WAF shall be able w protec agam,sr'\n‘,s’écwe Ipfoad ?&*\ {
\-. r'k J) f L T}\- |
Aﬂ;’l/g ; nﬁ;h Raho Kamal Rashid A/ Alvi
-/ Admin. Diy Officer 2 :
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The WAF shail e able to protest against Server-Side Template Injection

L4 £ € dancy Cap -_L-, £S5
The WAF shall be able ta suppart High Avaidlabllity Fallover via netwuork onfy

2, The WAF shall be able to perform application leval health chéck of tha back end servers

3. The WAF shall be able ta load balsnce ta the back end servers (round robin, ledst connection, fastest response)

4. The WAF shall be able (o support caching and compresston In a single platfamm

5. ;&eﬂ \s\#\“is shall be able to be impleménted and Instalied on separate application dalivery controller (ADC) wardware

6. ghga\ng solution shall allow traffic pass through when the services faill. (Note that this is differant from Fall-open
i

7. The WAF shall be able to support vian configuration through built In switel

8. The WAF shall be able o perform TCP/IP optimization

8. The WAF shall be able ta perform packer flltering

$5L capabliltles:

1. TheWAF shall have SSL acteleratars available for SSL offloading

2, The WAF shall stora the certificate private key an the WAF using a sectre mechanism

2. The WAF shall store the certificate private key on the WAF using a secure mechanism, and a passahrase

4. The WAF shall capable of communication te a backend application server using https '
5. The WAF shall be capalile of tuning the 55U parameters, such as SSL encryption method used, SSL versian
Other Mandatory Features;

1. -Able to support the prevention of sending or atcessing coakias when unencrypted HTTP is the transport

z.  Able to mitigates click-jacking attacks by instructing hrawsers not to Inad 3 page Into a frame

3. Able to suppurt generic scanner via a published XML schema

4, Mitigating Bots.via Captcha {login wall).

5. Enable detection of anamplous traffic patterns that stem frarm a specific unique geo-location and allowing throttling
of anomalous traffic by geo-location based on RPS counts.

6. Proactive BAT defense ths! provides always-on protection that pravent bot attacks drving Layer? DOS awacks,
webscrapping, and brute force attacks from: ever tak! jace. Warks with existing reactive amamoly detections,
fntroduces javascript challenge to slow requests dowa azﬁ istinguish bots bafore requests reach a servar.

7. IS abfuscation and client side security, Adding an obfuscation mechanisw ta protect J§ agsinst exammatinn of revarse
eg}lneering and tampering. The mechanism will ran an the apf)llaqcz as a lava background pfe(;ﬁss complling and
obiuscating 1S code - encrn)tana the codle. This-enhancemant will ultimately hide sensitive Information with IS, insert
changeable data inta JS flles and allow a lock-free mecharnism of syncing dynamically generated data including
CAPTCHA and RSA key pairs,

8. The WAF shall support JSON gratection.

9. The WAF shall suppart Single Page Application (SPA) protection by:

e Identifying the login page based on the Action Parameter
¢ Detecting Nameless Parameters.

s Protecting Single Page Application Form sithmusslons,

*  identifying the Username.

s Recognizing the JSON Conrent Profile better.

10. The WAF shall provide CSRF Protaction with fwo enforcament motes:

¢ Verify CSRF Token
»  Verify Grigin

11. The WAF shall support simplified custam attack signature 1ule writing to.allow users to create rules withaul needing
ta use Snart syntax or escape comman characters. )

12. The WAF shall support cockle madifications for the ASM policy and Device [['cookie names.

13. The WAF-shall support Wildzards in Disaliowed HTTE, HTTRS and WebSocket URLS.

14. The WAF shall suppart monitoring of resgurce utilization for request quewe sizes with threshold alerts triggered an
sent over wocal log, SNMP or SMTP. In this way, users tan spot

15, The WAF shall allows the addition of a list of domalns allowed to sear out AJAX requests with tustom héaders for
Single Page Applications, This prevents browsers from blacking cross domain AJAX requests while still enforcing a CORS
[Cross Qrigin Requests) policy with single page applications.

16, The WAF-shall support Incidents exports in HTML formar.

17, The WAF shall support Learning Suggestions exports In HTML farmat. _ )

18, The WAF shall pravide mlcroservicas security pelity fora defined unique identifier of Hostname < URL.

19. The WAF shall provide Selective Security Liva Software Lipdates which can receive scheduled and real lime selactive
live updates of attack signatures, ot slgnatures, browser challenges, ‘

20, The WAF shall have the OWASP Compillance Dashbaard which datalls the coverage of each security policy for the top
10 most tritical web application security risks as well as the changes

s 21. The WAF shall support HTTP/2 aver S5L/TLS on bo ent and server sldes. without having to translate thi clent
r i HTTP/2 trafflc to HTTR/1.1 on the server-side. = i _ Y
s5 23, The WAF shall log challenge failires Iznvgg Toge /gap’t&eaﬂon Security and Bot Defense. . . {ﬁ.\
BN s MRS |
) -
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The WAF shall have PCI Compliance reporting which includes 2 optians to automatically fix compliance {ssues to
support PCl Compliance 3.2:

Encrypt ransmission of cardhalder data across apen, public netwarks

User is forced to change password every 20 days.

25 The WAF shall have TLS fingerprints itentification ti distinguish between bad and good actors behind the sams 1P
(NAT) and only black rraf‘ﬁcl rom bad actors.

25. The WAF shall support Pollcy Chiange and Sécurity Event Reporting 10 Continuous integrati nit] ‘ '
{C1/CD) Servers | o‘;',%ll ‘Cycle Supggrt, WAFP denira,yment cag. he i‘ngtégrqieHDWithlh ﬂ"lll; ‘;;sr:.rt}f&s(cgn j '"f}.i‘?neﬂ'l':g
pev'cimst_to'?l chatn far test and production environments. This allows the user to deploy the rig NfAFguﬁl‘-Vpér each
applicatio

F ing & Blocking:

1. The WAF must ahle tocanfigure a list of Aliowed File Types for your web application

2 The WAF must be able @ allow ar disaliow spectfic file type

3. The WAF must able to configure a list of Allowed URLs for your web application

4. TheWAF must able to configure a llst of Allowed Parameters for your web application

5. The WAF rust able to configure a list of Allowed Cookies for your web application

6. The WAF must abfe to configure a list of Allowed HTTR Mathods for your web appilcation

7 The WAF must tapable of blocking specific st of HTTP methods

8. The WAF mustable to canfigure a list of Allowed Redirection Domains for your web applicatian

3 The WAF must be able to enforce maximurn length of following HTTP request parameters

= URL Length

»  Query String (UIRL parameters] Length
s Request Length

»  ROST data size _

10. The WAF must be able to enforce speafic HTT P keadersand values to ba present In cllentrequests

11, The WAF must suppart HIMLS Crass-Biomain Reauest Enforcement to enabile one website ta atcess the resources of
another website using Javasiripl.

12. The WAF must be dble th enfarre specific HTTP headers and values to be present in client requests

13. The WAF must capable of defiring peramaters of own attack detectlon signatures and be alerted wher thresholds for
these are passed

4. The WAF must automatically download anid apply naw signatures to ensure up-to-dste protection

15, The WAF must operate in 3 full Praxy architecture and inline control over alltrafiic

16. ‘I;:;e WAE must be able 1o to hide back-end application server QS fingerfrinting data and application specific

plmalion

17, The WAF must be able to protect against malicious activity within angd hijacking of embedded cllent side code
(Javascript, vbscript. ect..]

18 The WAF must be abls ta aitigate DaS vectors focustng on pratocol weaknesses of HTTP such as:

a  Slowlorls
¢ Slow Post
e HashDeS
v HTTP Get Flood

19. The WAF inust be able to defert Do$ attacks by manitoning the dverage number of transactions per client IF addresses
or individual requested URLs per second

20, The WAF must be abletc detact Dos artacks by moditoring tnesverage time it takes for The backend sérverto repspend
ta a specific LIRL_ The WAF evaluates the response traffic fram

21 the server 10 undersrand the Server Stress level o daterminea DoS attack

22. The WAF must be able 1o datect, repart on, and prevent Layer 7 (application layar) brute force attack attempts o
break In o secured areas of a web application by trying exhaustive systematlc permutations of code or
uiername/passward combinauons o discover legitimate authentication crédentials.

23 The WAF must be-able to stop non-hiuman attackers by presenting a chara¢ter racognition challenge to. suspiclous
users. This CAPTCHA challenge will be prasented after the system detacts one or more of the followlng issues:

A suspicious 1P adtress
s Requests from g suspicious cauntry

24. The WAF must be able to mitigate traféic from countries that send suspicious traffic.

25. The Wak must be a%le to inject 2 JavaScript challenge instead of the original response in order to test whether the
clienit Is a Ieg/timate browser or 2 bot,

26. The WAF must he ablé to protect Web Scraping from following criteria* Bot detectiaon {Mause and Kevboard activity,
and Rapld Surfing-detection], Fingerprinting, Suspiciaus clients and

27. The'WAF must support IP address whitelist and blacklist

28, The\bﬂjll;?li'- must have capability of datecting non-browser based 80Ts as part of the WAF advance BOTs detection
capabilities

29, gh;d WAF(;;WII support the ahility to disable indlviduzl attack signatures pn HTTP headers, wildcard URLS and wildeard

ecaders (*).

30. The WAF shall use proprietary carrelation algorthm ate reported events from non-staged traffic into user-
unelerstandabile security issue incidents for quicker re apds user \

¢4 31, The WAF shall support "Patential Disallowed “List which may be seen. in malicious requests, isuch as
4 | Uinfermation leakage and remole -:ode/g,xggunm, I, ¥
k - f s
NN C__ 17 T '
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