
SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCT]RING AGENCTES FOR PUBLIC CONTRACTS OF
woRKS, SERVICES & GOODS

SINDH BANK LIMITED/ADMINISTRATION
l) NAME OF THE ORGANIZATTON / DEPTT.

2) PROVTNCTAL TLOCAL GOVT./ OTHER

3) TITLE OF CONTRACT

4) TENDER NUMBER

5) BRIEF DESCRIPTION OF CONTRACT

6) FORUM THAT APPROVED THE SCHEME

7) TENDER ESTIMATED VALUE

8) ENGINEER'S ESTIMATE

SCHEDULED BANK

Supply & lnstallation of Web Application Firewail (WAF-2)

sN DB/COI(ADM ]N/TD/1 1 94t2021

Same as above

Competent Authority

Rs.4,950,000/-

(For civil works only)

9) ESTTMATED CBIPLIION RIOD (AS PER CoNTRACT; 1 Year

10) TENDER OPEIII) ON ClrT 0910412021at 1145 Hrs

l l) NUMBER OF TE
(Attach list of buyers)

12) NUMBER OF BrDS npCtl'VpO

I3) NUMBER OF BIDDERS PRESENT AT OPENING OF BIDS -

14) BrD EVALUATTON REPORT
(Enclose a copy)

15) NAME AND ADDRESS OF THE SUCCESSFU lntegration (Pvt.)

16) CoNTRACT AWARD PRrCE ka
ta'Ll
'6u,ro*1

I7) RANKING OF SUCCESSFUL BIDDER IN EVALUATIO.
t^Jil

xJr(fuf
(i.e. I ",2'0,3'd EVALUATION BID). 1. M/s. lnnovative I

l8) METHOD OF PROCUREMENT USED : - (Tick one)

a) SINGLE STAGE _ ONE ENVELOPE PROCEDURE @t
b)

c)

d)

SINGLE STAGE _ TWO ENVELOPE PROCEDURE

TWO STAGE BIDDING PROCEDURE

TWO STAGE _ TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i.e.

EMERGENCY, DIRECT CONTRACTING ETC. WITH BRIEF REASONS:

U3

(P!(.) Ltd



Competent Authority

19) APPROVTNG AUTHORTTY FOR AWARD OF CONTRACT

20) WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?

Yes { No

2I) ADVERTISEMENT :

SPPRA Website
(If yes, give date and SPPRA Identification No.)

Yes SPPRA NIT I D:T00531 -20-0025

No

ii) News Papers Yes Express Tribune, Daily Express & Sindhi
Express (2410312021)

No

f newspapers and dates)

22) NATURE OF CO
o"ff"}'' IIr llrnt.

23) WHETHER QUALIFICAreN
WAS INCLUDED IN BIDDING /
(If yes, enclose a copy) Yes ll/ I lNo

24) WHETHER BID EVALUATION CRITERIA
Yes lll llNoWAS INCLUDED IN BIDDING / TENDER

(Ifyes, enclose a copy)

25) WHETHER APPROVAL OF COMPETENT AUTHO FOR USING A
METHOD OTHER THAN OPEN COMPETITIVE BID

26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS? Yesll/llNo

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATED
BID / BEST EVALUATED BID (in case of Consultancies)

28) WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY

COMPLIANT?

Yesll/llNo

Yesll/llNo

29) WHETHER NAMES OF THE BIDDERS AND THEIR QUOTED PRICES WERE READ OUT AT
THE TIME OF OPENING OF BIDS?

30) WHETHER EVALUATION REPORT GIVEN TO
CONTRACT?
(Attach copy of the bid evaluation report)

Yes { No

BIDDERS BEFORE THE AWARD OF

Yesll/llNo

213

(If yes, give



3I) ANY COMPLAINTS RECEIVED
(If yes, result thereof)

Yes

No No

32) ANY DEVIATION FROM SPECIFICATIONS GIVEN
(If yes, give details)

IN THE TENDER NOTICE / DOCUMENTS

Yes

No No

33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(If yes, give reasons) Yes

No No

34) DEVTATTON FRIM Qlln TION CRITERIA
(If yes, give detald reastr].) Yes

No No

35) WAS IT ASSURED BY
BLACK LISTED?

CY THAT THE SELECTED FIRM IS NOT

36) WAS A VISIT MADE BY ANY OFFICER/O E PROCURING AGENCY TO THE

SUPPLIER'S PREMISES IN CONNECTION ENT? IF SO, DETAILS TO

BE ASCERTAINED REGARDING FINANCING ROAD:
(lf yes, enclose a copy)

37) WERE PROPER SAFEGUARDS PROVIDED ON M
THE CONTRACT (BANK GUARANTEE ETC.)?

38) SPECIAL CONDITIONS, IF ANY
(lf yes, give Brief DescriPtion)

I
LI

)/?,
FOR OFFICE USE e^v! 

!!e a r o t .q o n i n ii ;, ti,ri,
SINDH BANK LIMITED

SPPRA, Block. No.8, Sindh Secretariat No.4-A, Court Road, Karachi*
Tele: 021-9205356; 021-9205369 & Fax: 021-9206291

i@tEEI4
313

ANCE PAYMENT IN

,M,l-/ - .tr

N ttttt'z (
\Signature & Official StamP of)Signature & Official Stam

7 o"thorized Officer



BidE@
$upplt' and lnstnllation of Wob-Application F

t Nmru ul Prrtcurittg '\gc11u1 Sindh Bank Lul.

1 'l'$rdr:r Rcl'errnuc Nu sN rrt]/c0r{AD[{N/TD/ I I 9,t/2U3 I

3 'T'cildcr Ilcrcrirrt ion Supnly srrd ln$ullulrn urf Wch .{ppticdiott Firrrvrtll (WAF.?l

J 'Met hrxl t,l" Prucrtrnnqtl Sin-ek Srugc Onc Errvr.'lop Oirtdirrg Pr-.*'ctl!qq

5 l'tnder Publislrcrl3E SI'PIL\ 5. No, sPIIRA 5 No, 't 00fS l-20,0(tt5

6
-tourl tlid Dor,-urneats Srrld (l I

{
'I'ulal []ids Rfi:(ir',.'d (ll

t{
-Iuchrrir:al Bid tlPoning Dut.e (19iu,l,'1,021

q Frnancial ltid OFsIring Dure ()91().1/201I

l0 No ol' lliJ "l'cchrristllt 
Quxliticrl- I

ll ll iill i t l[r-'i r:r:ted U

s.
No,

Namt uf
(lomprn)

Cost Ofl'crcd bY

Bitlllor

Ranking
in'l'erms
of Cost

(lomptrisoo wlth
Estlmntcd Cost
(R\.{.950.000/-)

Reeson for
Acceptan.ccl

Rejectinn
Remrlis

0 I
,1 t .1. 6

I

Mlt lrrne.rvativc

lrrtegrutrort rTvt)
Lrd

IG. 1.7-to.q l-s' - Qunlilierl
llidtlu'r

Itsit03.Otlsl- lulors
witlt lhr: r.stiflrutud

rtxl

Accoptod Boing
tlie Qurljlicd

tlidder

'Ru}..-fS 
hurnq bccll

sonrDliod

\.r/

Norc: iy/s ldnrrvrrir.c lrrrcg1gtion { Pr t) l,rrl ir .rrlcctcd for Supply untl lnrBllslion of lVcb firtrrtll (\1"{p2; tq $lodh

Bnn[ l.td hcios thc t;uulilled hirldcr'

Meobons -f rocu rcmcut Coullni req

(lvlr" Saucd Jarnal) Chief Firfrincial Olilcrr - EVP - Chgifplrsou

(fttl SluhadBeggl Fle:rcl of Adrninl'itrilion - EVP- Melnber

(Mi. SFd Muhrrmmud Aqecll,Chief N'tanager. IDBL. KHI -i{VP - ltlember



$\e,Hilxu-
r I'.-,J.6l5lfrfJ
'p.rrq|r 

JLl,uft.rir tr' l+rr.rll

l)arc: ?8-05-2O21

SubJect:

'fhis is to cerrjf.t, rhar as only one bid wqs rccoived again'st thc tender, $o Bule {8 hae bc€f,t cbmplicd ttdtb

detail as lollotxrg.

Merket Prlce Curreat ?cnder Hee
Rs.6,09-1. b0e / '

{ Qu ui:rtiotr Artar.hr:li I

Rs.4.7+6,9LSl-
IBI9R mlached;

M. llashrd Memon
UP-l ll,T. Division

MefiFirg, * S.ocurcment Commlttec

lMr. Sare.d Jarna[ Chrief Finatret;rl Crflrcer -. EVp - Chairlrrson

tCol, Shaf lza<! Brgl Hcacl of Admrnjsratron - EVP - Mcmbe-r

(Mr. $yect Muhammad Aqee{ Chief l\{.anager. TDBL KI{I -AVP-'Marnber

,o,,,,''*ffi***"o,
TDNDER R-Etr' NO. S}{DB /ADlt[!t / TD/ I 194/202I,



Datcrl: :lPr llll'2{l:ll

T,r.
Mr. Zctshut.
Shdb BuuL Kruut'lri.

'\,'

Cardcn .fttwn l.;thtrru.

rUTUI(r. [orNr

'h,

Sutrmitted By:

Z,ain Ali
Key Account
FUTURE IIO.
E-mall:

fECI|NOLOGI!:5 126, Sher Shah nldck-N*w Garden Town [.ahore.

t *r

Financial Proposal

Srrlrject:



FUTURE POINT TECHNOLOGIE$
rlj Lgtrt

llr. Zccsbrn. Dutnt i\Ir g0l2o2l

SiriL 8IdL furachi Vc-l l.t
tlt.f Nr. fPT-200,ft1021 -

DEs,r fi,

W6 drC ptiese, to thare oui propoJal for fiBvisdd Floiniial ProFosal for.Fg 126(Eawaf elc. Wc.fegl honol|Ed lo inforin thd!

Itituta Pol,lr.Todlnoloeles lr pertner vrlth some ol the teadhg lTlTelecorit EolutionrProttidErs.suctr as Crtllx, cltco, VrtilWAXg. EMC,
.ctstrr, Jurilp€rr Huswei Mcltee, palo.Aho,.forthet, BDCOM, 3M etc. We are corfidFflt to dgllyer 3.ny iiie ol proiBcf on uirnteV
bartr.

FPT Commerctal Terms & Condirionsr

vatidity: Prcposal wlll be valid for 15 days.

Above m€ntioned priccs are subiecmo th.e quored Quantity and prices ma-v change with change irr quantity.

TUTURE P.OIIVTTECI{NOLOGI.ES 126, Sher Shah Bluck-Nsrv Garden'l"own Lahore.

tlt
Ult

s; Nq, Frrt. No. ary
Unlt

Prlce
w/o Tax

Iotal
Prlcs

wlo Tsx
GST Unll Prlca

wlih Tax
Total Prlco
wlth Tax

1
F5.UPG.AC.

Erxx
BIGIP Single AC Powar Supply for

i2X00 (250 W. Field Llpgrade)
1

2.50,s ?.50e 426 2.935 2.935

z
F5.B'G"AWF.

r2000

Bl6-lP 1260CI Advanced Web
Agrplrcation Ftrewall (16 GB Memory,

Basa SSL. Base Ccmpressicnl
1

24.185 2.1,185
4.11

1
2a?eT 28,297

3
F,SSVC.BIG.

PRE.L1.3
BIG-lP Servrco: Premiurrt (Servicg

tenstlt 12 Months)
1

3,108 3.798 646 4-,44-4 4.Adti

4
Fs-UPG.SFPC-

R

BIG-IP & VIPRION SFP lOOOEASE.T
fnnsceiver (Field Upgrado)

2 53il 1.079 92 631' 1,202

.f,i

_o

Grand Total USD 31.570 36,937

:
Qtv

Unit
Priso

wlo Tax

fotal
Prlct

Mo Tax
GST

Unlt Prico
wlth Tax

TotrlPrlcs
wlth lax

1
FS.UPSAC.

r4xxx
BIGIP Slnglo AC Power SUPPIY lor
i4X00 (250 W. Field Upgrade)

? 2,509
5,017 17q/t

2,935 1r r,.a?fJ.22

?
FS.BfC.AWF

t4600

BtGtP t4600 Advanced Web
Application Fhewall (32 GB Mernory;
Base SSL. Base Compresslon)

L
42.569

85.139 1T',jo 49.806,04 99,6i2.09

,l Fs-SVC.AIG-
PRE.Ll.3

BIGIP ServlCo: Premium (Servlce
Lenoth 12 Monthsi

? 6,685
13;370 13o/"

7.821,.59 15.0d3.17

Fs-UPGSFP.R
BIGIP & VIPRION SFP IOOOBASE.

SX Transcerver (Short Range, 550 rn,

Field Upgradel
d

3s8
1,433 1 7?a dlg 30 1.677.18

Grand Total U$D 1u{,900 122,802.6ff

Proposal Io.r FE l?600 Awaf

Fst4fi00AIIIAF only

Si No. Fi{rL ilo.



'lttdr:r l(cf, No. Sh{DIITCOIUADMINfl't}/ I t$trl02l

2. There can be a subsequent clarification to this specific tender for which it is advised to keep yoursell
abreast wiith the notification beihg hoisted on Sindh Bank ljd & SppFA websites reg.ularly.

3- Attachment of relevant evidence f n eligibility crit€ria is mandatory. ln case of non-provirfon 6f evidence
ln any of the requisite, bidcler will be disgualified.

4' Bank reserves the right to verify all or any dogrments from the source, submittgd in the bid as per
SPPM rule il 30t11,

5' Bank reserves the right to verifu the eguipment from the princlple at any tirne to ensure that the supply
of equiprnent is genuine, original, new and that its specification are the same as describ.J fo the bid.

5. ln case of any fake/refurbished equipment, the company may be subject to legal proceedinE as per
SPPRA rule # 30(U.

7' eompany wltl be considered disqualified it speciflcation of the WAF quoted,does not rneet the
specification given ln the tender document.

8. Cornpany shall supply Goods as per specificationi and upon Ihe recommendationS of the
Technical/Standardized committee appointed by the Bank witiitn 8 to 10 weeks rro*li+,l art" or
receipt of purchase order. ln additron to that Rs, 500/- per day will be fined after 10 daysand Hs, !,ffi01-
per day wlll be fined after 20 days.

MAJttDATOnY

1. Gsfltncorne Tax Registration/Registration Wittr Sindh Revenue Board
2. Attachment of Affidavit (specimen attached as Annexure "Hr') on stamp paperfrom the owner of the

company.
3. Attachment of Annexure "A" (With Financial proposal) & Annexu (e "8" (With Financial proposal if

Bank Guarantee ls going to be submitted as Bid security).
4. Writlng of tender reference as given in the NIT on the Envelop, carrying te.nder document is must or

the bank will not be responsible if the dbeuments are not received by the procurernent Committee at
the time of opening of blds.

5' The bidders a're reguired to submit bids only rn prescrlbed financial proforme given in Tendbr
Document.

6. The representative present at the time of opening of tender shall be in possession of authority letter
on the cornpany's letter head, dury signed by the cEo of the company.

7 - The company musr be in r.r. Business for praferabry 0s years In pakistan.
(Attach documentary proof as Annexure-7)

8' cornpany must provide a valid & latest Manufacturer Authoriratios Certificatg {rilAF, f.om theMan ufactu re r/pri nci pa I for suppry of req u i red equi prnenr.
{Attach d ocum e ntary/c Ertifi cate proof a s A n nexure. g}

Note: Attachment of rele\rant evldence ts rnandatory ln ellglbility crheria, ln case of non-provision ofevidence ln any of the requlsite, bidder wlll be dlsqualified.

Talrnoor Ghausi
AVP/Finance Dlvision, tions Div

5. Zeeshaff.truaq
SYP/ t.T. Division

Pqe I, of 3



) Web appllcatis'n firewall (WAF) that

The prospective Supplier witl prouide Sindh Ban

iirrru.t irt. fotlowing tuatures'

T: :::: H :::,"^* 
=,*, 

:i 
-f3;, 

IT"'#Jl' ffi :"#'iech 
n'I ca'|v corn ori *'i 

" *
has offerEd the. lowest cost ,nj..i,.,ged as ,o,, advanEgeous bid. rroposed iioo.' must qualiil

following'criteria: .,--^^r rnrl r Active

1. Bidder must be regist ete:e),with rncome Tax and sales Tax Department and must'appea.on

Tarpayer;l;iriL6*or .^EMl or an authorized 
partner of the oEM in Pahlstan'

2,8iidder*uneither.bear,r.an,t,.turer(oEMlor.anauthorizedPartnero
',,,fffJ? ffi il *,*::f:j: f l*' 

** 1 5 M i I I ion 

I,,l'JlJXJf,.ffi ,$i 
no'' Ye a rs A ud ited

4,,;1ffi ;ilffi ;,j;[[*T'il.;:.oi*#]I'l 
jl;;hreetoat,o,,e-,c,al6anksduring

last three Years other than Sindh Bank (YES/NO)

5. Bidder must, have ,u..urrirry done y:. iozt ueproyment! of web Applicatlon Firewau twAF) in

.o**"olj'u!"*r:::::ai*ffil:*'iFJe in at least wo (02) maior ctties or Pakistan incrudinB

6' 
i:';:1,Iffii^ili 

servrce 

. " .l ::'--, ""rernment, 
semr-Bcruernment, 

or private orsaniration'

7. Bidder must not be blacklisted by anY Bovernment'. 
sslT[l'gvv=-""':-': 

'/
t#iiNot . ^...r^rirrtion le*er for, thisspecific procurement' u'fs/No)

B, Bidder rnuu submit oEy authorization letter ro'thissn-fl;J';;; ;r;; (os) v*.r " 
tt

9. ouored iaro*y. / software sorutio. *rri have uno oi'iitJ ueyono t*t tot)l'*t' at the time o{

r,/'
,uumirri"-n lV(Vn,o) nce tast rive (0s) years. 1v?s/ruo) '/

10. Bidde' *Un'f" in relevant lT business stt

r 1. Bi dd e r m ust h a v e at re a st i* o p,,r:Trij.; l1;[:::1ffi *J *::r: :iJ;'lTlll;L **'

1r. The o,npo'.d t'::::Hlllr'rlllffil-r, 
-. ,- ,*o (02t and w,r be deploy€d in PrimarY

Years of Gartner N/las'!:::J::"il;t fiiewall (wAF)

13. Required quanrities:r, ilr.i apprication iJr*rrr (wAF) is Two t02l and

A't"Jnter in Hig'h Availabiti$ (HAlJr-
(Lj'r*l-f --l

l_r

/t{:f f L'n '^u"ot'- i*r5'"{/.- tf'l } Lq

Icndcr Rt[ No' SNDB/CO]UADIVflN 
ri?il 194/'$11

FIiGI$LTY CRITERTA NOTE

axpayerit.willconsiderasadisguallfiedtAttached''"1::-:,'e.6).J\{'

Geshari'ul-Haq
svP/ l,T. Division

AVP/ Finance Division'

Pugs I of3



Itndcr lte ll N ri.,SNDBrCO lClA IIM I N,iTD/ I I 94/2112 I

DISOUATIFICAIION

The bldder urlll be consldered dlsguatlfled prior to/durln8'technicaUflnanctal erraluaUon proc'ess or
,after award sontract ifr

X. On black list of SPPRA & Sindh Bank Ltd.

Z, lssued with two (Z) warninB letters/emafls by the Sindh Bank Ltd in the past to the bidder {o-r

un$atlsfactory Pe rforma nces.

3. Not 65T/lrrcome Tax Registered/Registration With Sindh Revenue Board

4. Alrernate bid is;offered.

S, Non - Attachment of Annexure "A" (With Financial Proposall & Annexure "Be,(With Financial

Prbposal if Bank Guarantee ts golng to be submitted as Bid Security).

5. The qualified bidder sublets the contract ih any formlstage to any other agency.

7, The tender is deposited without Tender Fee-

8. Warranty of supplied iterns is less than 1 year.

g lf during verification process of the cliEntal list the response by anY of the bank is unsatisfactory on

a"ccount of prrevious performance-

10. After supply, if the specifkation of supplied items is fo,und different with the ltems produced'in front

oI committee at the time of technical evaluation.

11. ln the past, the company agreemenr has been prematurely been terminated after due qualifica$on

'ln any of the category of the terlder.

VP/ Aperations Div sVP/ l,T. DivisionAVP/ Finance Division.

Pogc 3 ul'3



,'l! / { I,r-.* r.lrut i,rt u{q.#. * { l'*d I t}4
*td

TENDLR REF.NO. SNDB/COK/ADM INiTD/I I 94/,?O? I

1 *r$f-r-)

scopE oF WORK / TECHNICAI SPECLFICAT|ON

Sindh Bank requires SupplV and tnstallation of Data Centre Web application firewall (WAF). The requirement

wlll be issued on rreed basis. Therefore quantity rnay vary dependl on the reguirement of the bank,,accordinglv

banl will nor be resporrsible if rhe quanhtv asked is not as per scope of wsrk bdlow and fn this fqntext n'o

claim will be entertained. payment will be done on supplrT and installation of actual numbers'of"items'

The prospective Supplier will provide sindh Eank with one (011 Enterprise{lass Next Generation web

apnlicatton firewall (WAF) that irtclude the following features'

SPtclrqArloNS

SNT specrtcarlong

I tntelligent Trallt( Frq;ei$rtg:

t.7 rsqdests Pei rc'coiid: l5Dlt

L4 cnnn,:clrD{rE.per rt*ond : li5l(
L.l HTIP irtluestc Oot *ecofldi.600(

MBxfirrtm 14 rurtcstr6tit ConflE€ttofl$: 14lrl

- TnroutlPuu l0.Gbprl{17

2 Harrlwdre O, lload tSL,/TtJ :

ECCI' 2.r'( TPS (ECEsA P-2551

RSA:251( TPS.(ZK refr!
S gUpr trtt rn"vgt'or"

3 fuftwar* (iorlPre$lott 3 Gbpr

a
't SOI 1, l^,'a re Ar( n rltCtiJf B !

5+brt TMOS

q Oo{renut:d r.lPgrad.aDle: YE5

t Procesgot'
Om Z_COI: llrrel &qtrunr.pro€rf5[F

ttotal,l tryperthrea$ed lo8k"l pfo(€13or corer)

7 MerrrrJry' t-5 GB oDe{

I Hnrd ott!,e: .t 18 intsrpf ise ctasr hJDD

9 G'isahlt €rherrret CU Porrs: Cp$onal sFP

r0 GtFbn rqqflgls lslPlj .i 5I er tJ (sold saparately)

1l IUGrgabrr f ib*i PorrrlSFP'l ,' 561g1. (,rotd leptrrtety;; oplional 10G alSrger dtect attetft

Folkv Manarerrent . !

-L 
The wAt shall be able to automarisallv-bullt pollclet

l. The WAF slrall be ahle to manually.accept false positives-by slmple fne8ns (rheck boXl

i, The WAF shail be able to define different policies for different appllcations

4. The WAF rhall be ablb tO (reare custorn arucf, slgnatures or events

5. The:wAtr shall be able to ctstornlre Denlal of scrvlie pollcles

6. Ine WAI rhatl tre able to r-ornbine detectlon and prevenlion teChniques

t. The WAF shall have pollcy roll'back mechantsm

8, The WAf shallbe able to do versionlng o[ pollces

i. ffre Wnf shal have a built.in reat-time policv bullder. wtth autonratiC self'learnlng,and oeatlon of security ppllcgs_

rO.. n. WAF shatl have applicarion. ready icrrity temphtesfo.r qpplicationr - et Mlcrosofi Sharepornt, OWA, ActiveSync,"-' i[F' Oricte Appllcati6ris/Portal, PeopleSoft. Lbtus Domlnc tor

11, Tha'wAF shall be capable of belrrg restoredto factolY defaults
ii: iffi iA/Ai ir.,u'ir nr"Jttre alrntv tE auiamatrraltv oetkt 1grrer technologier and suggest adding the det-l 

teitl,rotirg'ies ro the user's gecurily Pqll,:l'. .-fr , . ! -,., , .!1^L -^, -.,,r1rlhii'""iilii"lfiuiiriiouu* r,iyeri? ioiiJiei'ionfigvrall&titrerarchrcal manner. w.rth a parent and chll{ fpl($

[,$y'iorquicl.irpolicycieat":cnand-Wcanbecreatedintwo*.,'',-...Fl
t\

lfli RalQ\ Kamal Rashid

Officer Operation Div,

Atif Alvi

AVP.lUl.T. DivlsionAVP-IU Admin. Div.

P4e I of 7
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'rENDIitt R}:F.NO, SNDR/CQKrADlv{lNrrD/ I le4i:0: I

Security policy: Thls ts sirnllar ro prevrous releases of an ASM recurlty policy urhich can be. applled tb iny.reHvant
Mfiuaf rerver,
Perent Pollcy: Ihlt ts a nevr type ol policv whtch enables the user to create a higfrer level'policy to act as a t&rnplSte
tor lts attactied chlld policres,'

14, Ihe WAF tayered pollctes configuraiion enhanremenTs shall have the followings:
. Adminisrllqrs'can mandare that ttl new secuilty pollcies created musl be aruched to alcofnpatiblerparent poltry.

r All atrached child pollcles for a paront'Follcy Bre;li'sted in the parEnt policV detail:'* Parent y""ffi*ftff*"9'.[EI,Tili;"',m'?iltf,,gSr1'nS"#pil.iim1lf;tl'fi !t.5llf,,Eil'iffi#r'l'f'f[,1X11suegest
i6trci i.ne peiiuEiesriori, w'iih the top siorin6 children marked.

r q rhe WAF shall have 6n rmDroved pollcv Eurlder Process whiCh has a sirrgle tabbed tcroen conlirnfns the cortflguiation
i"la itiicv,s Cene.aIsettliiss, tntrerttihce Settinga MitroseMies, Attact Stgnatures; Thrent Campaigns. .nd f Bfi/oiffand Blocltlng pages. Thd Pollcles l-rst dlsplays the name. enlo.rc€ment rnode, a$acheo unuat servers 3no r..

compllance.

fnoflli Learninr Process
t The.WAf shallbe able to recognize trusted hosts

2, fhe WAf Shallbe able tO learn aborrt thesppllcation wlthout human interventtbn

3. The WAf rlrall be able to lnspect polcy'(arrdllng + reportrn8J

4, Tlie WAf shall be able to protaci new'c.oruent peges and oblects without gollcy rnodlfisatpns

S, Ableto provide anpmaty iearning of client lntggrty whether I is hrourser compared to.auto]nated wEE atteck fool

6- Abte-to c;;riiure ivtutir.r the iystem tracklesslons based on urer names, tp addretses, or sirri0n identificafion
numbers.

?,, pottlve securlty model supporr - An "allqw what': known' poligy, blorkin8 all unknouwt trall'u'a1rd data types'

8, PosittuS Sec.urrrf model tonfiguration
9, Apptlc4tion flgw
10. oynamic Posiilve secufiiy model conflguratlon nraintenance

LL Butlt ln procesi engine to oetect eu.sLn techniques llke cross llre srrlDtlng ls there an sut of the bqr rule daubase

avalloUe.
12." Automlted regular signature updates
13. operates in aiutt profu archrteirure-and Inttne conlrol over all'traffrc through she WAF

L4. ebititv to hlde back.end appltcation seryer os fingerpr{nting d.ati and eppllr:"atlon specific lnformatlon

ii Abilitv ,. p*t*iigirnsi-rnrilclous'activiw wittrrn and hljicking oJ enbedded rfient side codo (iawstuipt" vbsirint,

etc...l

trlnamlc Web based defensql
tr, Tne'WAF shail be able to perform cloaklng e-g trlding of eror Papes..nd 1ry!,:1891 :lr'. ?'ges 

and even ryeciflr &ta

z The war rhalt be abte ro perform virus chicklne oni<rprite uplbad5 and soAp 6tt chments" Supporl tsArtti-vln'rs vla
- tCAf communic'ation channel
3, provtt,e proiea'l* of AJAX-enabled apptication.r.lnctuding thbse that. ute l5oN for ctata transhr between the cllrnt

and tlreserver- Thb lnctude rrppo,i l"ot.rp LtAr(blockrnlresponse behnvigrforapplicatoh:'Ihrl us€ llJA& sotha?

ll a violation oc€ur5 on a.n Altu request, the syslem dlsplrls a mes3age oi redlrerts the appllcation usqrto another

location-

s

4. it" wnr shalt support protertion of XML Web serutces

5. The WAF shall_rexricts.fugr w.U Services acc.ess to methods deflned vta web Servtces oescrlptlon !angu"a.ge {'rAlSDtl or

xivti'Siiieini format (xsD) 
rrlrr=rrnn fnr weh sarvrces xML Docume, npllant6. il ,ffi=.;;ri U. iUri ro perforrn vafittaticm for we! Servlces xML Docums115 phich t: WS{ cor

7, The wAF n., . ir.ll parser pr,rt..tr-on, r'rit ierurricrns to ttiwart' DoS conclltlons, llmit the numbers of elements'

lengths of elemenu. atrrc,( signatuiei en{oreement. ln addlrlon, it can be upe! tb encrYFt'aod slgrt docurngntr

aeiirdrng to the W5'5ecurity standardr 
.,,r __ r^.---Lr-r-- -; ,;arra-ir onJ r,otn,.ncstg. the wAF ,hEu llc ablE to perlorm riioima.tion displav mastlnfsfiubbln6 on requests and resgonse!

s. The wAF shail suppod sensirive Dar;;;;[ini roi 
-p"rrorii 

oe6rri alout ixari tna .t.CIr .ardi rn the 
Ell-owlns 

entities:

it, HTTP Header fields, erpecially Authorlzetion \'l'
b. uRL rgments wtth perroi.i ia*iin.rtio , utyfgo;irional parameters 

{ }h*'lu \* -'*
l-\ :i\,krl i,"t+l.iJlix1ibodvusrngeosy(e,ffi 

.,r\
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10. The WAF shall be able ro monttor latenry ol uayer 7 (apptlcati-on laver) rrafflc ro cretect the plker and anomalles ln the

typical trafiic F€ttern tr> cietert, report on, and prevent layer /
It. fiii irlAf snatiUe abte to deteci, rgpon on, and prevonr $yer 7 (appllcation layer|'brtrte.force .fta€h anernpts

ro break rn ro ' secured Ereae of n web' appllcalion.. by . IVIng
,*66sstiu€, systetn6trc permutatibns of code or userrnme/pa:sword comblnatlons to discover legltlmate

auttentica tion credential r'
t?. Tlre WAF r'niii uu:i.ule ro derecr, reporr on, and prevent [aver 7 (applitatisn kyer] web bot dolrrg racurrlve rveb

*rapping and raptd surting. lt rlso has the ablllty t9 differenttat5

,ufomated **l inrcf, agent fronr lg8rl uier- Provides the abilitr _to customfie the dslault tlst of recognld tear,ch

englnes. and adcl own .riie'i tearch e-ngine !o lhe sv$em's list o1 f.,The WAF shall be$le to Integrate wlth these

vdnerabrlitv teiri^e toorr. whiter,rrseitin"l, IBM Appsr_a11 nr_w.-e-binrpeq a$_ou|lva6uird, fo,raytorn3Sd-llstarrt

poljlv tunrng. piovlde untfie,J ip .Oaie* wrritetistsior e61;sy Br.rllder irugted lP addresses, arrd anomaly whrtelirts

ipos Att .t lrevention, Brure f orce Attack Preventlon. snd Web ScagtngOet€ctionl

13. provtde 6ut based. controt rc deterrntne the reputnllon.of a.n lP address and operaG le.g. Dlotk) based on thet

reputanonli.ft"iFi"i-,iiitl,.i,i rrpiiii.ii'iii*ilrarif upiiied. tr detect lP reputatiorr bEsed on:-"-;.'- wxtr#l,5lrgg,li,.#rmn-iEl, S;in:t"I$::Ji!ff3d1',f,i*gslfftyindows 
rusourccs urtns

b. WoU *ttaet s' ip addresses that hqve fa.unched'web altatks of varlotr5 forrns.

c. Ilornets; lp addresseiiopruranring cornpromised Eomputers on the tnternet that are Row.pan of a botnet

{machines that senrl upa,r, -ursagis, launch variOUr attatls, of behave ln gfhef tmpredlOahts ways}.

d. Scanners: tp addresses that have been observed [o ecan ports or networks, typtcally toldenttfu vulnerahltitios

Ior subseqtlenr extrlotts
a, Derrial of Service: lp addresses 1nat, have launclirod d.eniql of servlca aftacks, otte,n reqltests for fegltimate

i[l;,"fi,k:,.,:i:Xiy":tfiiil'dHriilii'srbtams'lannoi 
reipond ;hd-b.asme ovdrtoaded

t 
ffJ,**rt,".r?,S.OJ"ir"* 

,trit issue 6fiP requesti \f,tth a lou, ivera!,e repuEr$on, or that reguest onlv known

E fl',$i*:x#"?:;:Hi?a;f#'.*Hl'1,?Itll?fi,1',ffi:?oli.1.l'o'fi1'1":illfl,HiB,":x$ffil'ormation

0gte4lon lerhniques:
1. Il,le WAf lElrt Ue alrle to suppe(t the following evaslve d€tectton tecnniqrles :

tJRLdecoding
Null bYte string terrnlnation
Self-reiferenclrig paths (r.e, use of /,/ and encoded equivalentsJ

Parh bact-refeiences lr.e. use ul t../ and encoded egulvalenriJ

Mixed case
€r.cesslve ure of urttrttsPace
Cornmenl removalle,g, conve,t OfLfTE/'r/FROM to DELETE FROMI

ionrerrton of {wtndoivr-sr.rpportedl backrlash chrracterr into fonrard slash charedert.

i. Converslon of llS'speciflc unrcode encorJlng (fuXXVV;

t. Oecode,{IML entities (e.g &[9e;, tequot;, &$xAA;]

i. f,sraoed dharacttrs (e.g. \t, \001. \x,lA, \uAABB)
I |{e6atrvesecurily'rnodeltechniques
rn, ln[lerrented concepLc lo coler vulnarabllltles IOWASP based);

The war shall be able ro rrrotecl aBa,nst.

a.

b.
c.

d
e,
f_

t-
h.

2.
a.

b;

d.
o

f
g.

h,
l,

i
k,
t.

Unvallc,ated tnPut
tnjecrlon flrws
SqL irUecrion
OS lrrjectlon
Paramercr tampermg
f,ookie poisonlng
Hrdden field manipulation
Crogs site xrtpting flaws
Eufler overflows
Brokerr access con$ol
Erokerr authentica tion and retrlott managernent
tmproper Enor Harrdling.
Xr*t uoirbrftr0S
Forretul Erowstng
Serr$ rive informatro n I eakigA..

N,,$

M $
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P. Sesrion hijacking

I 3:Xl*"H3*;,*
5. Cookle maniPulation

3. The WAF shall he able to'protect afarnst New attachrgnatures
4. Ttre WAF shall be able to prclect againrt XML Ext€rnal En$Ues (XXEI

5. The WAF shall be able to protect agalnrt lnteorru Descrtaliritloii
6. TheWAF rhallbe able ta prote(tagainstNo3Ql'ln,lecdon
7- The WAF lhall be ahfe to:Prot€st agalnsr lnsecure FIle Upload
g. The WAF shall bc able to prorecf a$alnrtSewer-5lde lemolate lnJectlon

Aaatlcatlon Dslfu ery an d Red undan cv Caoabl llllf,l:
lt be able to support Hlgh Availablllry Frllover vla networ[ only

7. The WAF shqlt b€ able to perfor- rppllculon level health c,heck of the back end Servers

3. The WAF shatt be able to ioad bafance tro the bach end Seryeru (rOund roblt lEast.cbnnecliotl, fastEst retoons€}'

4. The WAF shall be able tp supportcaching and comnresslon tn a srnglg platfornr

5. Ihe WAr shall he able to be'tmplemenieO ohcl lnrtalled on separae Bprlicatlon dellvery controller (A0C1 hantware
platforms

6, tte Wnr soltrtion shail ailow trafflc pass through whentfie servit{r fall. (Note rhatthls Isdlfferent horrr fall-optr,

7. ?lr,iilr shail be abte ro supporr vtan configr.rruion throu6h bullt lnswltch
8. The WAF shall be able to perform 'rCPll9 optimiration
9. The WAF shallbe able to F,erform packet filerrng

%AFshallhaveS5L:a,rcelerato6anllablafort5roffloadin5
Z, The.Waf shalf store the cenrficste privaie key.on the WAF using a secure meihanism

3, The WAF rhall store tha certlflcate private keV onthe WnF uslng a secure rnechanrsm, and a pa.rsphrasE

{. Ih€ WAF rhall capable of, mtnmrrnlcation-to a backend appllcatlon server urlllg,httos
5, fhe WAF shitt be capable of tunlrrg the SSI parameterr; luch as S5t- encnfptiorr met]iod used, SSL tterslon

Bhe Mrndatorv fuatures:
ffiepreven1ionofsendin8oraccessjn3tookleswhen.unencrvptedHTTPlq.thetran5port

Z. Able to mitigates cllcltlacking attacks by lnstructing bro',rrsers nol tq load 0 page into a framE

3. .qble m support generlc scr,'r.fiet via a publlshed XML schema

4. MldgadngEots vro Captqha (login wgll).
S. Enebte Ajtection of anamolOusLraffic'patlemq ltpt stem from,a specific untguB Seo.tffatlon tnd allowln8 threfiling

oi iliinia- tbr.i'i' t ri rn c i*Ie+'Io Catio " b isEd s n RPs c oun I s'

6 
f**,it*Uiif;Iil:ii;;ir,ffii;;{fiI]iffihflil'dl;thfllT[;f#,tiffiiditHillffiI?33'3$i'iH:7 tiobfuscationandc en'loaffiu;r51#*gflqit,,ula'ffrui*lrt1litli,.ifu,1tffih'",ffi,{ftrkff'fi

ffi$,$$$[f,;pIr,tr;i,1?i$niliir"-,i*sin'riioT;ii;iu:iini-mi*ri
8. The WAF shall support JSOf'l proleo'lon'

9. The WAF ehall suppon Sln6le Page AORliCatlon {sPA} Protection hV:

e ldentlfying the togtn page basecl on the Actlon Parameter.

, Detectlng Namelegs Paranteters
oProtectingsingler,hgeAppllcatlonFormsubnlsstons"
r tdentlfymg the Username.
. BecoBniu ing the JSON Content Proflfe bener-

10. The wAF shall provtde CSRF Proterilon tJith two enforcentent rnodas:

c VerilY C5Rf Token
r Verift Origin

rL rhe WAF stiall 5gppsn slmpllfled custom artact slgna
/writin$ to allow users to oreate rules wlthottt needlfl$

i;il; $dtt tynti{or escabe common rharaEten'

i't i Wnf shall support corrirle rrrodlficatio ns fa,r lfi!
m! Wnr shJtt subport Wildcards ln DtsallN
$'l ;,/)"' ) t

licy and Oevti:e lD oookie names.
PS and We[Socket Uf,l*

Kamal ftashid
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fie wAF shall suppon monrtoring of .esource urlllzation'for^request queue slzes with threshold alBrtJ tltS8eted ind
iintoviripcaiIog,5i,lMPorSt\'tTF.lrrthtsWay.u5el5can'potrr..t.

,r. itu tAf shal attows the addirion of ; ust oi dgmatns all.qwed to serrd qut^{4l reAugpts rri{th Grtom herders for"' 
iffi'*f#i,ilgii'J5#;:rjy{i'f!,li#*tf1;;;t,f.[iiynricroisT;ni; 

AlA)'iequ'ests whrte stnr enrorsrnsa c.Rs

16. it s wnr iftalt support lncidens exports in HTML format
it: rhe WAf shall supRort Learnlng Suggestlonr ercorts in IIIML format-

rg. The WAF shalt privide mic1cse-Jcilsecrrity plLcy{or,a deilned ullq.ue irJentlfler of fiostname + U8L

19. Ths wAF rhall provlde Sclectrve Secunty t-rve-Software !pgi},g_yJt,ch tan rective scheduled and r:Bal tlme telective

llVe updares of aturk siBnatureg, bot s,gnafures, bfOws€r Cnallenges,

zo, fie wRr shall have tr,ebWmi'Csrndtnce Dashtroard whrch derailr the coverag€ of each sgrurltY nolicy for lhe top

t0 most ciiirc-ii'*irlr16dditirn ser.uiity risks as well as rhe changes

2t rhe.wAF shatl surrpo( HrTp/2 over ssuTE on both th8 tlrent and server sidea wlthou! having to translate the clleni

itniit irattt,; to ifmp/r'r gn tho senrer'ride . t - , A r-
zz. Thewar;h;[ i;d i.r.ti*i. faitu,:s in rhe ev€ntlogs for Applicafion SecuriW and Bol De'ent-€-

23 The wAf shall hive Fo cornptlance reporting wf,lch inciurles 2 optiohs to autornarlcallv fix corrrpllanc€ istues to

dupPort PCI CsmPliance 3.2:
. tncrypt trangmlrslon of cardholder,data asroes open, public networkx

t User ls forced to change pusstrord everl'90 days'

24. The wAt ,h;i, h*;';G"i';;;;prilr-.lounrtficarron ro dtrungutsh Detwwn bad and good actors behind the rame lP

inlArt arid onty blocls troffic lrum bdd actors'

z,Thewnr;*iii:irjliti:f*"{lf ir.,ffi ,HHt}if ",tl,tr$*"#if, :ii'Tlffi iiffi ff ijtiiH^HyeT(CUco) se
gevops tool chain for resr and prbitua,on envirorirlen'iJ:i6ii;M;Ittten;i; i; denlov the rlght WnF pollcY pr:r earh

aPPllcation

Traffib tearnlne :& SloskinnG

t. The.WAr fiiffiEt" to configure a list of Allowed.File.Types foryourweb applicatlpn

e Thc wAt musl be able ro atlow or dlsallow specific file tYpE

i fhe WAf must abte ro conl'igurle a list of Allowed URts for yourweb application-

4. tle WAf musi atrte ro csnfl[ure a llit of Altowed Pamrneters forYour web aPpligation

5, The WAF nrrsr able ro confi[ure e llst of Allowed Cooltlei for yout web applicauon

6. The wAF ,rii uul" to confi[ure a ilst of Atlowed HTTP Methods {or your web applicatiofl

7 The wAr rnust capabl* ol blicklng sPecilic |tst sf HTTP rnethods

i il; WA; iirii ioiu trrorrftgure Jtiit or nttowed Redirecflon Domains for vour web appfication

9. Thc wAf nrust be abie to enforce rnaxlmum lenBth of folloudng HTT'? aequtst paramEters

. UffL Length
o Ouery String (Unl parcmetersl Lerrgth

. R€quest Length
r PQ5T data size

10, rhe wAf m,rr ue able to enlorce specific xrTP |,readers and values to be prgsent in climt re'quFslsi

rr. rhe WAF rnusl support HTn,1G c;;{;raln Request Enforcernent to enible one webilteto ascess ths'esQurcer of

anmher websitn uslng latraScriPt,

1A. iii" WnfrrG U" abl-e ro entorce specrfic IIITP lreaders and vgluer to,be present ln cllent requerts

13. fie y.lnr mrn iaprUle of delinrng i.r.rurun sf or,ur attari detection si8natules and tre akned r+hen thresholds fsr
these are Passed

14. lle,WAF must aurornatlcatly dolnload snd apply new sl6nrtur{5 to ensurE uFto-.datt proteGtion

U, The WAF must operate tn a iullProxy archlrecR.tre and inline controlover all traflt
lG. The WAF rnust be ablc ts to htde baclr.enrJ appticat{on server OS flngerprlntlng data and apdkation specllic

14.

.I.ENDEIT 
R[T.NQ, SNDB/COKIADM IN/TD/I I 9d/202 I

information
ffre Wer muEt be abte to prr>tuct a6athsl malicious act&ltY vathtn and hlJacktng ol embedded cllent side rode
(javascripr,vbscrlpt,ect...l - ...,
it" wAi rnust be 

"tle 
to rnitigare Dos vecrbri locusing on protocolwealnesses of HTrF such as:

Ll.

18.
r Slowtorts
r .Slovr Post
. t{ash DoS
r hTTP 6et Flood

fg, l}le wAF rnust be abie to detec [roS artackrby nronitorlq tfte avera8e,nrrmber of trirnsactlortlper clhnt lP r&lrfrser
or' rndlvrdual reguested URts per second

A0. The \,VAF must bE ableto rJerecr DsS a{rackS by rnonrtorrng thqaverage tlme it tukesforthe backend,3erver h reprpond

tO a speciftc UHL lhe WAF evsluales fhe response lrattic;F,rn

htrffi ;,,,8;':fi iuHilr,&.ry:m,:?i:x,:,il",onaverlb*e"@p*H
.1-x

Kamal Rashid

Officer Operation Div.

Atif Alvi

AVP-lUl.I. DiVision

Raho

Pagu S of7

L-



. 

TEN DER R F.II.N O. SNDBICOIC'A DM TNN"DI I I 94/1CI2 I

break In tc secured areas of a web application br1 rr.yjng ^.qllp.lst]y$^swtemdtlc 
permutatrons of code or

g5gmaore/password comblnatlons to discovEr legitimate authemlCanOn cre0ennals'

23. 
Sy**1$$rU-lt*mp,;fi[']Hnil.',1ts:[?,1'.r,fiiill[.:.ilxti"1?,l'"'.:*Hl,lii,:ll?*i'*11#'prc'lou5

r A suspiclous lP address
o Requests from a susptdlous country

24. Tlre WAF mutt be able to mrtigare ratfic from cquntries thal send_ suspiclous Fafflc
U- The WAF must bc atrle to h1u-.t a'JavaScript challenge lnslead of the onginal respor5e in order to tesl whethet ilte

28. fr[tijii f:l,1T:TJ[il;Hiti:b scroprng rrom rolowrng rrrteria: sor derecrron (Mor<€ and r(eyboard activitv.

riilO niifiiOs[rfine ditcct-',oht, Firrgerprinting, Suspiclo-rs clients and

27. The WAF mutt.supoort lP adoress rylritelirt and blackllsr

?g, ThE WAF musr have capabllity of detecfing non.bmwser based BOTs as part of the WAF adwnco'8OTs detedi6n

capabllities 
,rhr rn dr-hra rndrr,,rlrrl arterl ribrtrtum wltdcard URI-s and wllrlr.arii2L The WAF rhail suoport the ablltty to dlrable indlvrdual attack si[rrilurcs on HTTF he?ders,

neaders (').
3O The WAF shail use prGprietary correlation algonthms FaggreFatq reRorted events frotn norr'rtaged trafflC into rset'- 

understandable s€cunty lssue inctdents for qUlcker tevlew anU user

11 The WAF shatl rupport -Potenttil briallowed Files TWe" Llst whlt*r may be seen in ,nrallcious ,3qse$i' s.uch as

fnformation leakade and remote csde execution.
32. The WAF inaf corie wtth a preconfigured llst which usets cin add ro, I
3I he WAF shall automailrally check lii trafllc fior all potlcles agalnst this llst afld ran g€nerate s.uESestiont to'amend a

pollcy to add'or remove
14- The WAf shall mohltor and mahe suBg€s1onsS1.{C*1on on unobserved (lnactivel entlties simrlar tu hs ruggeltibns

iol altdtirdnbn observed entities in tFE Pollcy Bulldirrg Proce$,

3L rhe wAF shall support clienr repuutron mecharytsmwtlict, ideltifler badJ,i,Y,r-ft;rt 
5ir:1tt1,lft ?l*'.9'tfnlD?"ril1r* 

ffil1giil* iiiJ',1!:l','"'n'r['#lP,.i:Xilr:.{fi'ro,f''qiilrfrl! i:;:'iline;abriil 'H;;;;,;d]il;vu it d
teemrnr;;";j'r;";-fi; iv-A?'}'iif 

'siiipi;itrHi'i;*:ijona-l-ra7ryrpiffsjs pi't at slobil parameiers. The uRt with

hEi'iilf,.ii:H#G; iia ii6i-i*e wiliali ,'e.s, lvl' otr 'lcattl'litem/php.

BehavlotalOos;

1.

2,

3.

The wAF shail support BADoS ttnrfled server r{ealth llrecf Mechanism Basecl on L7 Analy5l5' The }ame vrltual server

ore<latve latenry is now usect for gnoo-i a;i ;#; i'iiJS. nid;li;*r it i* tb trive the same lrigger for stregs and

itack dete,:tion.

i[.,,I'*"l*ll,llffir mg"ri33f,,i,r,ix';ll'*13'.;f;fl"T,H?iiru:i=Hf]'1i'3l.ffrH[][e;$#3lit l,3'i
!ffiHiiis;i;;"fli'i;i;;L;iiiri.iiippdrti;no;riiv-oericrton orx.ror"warde<l'For lxf F!.Hrt l:i1|j,
il#j:[?lB;eltf;l,d?t ,,ru*iLX;ii*lf.l$lniiff'-1?Xi.?#;iffi'S'r',";ill,-#l'i"gfiXlilfi[i1
ii.ring it,;, rinriiteaiion procesi lrom BADoS,

rhe WAF ;ha1 suppori .ri"rittc ttrreshoiJ iuning in uyer 7 Dos rPSba*ed Oetectlon a.nd.Stressbasd Detectidn'

tn TpS$ased petection, , ringio global threshotd ti calculateo for each of the lollowing Entlty types:4.

5.
r Devlce l0
r Source lP.} URL
r $lte Wde

6. tn $trtsr-basal DeteCtion. the following rhrsholds are ralcrrlated:

| 
'evice 

ro: ThresholJs for up to th; i; 50 Deylce rDs are calcula-tgd and an additional threstiold for all other seHce

lOSl - - 1]^!---r aL---Lit.r 3^r rtr ^!ti6..arlr.&e Sourre lp: Threshold5 fq up lo rhe top 100'source tps are calculated lnd fln additional threshold for all other sourcE

rps. . LrRLs: Threshotds for up to ir,:i'ioi'i66iirrii ihL: iE;.1ilr'i;iEd'iil a;laoiitonii threshold for all other

UElr'.

' Site wtde: singlethrestrold. . .i+*k rroa:rrrrp 6o m ;or Ld Dos ho hrndle very'strong highl. The WAF s1,"rf irovfde atcetente.d attad( slgnature deteq6on and mitlgatlt

rata DoS attacks-
g. The wAF sha[.be abla t,.r provlde Do5-17 Trafflc Passive Monitorlng via switched Port Analyr'er'

The wAF rhall suppoft logglng and reportlng [or Proictlve

. A dedlcated aotbefenie Rerluert Log that dlsplayr eagp equ$t along with its.attributes,
tiei ln ttre Request tog and Rem

which inrludes:
1.

- ,\dditir.:nalr A B;t DefEnse Logglng Proflle to provide baslc fllter

info and BlockinB Page conflgurauon ln lt{ule'

" ir"nr.ctiorr outiomicharts with tllteringu,ly\
t\ ,' ['; ' {

i Raho Kamal Rashid

Officer Op'eration Div,

Atif Alvi

AVP-ll/1.T. Division
AVP-Il/ Admin. Div.

l'age 6 of 7



-T 
EN D}:. R RE IT.T{ O. SN D B/COKIA DMIN TrD,|I $ 4NO2 I

ftra wAF shap derect brute force attacku from eourcef ldmtffied by Username, oevlce lD or soure lP^ Th8 brute force

iunr-tiontrli ty itrall i rrcl ude:
r Enforeernellt aEtion:: CAPTCFI& CJlent Slde Integlltv. H6nevpot and Orop.

. prcvention for CAPT(HA byoass an(l Ctlenr Slde tnt'ggrity bypasr. - oistrittuted bfute foice attac* prot€d{on.

. b"t..rioi, of credrntials gruffing rfiacks usrng a dtatonary ol leaked ot stoldn credentials-

o Prewn(lon antl Mitlgation Duriltion are 
'n 

mlnutes', rhe wAr ,Hurio*t.'r riobire'rJj,f,li.,:'+H',i,p,,1,ilii,#it,,l?::ii,::i?iliit1:iX*[gl'l:#Sflfi;ijii?,tl#ljlf;
appllcaton t s tltdeed unlamPe
moEle epplicarion lnsrance.r[;;;ri.dE;ii;;fnic,ir"pqs.rlion pera'bpticiilon'toi 6r1v gven'time iedird rnd what

aoolrcario[s''i;"'";;da-ini jr,e top uRrs rccecsilr#o-tille-tilpticait-c'n oiieaion ii -rupponed'vla a So[wirP
il.ilh1;il;i;1r riit tiiriiih",iiriiei .ritli,'ratEevetopment ind rntegiatronl and tr supported

4. Ihe WAF g16lf provrde arr Unrfled Antr-Bot OqleiUon and-Protei(ion rvhich covers.bot slgnarurel lnd protrtiva'bot

iiienillriiiiGU :.;erile nrirtrin a $ngleBot Deleirre prollle'

5 The wAF shall hav.e rrrp Heacleiiuorini* Behavioral trtetric whlch can be used as r slgnature metrlc in distlngulshlng
' ffr;;;; ilif di-oiir"islina-eiE e*diuots thet have lnaccurcElV 

defauttcqpTc,Aresponsf,6 The wA.t :halt 5rpoon CApT(.'-lA Sourrd lo provrde-rccasslblllty to the vrsualll tmpalred. Thls" ;;",r; rire lJn 
-t'E 

ieptaiec with a EusrDm iound flle

0ataS+fe lAoolirrtion Level Encrvotlonl:

l. Ihe IVAF rhall rupporl, Single page Appticatlarrs ($PAJ vie* for Applltatton tevel FntrYptlpn confiBuraUon on a loBlh

paBa,

J, ThE WAF shafl aftow paramerer configurarion ln Applicat]on l,evel Encryptlon (DataSafe] based un !U tYpes of HTTP

metlpdr.
tr, The WAF shalt be abte to creatB logging prolltes.rolglL4fornta0on on cllent dtternptr to login tQ vour ErCItected

website, and to log iriformation orr al€rts lent bY lhe Blb'lP syste{Tl.

4. T5e WAF staii det-"ct artemprs to oteal a $ser'S password n.the web browser"when Fatrword Extiltration DEt*cllon Is

errabled on ., prete{:ted uRr For thi: oerecrrcn ^i9--u,Cig11;;; 
yi-,r1l-tnf mtrt tLve a-pirirneter set ff tdenfih' as

usernartre and'at least one IjJfclrTrele. sEl &5 tu[stil-otE value.

APl Semdtv:

I, rhe wAF shall pr.ovrde publi,.Aptr.pro.'.ecuon hy loadhrS lhe, -customer-speclfic openAFt (lies, wtrich art ln Scrsffis,
formai, to the 6ilatforrr, ro outorfiatlcally create.a securltv pgllrY

z- Ihe wAF rhail supltort JSON lchenra for user REST endpolnG whlch can be uploaded tc d ,SON profile.

3. the VJAF shall allow usgrs.ro use GurdecJ Configuratiofl tn ISM to configure API te(lllY to grotect APt callc.

d. Ihe WAf strallprovide a Apl prolecuon Dashbo-ard whrch dlsplpys API ryrqlr,hqllrh lmludingU=c.urtt[ eeetrri thatwere
flanred. ;;i;'5;;;d lrriiriiari.ink..'i;, ;.;isorlce r[afia-'Llses, ind miltclous trahsatuons. uteri can use ihe

daifiboard for t'oubleshostirrg API Serurily.
5. Ihe wAF shall suppon OpenAPl 3,0 Protertion.

OeliuervTime

Within 8 weeks

-^*$
Atif Alvi

AVP,lll1.T. Division

I

t,
:

Officer Operation Div.AVP-ll/ Admin. Div.
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.A]TENDANCE SHEET

BID OPENING . - l-a'-l
,!

FOR SELECTTON Of -,. *

Date: 0*- $1 ' **e r

Haad, of Admin lrt ra tio n

Chief Finane ial 0ffic*r

Ghlef Manager (lDELl

P, "l-*. i L''* &

Company Narne

J I/o f ,i i', $,F

j n.l*,]r.-lw {Pw



Buver Record

S.No Gompany Name
AMOUNT

DEPOSITED
1 lnnovative 300

Total 300



NMruoxf,orsu^HEDlrtour^nM^lBuaRrr -" (!/ rrr*rt-&rytlAr*olrna.n

Fgciliriltt

Su.lonN
I Fr r ll[\'I rrl
PowERToTnsProprr rr r

PURGHASE ORDER

As per Agreement.

tUUithin 8 weeks.

Above prices are inclusive of all taxes.

Subiect: Supply and lnstallation of Web Application Fitewall (WAF-2)

Dear Sir,

With reference to the Tender Bid SNDB /COK/ADMIN/TDI1194/2021 dated 2+03-2027 for Supply and

Installation of Web Application Firewall CX/AF-2) at Sindh Bank Ltd, submitted by you. After detail review the

Sindh Bank Ltd rnanagement is pleased to inform that your Tendet Bid is accepted.

PO No: 217

M/s Innovative Integration (Pvt) Ltd,
2"d Floor, KDLB Building
West Wharf,
Karachi.

Terms & Conditions

Payment Terms

Delivery

Taxes/Deductjon

Date: 02-07-2027

Waris
Division

&
M. Faraz Khan

AVP-II/I.T. Division

*.;ru
Riaz Ahmed

SVP/I.T Division

Kindly proceed as per tender document to supply the same at Head Of6ce Sindh Bank. Further detail is as follows.

4,746,915/-

Web Application Firewall (WAF-2)
F5 AWAF -i2600

(Specification as per tender

S M/Rashid Memon
VP-I/I.T. Division

S. Zeeshhn-ul-Haq
SVP-[/I.T Division

SINoU BANK LIUITTO
HEAD OFFICE
3no FIOO& FEDERATION HOUSE,
ABDULLAH STNH GH,q.ZI ROAD,
CuFroN, KnRecH t-75600.

UAN : +92-11.1-333-225
PHorur : +92-21-35829320

+92-27-35829394
FAx : +92-27-35870543
WEB : www.sindhbank.com.Pk

+gr-l fi-rrr'r l6 clttJt:

+gf-rl -f6hfqfr,. :dl
+qr-r1-r6hrqrq( ft
+gf-f 1-YdhL.6(7 :ur<
www.sindhbank.com.pk :1p

,il,-qr.,,
,;lltl-,8,J.r6/,,/Th

zav,- 6,t,I 1f , 3t, $ ;Vr2it4

1 01 4,746,9t5/-

//

Thanks,
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tllloHAt'Jltl,lAD HUSSAIN STAMP 'lENDOR
L No. 69, OCEAN CENTRE, SHOP NO. I
PLOT NO. 9, GK.8 GHULAM QASSIM ROAD
OPPOSITE CUSTOM HOUSE KARACHI

Date
tssued To With Address Mr. lnTrrrr r+i'.r- f '-': --'..:^'- ll"'r\ r'o'!

fhrough With Address Mr-
Puroose 

-

Valuc Rs.6 c y'- Attac
Stamp Vcndor's Slgnaturc

(IIPL and SNDB may hereinafter

"Party").

1$ l1 :1 tuli

Tender Ref No. SNDB/COK/ADMIN/TD/ | 19412021

SERVICE LEYEL AGREEMENT

FOR Web Application Firewall (WAF-2)

THIS SERVICE LEVEL AGITEEMENT ("Agreement") is made at Karachi on this

dayof Jo? )oer ^ andshallbedeemedtobeeffectivefrom oJ- 07 -Jd)
(EffectiveDatSfill a2- o7 - JoJa , (Termination Date) by and between.

BY AND BETWEEN

Innovative Integration (Pvt.) Ltd., a private limited company incorporated under the laws of
Pakistan and having its registered office at 2"d Floor, KDLB, Building, 58 West Wharf Road,

Karachi (hereinafter referred to as "IIPL" which expression shall, wherever the context so permits,

mean and include its successors-in-interest, nominees, legal representatives and permitted assigns)

of the other part.

ANI)

Sindh Bank Limited, a Banking company incorporated under the laws of Pakistan and having its

registcred officc at 3rd Floor, F'ederation House, Abdullah Shah Ghazi Road, Clifton, Karachi-and

its operational Branch/ Site office at Same as mentioned above (hereinafter referred to as "SNDB"
which expression shall, wherever the context so perrnits, mean and include its successors-in-

interest, nominees, legal representatives and permitted assigns) of the one part;

L,J

collectively be referred to as the "Parties" and singly as

)
$$'

Page i of 14
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a ITECITALS

wHEREAS,

A INNOVATIVE INTEGRATION (PVT.) LTD having resources, necessary infrastructure,

approvals and skills to provide the Services to SINDH BANK LIMITED as detailed herein;

Annexure A and

B SNDB is a Banking company desirous of hiring the Services (defined in Annexur. A);

C SNDB has agreed to avail the Services from IIPL on the terms and conditions as set out in

this Agreement.

NOW, THEREFORE, THIS AGREEMENT WITNESSETH and in consideration of the

mutual covenants contained herein, the Parties do hereby agree, undertake and declare as under:

I. INTERPRETATION AND DEFINITIONS

1.1 In this Agreement, unless the context otherwise requires:

- References to Clauses and Appendices are references to clauses and appendices of this

Agreement;

Words importing one gender include the other gender;

References to persons include bodies corporate, firms and unincorporated associations;

The singular includes the plural and vice versa;

References to all or any part of any statutc or statutory instrument include any statutory

amendment, modification or re-enactment in force from time to time and references to

any statute incluclc any statutory instrument or regulations made under it; Thc recitals

to this Agreement shall form an integral part hereof; and

- The headings in this Agreement are for the purpose of reference only and shall be

ignored in the interpretation of this Agreement.

In this Agreement, unless the context otherwise requires, the following terms shall have

the following meaning:

"Agreement" is defined in the preamble;

"Confidential Information" is defined in Clause 5.1;

"Force Majeure Event" is defined in Clause 7.1;

"Parties" is defined in the preamble;

"Party" is defined in the preamble;

"Payment Schcdule" means the aggregate charges for the Services calculated in

accordance and set out in Annexure B of this Agreement; and

"Services" means the services to be provided by IIPL to SNDB under this Agreement as

set out in detail under Annexure ^{, of this Agreement;

1.2

N

JL



2. TERM AND TERMINATION

All terms and condition of the tender documents will remain part of this agreement.2.1

2.2
, unless terminated

in terms of clause 2.3 below.

Contract agreement is extendable / renewable upto 2 years only on mutual written

understanding on same terms & conditions and rates.

2.4 Any period within which Party shall, pursuant to this agreement, complete any action or

task, shall be extended lor a period equal to the time during which such Party was unable

to perform such action bccause of Force Majeure.

2.5 This Agreement may be terminated by either Party by giving sixty (60) days prior written

notice to the other Party. However, SNDB may forthwith terminate this Agreement with /
without assigning any reason(s) or / and upon the occurrence of any one of the following

events, without prejudice to any of its rights under this Agreement or any applicable laws:

2.6 Any petition being presented or a resolution being passed for liquidation (whether

compulsory or voluntary, not being merely a voluntary liquidation, for the purposes of
amalgamation or reconstruction) or insolvency or appointment of receiver of the assets or

undertaking or any part thereof of IIPL; or

2] IIPL suspends its business or loses the right to undertake the Services business; or

2.8 IIPL suspends payment of its debts or admits (or is deemed to have admitted) its inability
to pay its debts; or

2.9 IIPL engages in any conduct prejudicial to the image and goodwill of SNDB.

2.10 In the event of any material breach by either Party of its obligations hereunder, the

breaching party shall have thirty (30) days from receipt of notice from the non-breaching
party to rectify the breach after which time this Agreement shall stand terminated.

2.ll [Jpon termination, neither Party shall have any rights nor obligations to the other Party

except as stated in this Agreement. However, all rights and obligations accruing prior to
the date of termination shall continue to subsist.

2.12 If the either party engaged in corrupt or fraudulent practices in competing for or in
executing the Agreement.

2.13 If, as the result of Irorce Majeure, the IIPL is unable to perform a material portion of the
Services for a period of not lcss than thirty (30) days; and

2.14 If the either party, in its sole discretion and for any reason whatsoever. decided to terminate
this Agreement.

2.15 If issued two (2) warning letters /emails by either party for unsatisfactory current
performance.

2.16 Any notice, request or consent required or permitted to be given or made pursuant to this
agreement shall be in writing. Any such notice, request or consent shall be deemed to have
been given or made when delivered in person to an authorized representative of the Party
to whom the communication is addressed, or when sent to such Party at the given address.

2.17 A party may change its address for notice by giving a notice to the other Party in writing
of such change.

This Agreement shall
remain in full force
earlier by either Party

be deemed to be effective from
and effect until a)-o7-zoJa

o)- a7 -d o2 I and shall

2.3

2.18 IIPL will not assign ,,tiriwexcept prior written n.r**fr,:flsNDB. i N

\
a



3.

3.1

SERVTCES / OBLIGATTONS OF INNOVATM INTEGRATION (PVT.) LTI)

IIPL shall provide the Services as set out under Annexure A attached hereto.

IIpL shall perform the Services and caffy out their obligations hereunder with all due

diligence, efficiency and economy, in accordance with generally accepted professional

standards and practices, and shall observe sound management practices, and employ

appropriate technology and safe and effective equipment, machinery, materials and

methods. IIPL shall always act, in respect of any matter relating to this Agreement or to

the Services, as faithful advisers to the SNDB, and shall at all times support and safcguard

the SNDB legitimate interests in any dealing with Sub-Suppliers or third Parties.

If the obligation of warranty period is not met or delayed, the repair etc. requirement on

this account will be carried out by SNDB & the billed amount will be deducted from the

performance securitylupcoming payment due to IIPL. Risk & subsequent cost to this effect

if uny will be liability of the IIPL and any subsequent expenses on the equipment will also

be borne by the IIPL

PAYMENT TERMS

In consideration of the covenants and agreements to be kept and performed by IIPL and

for the faithful pcrformance of this Agreement, SNDB shall pay and IIPL shall receive and

accept (as full and final compensation for the Services furnished by IIPL under this

Agreement) the payments as per Annexure B attached hereto.

It is expressly agreed between the Parties that the payment to be made by SNDB to [lPL
for the Scrvices rendcred shall be fixed price during the entirc duration of this Agrccment

without any revisions or negotiations in the price during the tenure of this Agreement.

However after the tenure of this Agreement, the rates may be revised with mutual consent.

All or any payment(s) to be made by SNDB to IIPL shall be made subject to deduction of
applicable taxes and levies.

IIPL and its Personnel shall be liable to pay such direct or indircct taxes duties, fccs, and

other impositions levied under the Applicable Laws, the amount of which deemed to have

been included in Contract Price.

IIPL shall provide the perforrnance security in the form acceptable to SNDB for the l0%
of the tender value for the period of 1 Year from the date of Submission of perforrnance

security. In case IIPL does not fulfill its commitments, SNDB reserves the right to enforce

the perlormance security.

SNDB shall be entitled to set olf against and deduct and recover from any fees or other

sums payable by SNDB to IIPL at any time, any tax, levy or other amount whatsoever

which may be required to be deducted by order of any Court / Authority or under any law

now existent or which may come into existence during the currency of this Agreement as

well as any and all amounts which may be or become payable by IIPL to SNDB under this

Agreement or pursuant thereto.

The payments to be made to IIPL in terms of this Clause 4 shall constitute the entire

remuneration to IIPL in connection with the Services provided under this Agreement and

neithcr IIPL nor its pcrsonnel shall accept any trade commission, discount, allowanoe or
indirect payment or other consideration in connection with or in relation to this Agreement

or to the discharge of the Services hereunder.

CONFIDENTIALITY

Any / All information concerning SNDB which is provided to IIPL and vice vcrsa in
connection with this Agreement ("Confidential lnformation"). shall be kept confldential
by either Party, its atfiliates, agents. advisors. directors, officers, or employees and. without
the prior written consent of the other,.each shall not:

jbrmation in any manner whatsoever; or

a.lJ.J

3.2

4.2

4.4

4.6

4.7

4.3

4.

4.1

5.

5.1

4.5
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5.2 distribute or disclose any of th
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5.4

5.5

5.7

5.8

5.9

5.3

5.6

5.10

6.

6.1

permit any third party access to the Confidential Information; or

use the Confidential Information for any purpose other than as agreed in prior writing by

the Party providing the information.

In the event that the receiving party received a reqllest to disclose all or any part of the

Confidential Infiormation under the terms of a valid and effective subpoena or order issued

by a Court of competent jurisdiction or by a government body, the receiving third party

agrees to promptly notify the sending party of the existence, terms and circumstances

surrounding such a report, prior to disclosing any such information, so that the sending

party may seek an appropriate injunctive relief to safeguard the Confidential Information.

if tn. receiving party is compelled to disclose any of the Confidential Information, it will
disclose only that portion thereof which it is compelled to disclose and shall use its best

efforts to obtain an order or other reliable assurance that confidential treatment will be

accorded to the Confidential Information so disclosed. Confidential Information shall not

include any information which:

has become generally available to the public through no fault or action of the receiving

party; or

is in the possession of the receiving party prior to the date hereof, provided that such

information is not known by the receiving party to be subject to another confidentiality

agreement ancl further provided that such information was obtained independently and

without the assistance of the sending party; or

is or becomes available to the receiving party on a non-confidential basis from any third

party, the disclosure of which to the receiving party does not violate any contractual, legal

or fiduciary obligation such third party has to the sending party.

Without limiting the generality of the foregoing, neither Party will publicly disclose the

existence of or the terms of this Agreement without the prior written consent of the other.

Furthermore, neither of the Parties will make any use of Confidential Information of the

other Party except as contemplated by this Agreement; acquire any right in or assert any

lien against the disclosing party's Confidential Information except as contemplated by this

Agreement; or refuse to promptly return, provide a copy ol or destroy such Confidential

Information upon the request of the disclosing party, save for when destruction of such

information woulcl result in an impcdiment in thc rcceiving party's pcrformance of this

Agreement. In such an event, the receiving party shall promptly inform the disclosing party

in writing of its inability to do so, state clearly the reasons thereol and the time period in

which the requcst will be complied with. The obligations of confidentiality herein shall

remain in full force and effect during the life of this Agreement and shall survive the

termination of this Agreement.

This clause 5.1, shall also survive after termination of this Agreement.

LIMITATION OF LIABILITY AND INDEMNIFICATION

In the event of any breach by IIPL of its obligations, walranties and I or responsibilities
under this Agreement, IIPL shall hold SNDB, its subsidiaries, affiliates, officers, directors,

employees and representatives harmless and indemnified from and against any and all
losses (including without limitation any personal injury or cleath of any person), damages,

claims. costs. liabilities. payments and obligations and all expenses (including without
limitation reasonable legal fees) incurred, suffered" sustained or required to be paid.

dircctly by or sought to bc imposed upon SNDB or its subsidiaries,, afflliatcs. officcrs.
directors, employees and representatives.

IIPL shall maintain the highest professional code of conduct in its dealings. IIPL, its
partners, employees, contractual staff etc. shall be responsible for any loss, delay or

6.2



6.3

Agreement. This is without prejudice to any other rights available to SNDR under this

Agreement or any other applicablc [aws.

Without prejudice to the generality of the other provisions hereol SNDB shall not be liable

or responriUt" in any manner whatsoever in the event of any personal injury, including

death caused to, including but not limited to the airline passengers, cabin crew, airline staff,

airport staff or any other third party due to the provision of IIPL's Services or for losses'

claims, damages whatsoevcr or howsoever caused, legal proceedings (if any).arising

directly or indirectly in connection with the Services. Notwithstanding the generality of the

above, SNDB expressly excludes liability for claimed consequential loss or damage or loss

of profit, business, revenue, goodwill or anticipated savings.

This clause 6.1 shall also survive after termination of this Agreement

FOITCE MAJEUITE

parties shall not be liablc nor responsible for any non-perforrnance of any obligation or

losses arising out of any delay in or interruption of the performance of its obligations under

this Agreement caused by any cause which is beyond the affected Party's reasonable

control inclucling but not iimited to, acts of God, act of governmental authority, act of the

public enemy or due to war or terrorism, the outbreak or escalation of hostilities, riot, civil

commotion, insurrection, labour difficulty in relation to a third party (including without

limitation, any strike or other work stoppage or slow down), severe or adverse weather

conditions, communications line failure, or other similar caLtse ("Force Majeure Event").

Upon the happening of a Forcc Majcure Event which continues for more than fourteen (14)

days, SNDB may elect to terminate this Agreement with immediate effect or suspend the

p.ifor*unce of itrir ag.eement in whole or in part for the duration of the Force Majeure

bvent. In the event of termination, the Parties shall settle all outstanding amounts owing to

the other immediately prior to the occurrence of such Force Majeure Event.

In the evcnt that thc Scrvices or any part thereof is suspended on account of any Force

Majeure Event, no fees shall be payable pursuant to this Agreement for the Services or any

part thereof throughout the duration of such event but SNDB shall continue to pay in

accordance with Clause 4 for all outstanding amounts and all other chargcs billcd fbr thc

Services preceding the effective date of suspension.

MEDIATION / ARBITRATION / DISPUTE RESOLUTION

The Parties expressly agree that the dispute settlement procedure mentioned in this

Clause 8 shall be a condition precedent to any action of law.

Any and every dispute, difference or question which may arise between the Parties to this

Agreement shall bc first scttlcd by the Parties by an atternpt at amicably settling the dispute

through mutual negotiations.

In case thc Mcdiation fails, thc dispute shall be referred to Arbitration in accordancc with
the Arbitration Act 1940 and any applicable rules made there under for the time being in
force. for the equitable decision ol'tr,vo joint arbitrators. one to be appointed by each of the

Parties, and failing agrccment bctween thc arbitrators, to thc dccision of thc umpirc. to bc

appointed by the arbitrators before entering upon the reference. The award made by such

arbitrators or the umpire, as the case may be, shall be final and binding on the Parties. The
venue ol'the arbitration shall be Karachi and the arbitration proceedings shall be conducted
in English languagc.

GOVERNING LAW AND .IURISDICTION

Subject to Clause 8 above, this Agreement shall be governed by and construed in
accordance with the laws of Pakistan. In relation to any legal action or proceedings arising

7.

7.1

6.4

7.2

7.3

8.

8.1

8.2

8.3

9.

out of or in connection with this {ereemyfi, cach of the Parties irrevocably submits to
C ivi l/ C ri minal j uri sdiction o fffi e p{nXNt-e4fi Courts of Karachi, Paki stan.

WurtsorKara l/,h, +,, d
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IO. SEVERABILITY

l0.l If any provision of this Agreement is held invalid or otherwise unenforceable, the

enforceability of the remainiig provisions shall not be impaired thereby. In such case, the

parties shall make every effort io reptace the ineffective provision with a new provision

which has the same effect, or as approximate an effect as possible as the said provision.

1I. THIRD PARTY RIGHTS

I I .1 A person who is not a party to this Agreement has no right to enforce any term of this

Agreement.

12, NOTICES

l2.l Any notice or other communication given or made or in connection with the matters

contemplated by this Agreement shall be in writing and served to a Party at its address as

specified in this ClausE D @r any other address it has notified to the other Party in

accordance with this Clause 12) as follows: by hand; by registered post; or by other

electronic method of communication agreed in writing from time to time between the

Parties.

lZ.2 Notices or communications sent by registered post will be deemed to have been served on

the date that such mail is delivered oi delivery is attempted. Notices or communications

sent by fax will be deemed to have been served on the day of transmission if transmitted

before 4.00pm in the timc zone of receipt but otherwise on the next day. In all other cases,

notices and communications will be deemed to have been served on the day when they are

actually received.

12.3 Notices will be sent to:

Notices to Sindh Bank Limited will be sent to:

Attention: Information Technology Division
Address: 3'd Floor, Federation House, Clifton, Karachi.

Fax: 35870543

Notices to Innovative Integration (.Pvt.) Ltd will be sent to:

Attention:
Address:2nd Floor, KDLB Building, 58 West Wharf Road, Karachi

Fax: +922132314451

lZ.4 Goods Faith: 'l'he Parties undertakc to act in good faith with respect to each other's rights

under this agreement and to adopt all reasonable measures to ensure the realization of the

objectives of this agreement.

12.5 Conflict of Interest: IIPL shall hold the SNDB's interests paramount, without any

consideration for future work, and strictly avoid conflict with other assignments or their

own corporate interests.

13. AMENDMENTS

l3.l This Agreement may only be amended / modified in prior writing and signed by both

Parties.

WARRANTIES AND REPRESENTATIONS

l4.l Both Parties warrant to each other that they have duly obtained all necessary consents and

regulatory approvals lrom thei

14.

rypetent authorities to enter into this /

[ ,-A.*$\Agreement.



14.2 Each party represents and warrants to the other Party that neither the execution and delivery

of this Agreement, nor the consummation of the transactions contemplated herein, will

violate or conflict with: (a) its constitutional documentation; (b) any material provision of

any agreement or any oih", material restriction of any kind to which it is a party or by

which it is bound; (c) any material statute, law, decree, regulation or order of any

governmental authority; or ia) any arrangement whereby it has not paid any collateral

amounts to the other party or any of its officer with regard to the award of contract

hereundcr or its Performance.

14.3 Both parties will use all reasonable care, skill and diligence in carrying out their

obligations, duties and responsibilities under this Agreement.

14.4 Any and all intellectual property rights (legal and beneficial) accruing and attributable to a

party during the courc. 
-of 

ierformance of its respective obligations under this Agreement

shall vest in and with that PartY.

14.5 Each party represents and warrants to the other Party that there are no material actions,

legal o, ud-inistrative which adversely affects its ability to execute and perform its

obligations under this Agreement'

14.6 IIpL acknowledges that SNDB has entered into this Agreement on the basis of the

representations and undertakings made by IIPL throughout this Agreement.

15. USE OF NAMES, LOGOS AND IIEI'ORTS

15.1 Unless otherwise required by this Agreement, none of the Parties shall use, or disclose to

third parties, the names, logos or reports of each other without the prior written consent

of the concerned PartY.

16. INTELLECTUAL PROPERTY

16.l IIpL agrees it shall not use any of SNDB's names, logos, trademarks, trade secrets,

copyriit ts, patents, designs and other intellectual property rights without the prior express

written consent of SNDB.

16.2 Without prejudice to the other provisions of this Agreement, any infringement of

intellectrut property rights by IIPL in respect of any such items shall be deemed to be a

material breach of a condition of this Agreement and shall entitle SNDB to terminate this

Agreement forthwith upon prior written notice to IIPL.

17. COMPLIANCE WITH LAWS

17 .t IIpL shall comply with all applicable laws, ordinances, regulations, and codes concerning

IIpL's obligatibns as an .rnploy.r with regard to the health, safety and payment of its

employees,-and iclentiflcation and procurement of required permits, certificates, approvals,

and inspections during the perforrnance of this Agreement.

18. Anti- Money Laundering Requirement:

18.1 IIpL acknowledge that they do not violate any statutory/prudential requirement on anti

money launderilg or recorcl keeping procedure as per existing laws/rules and regulations

of locals as well as foreign jurisdiction.

RIGHTS TO AUDIT AND INSPECTION19.

19.1 IIPL agrees, upon prior written reasonable notice, to allow SNDB, its auditors and / or

regulators (including State Bank of Pakistan), to inspect, examine and auditany operational

and business records of IIPL which are directly relevant to the Services as set forth in this

fr .k -'$

Agreement.

ti t(
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20. UNAUTHORISED SOLICITATION OF EMPLOYEES

ZO.l During the term of this Agreement neither Party shall without the prior written consent of

the other party solicit uny- p.rron who at the commencement of this Agreement is a full

time employee of such party or engaged by the third party contractor providing services to

such PartY.

21. NON-AGENCY

Zl.l In the conduct and pcrformance of this Agreement, the Parties shall always be regarded

as independent entities and not as partners, agents or employees of the other Party.

22. ASSIGNMENT AND SUB-LETTING

Z21 This Agreement is personal in nature, and cannot be assigned by IIPL without prior written

pcrmission of SNDB howcver, shall have the right to assign this Agreement to any third

party without the consent of IIPL.

22.2 IIPL shall have no right to sublet or outsource all

obligations, rights and interests hereunder, to any

approval of SNDR.

or any part of this Agreement or its
third party without the prior written

23. TIME OF ESSENCE

23.1 IIPL understands that time is of the essence of this Agreement and it shall take all necessary

steps to commence (and cause and ensure continuance ofl the provision of the Services to

SNDB, immediately commencing from the date of signing of this Agreement.

24. WAIVER

Z41 No waiver by either Party of any default by the other in the performance of any of the

provisions of this Agreement shall be effective unless in writing duly executed by an

authorized representative ol'the Parly and no such waiver shall operate orbe construed as

a waiver of any other or further whether of alike or of a different character.

25. COUNTERPARTS

25.1 This Agreement shall be executed in two (2) counterparts, each of which shall be deemed

an original and all of which together shall constitute one and the same instrument.

26. ENTIRE AGITEEMENT

26.1 These terms and conditions constitute the entire agreement between the Parties and

supersede all prior communications, proposals, understandings and agreements, written or

oral between the Pa(ies with respect to the subject matter of this Agreement.

N
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For and on behalf of
Innovative Integration (PVT.) LTD'

IN WITNESS WHEREOF the parties, acting through their duly authorized representatives,

have put their respective hands on this Agreement on the day month and year hereinabove

mentioned.

1tq ^Fety*t- Arn,@l.

w r)

WITNESSES:

2. ^/ uil 4 /'-7 /-tzf)

For and on behalf of
Sindh Bank Limited

Name: 9't o k+< il E( (, ttqq
Designation: C t o
Seal:

WITNESSES:

fw[M:
0

lrlq

n
Nu*.,{ *eo Ara Qxa&ru
Designation: ttizo Ct ( fD
Seal:

STED ATATTUSSAIf,
gW irrtd l{ornrtlor lcclrotrgl
S'TDE BANT LTUITDD
Eaail Ottlcc, f,crcell

Name: ,-{\
Designation: ( lVSeal: lnr r:es*/r.ul.HAo

lW lrf;mtirn Tcchrtrgi
Bllrn lerr Lrrrtpb

IulOffico, f,urcli.- -

SkfzhffL"*z ^W rZ!1IZN frd

s}

Name : Sl 
"> 

&y51fr" Q vrx-z;
Designation: 

-D 
I|LOCTOfL

Seal:
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ANNEXURE A

SERVICES / OBLIGATIONS OF

The sLA for web Arrrrlication Firewall (wAF-1)

the manufacturer related to the supplied equipment, if recommended.

and provide solution based on severity level'

supplied equipment. Any equipment not listed in this SLA will not be considered as part

ofthis SLA.

optimization to ensure a highly available, scalable, and secure infrastructure.

N
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ANNEXURE B

PRICE SCHEDULE

PAYMENT SCHEDULE

Payment 50% on DeliverY
Payment 50% on DePloYment

S. No. Item Unit Price Qtv Amount (PKR)

1 Web application firewall (WAF-2)
F5 AWAF.i26OO

(Specification as Per tender
document)

PKR4,74 6,9151- 1 PKR4,74 6,9151-

Total Amount (In I'KR) Including All Taxes lrKR4,7 46,9151-

N}

l
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ANNEXURE C

LIST OF EOUII'MENT & LICENSES

Below mentioned is the list of Equipment's covered under this SLA with Serial No, Model and

Deployed Location.

r-

,Ih .J

N

BIG-lP i2600 Advanced Web

BIG-IP Service: Premium (Service

Leneth 12 Months)
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ANNEXURE D

ESCALATION MATRIX

ESCALATION MATRIX AGENT - INNOVATIVE INTEGRATION

Escalation L't Level (response time 2 Hour)

Escalation 2ndLevel (res se time 4 Hour)

Escalation 3rdLevel (response time 24 Hour)

+92332300O79732200013saihaan.sa nau llah @innovativeintegration. netSaihaan SanaullahNetwork Engineer

+92332300052332200013hamza.sha koor@innovativeintegration. netHamza Shakoor

+923323000524
a mma r.ahmed @ innovativeintegration.netAmmar Ahmed

+92332300052632200013fa raz.kha n @ in novativeintegration. netFaraz KhanAccount Manager

)
tN

\\\(/L-

V

Position Name Email Office Cell

Network Engineer

Position Name Emai! Office Cell

Ammar Ahmed 32200013

Position Name Email Office cell

Technical Director Akhtar Ghazi akhta r.ghazi@ innovativei ntegration. net 32200013 +923002533684
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il lnnovative Integration (Pvt) Ltd.
E- moi I : i nfo@i nnovoliveiniegrolion. net Website : www. i nnovotiveintegrotion. net

Annexure $D')

Declaration of Fees, Commissions and Brokerage etc Payable by the Suppliers of
Services Pursuant To Rule 89 Sindh Public Procurement Rules Act, 201C

Innovative Intesration (Pvt.) Ltd fthe Supplier] hereby declares that it has not obtained or induced
the procurement of any contract, right, interest, privilege or other obligation or benefit from
Government of Pakistan (GoP) or any administrative subdivision or agency thereof or any other entity
owned or controlled by it (GoP) through any conupt business practice.

Without lirniting the gencrality of the foregoing, [the Supplier] represents and warrants that it has

fully declared the brokerage, commission, fees etc. paid or payable to anyone and not given or agreed

to give and shall not give or agree to give to anyone within or outside Pakistan either directly or
indirectly through any natural or juridical person, including its affiliate, agent, associate, broker,
consultant, director. promoter, shareholcier, sponsor or subsidiary, any commission, gratification,
bribe, finder's fee or kickback, whether described as consultation fee or otherwise, with the object of
obtaining or inducing the procurement of a contract, right, interest, privilege or o.ther obligation or
benefit in rvhatsoever form from GoP, except that which has been expressly declared pursuant hereto.

[The Supplier] certifies that it has made and will make full disclosure of all agreements and

arrangcinents with all perscns in respcct of or related to the transaction with GoP and has not taken

any action or will not take any action to circumvent the above dcclaration, reprcsentation or rvarranty.

[The Supplier] accepts full rcsponsibility and strict liability for rnaking any false declaration, not
making full disclosure, misreprescnting facts or taking any action likely to defeat the purpose of this
declaration, representation and rvarranty. It agrees that any contract, right, interest, privilege or other
obligation or benefit obtained or procured as aforesaid shall, without prejudice to any other right and
remedies available to GoP under any law, co;rtract or other instrument, be voidable at the option of
GoP.

Notwithstanding any rights and rernedics exercised by GoP in this rcgard, [the Supplier.l agrees to
indcrnnify GoF for arry loss or darnage incurred by it on account of its corrupt business practices and
further pay compensation to GoP in an amount equivalent to ten times the sum of any commission,
gratification, bribe, finder's fee or kickback given by [the Supplier] as aforesaid for the purpose of
obtaining or inducing the procurernent of any contract, ri-eht, interest, privilege or other obligation or
benefit in whatsoever form from CoP.
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