SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCURING AGENCIES FOR PUBLIC CONTRACTS OF
WORKS, SERVICES & GOODS

SINDH BANK LIMITED/ADMINISTRATION

1) NAME OF THE ORGANIZATION / DEPTT.,
2) PROVINCIAL / LOCAL GOVT./OTHER = SCHEDULED BANK

3) TITLE OF CONTRACT Supply & Installation of Web Application Firewall (WAF-2)
4) TENDER NUMBER SNDB/COK/ADMIN/TD/1194/2021

5) BRIEF DESCRIPTION OF CONTRACT Same as above
6) FORUM THAT APPROVED THE SCHEME Competent Authority
7) TENDER ESTIMATED VALUE Rs.4,950,000/-

8) ENGINEER’S ESTIMATE
(For civil works only) 48

(Attach list of buyers) |

12) NUMBER OF BIDS RECEIVED
13) NUMBER OF BIDDERS PRESENT AT I JF OPENING OF BIDS ~

14) BID EVALUATION REPORT
(Enclose a copy)

ihovative Integration (Pvt.) Ltd

15) NAME AND ADDRESS OF THE SUCCESSFU £
Zo Aﬁf/@k/
16) CONTRACT AWARD PRICE =T Bon—
} \/\)C >

17) RANKING OF SUCCESSFUL BIDDER IN EVALUATION(REPORY L I

(e 1%, 2"“, 34 EVALUATION BID). 1. M/s. Innovative Integrafign (Pvt.) Ltd
18) METHOD OF PROCUREMENT USED : - (Tick one) /

a) SINGLE STAGE - ONE ENVELOPE PROCEDURE Domestic/ Local

b) SINGLE STAGE - TWO ENVELOPE PROCEDURE

c) TWO STAGE BIDDING PROCEDURE

d) TWO STAGE — TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i.e.
EMERGENCY, DIRECT CONTRACTING ETC. WITH BRIEF REASONS:
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Competent Authority
19) APPROVING AUTHORITY FOR AWARD OF CONTRACT

20) WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?
Yes || v | |No

21) ADVERTISEMENT :

Yes | SPPRA NIT ID:T00531-20-0025

i) SPPRA Website
(If yes, give date and SPPRA Identification No.)
No
ii) News Pal?ers Yes | Express Tribune, Daily Express & Sindhi
(If yes, give na f newspapers and dates) Express (24/03/2021)
No
22) NATURE OF CO? Pomesi 10 v [ | Int.
23) WHETHER QUALIFICATON C
WAS INCLUDED IN BIDDING / TENDE
(If yes, enclose a copy) ves |1 v | INo
24) WHETHER BID EVALUATION CRITERIA
WAS INCLUDED IN BIDDING / TENDER DOCUMEN Yes || v [[No

(If yes, enclose a copy)

25) WHETHER APPROVAL OF COMPETENT AUTHORI'E¥ FOR USING A
METHOD OTHER THAN OPEN COMPETITIVE BIDDING Yes | INo v

26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS? ves |1 v | |No

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATED Yes || v | [No
BID / BEST EVALUATED BID (in case of Consultancies)

28) WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY Yes || ¥ || No
COMPLIANT?

29) WHETHER NAMES OF THE BIDDERS AND THEIR QUOTED PRICES WERE READ OUT AT
THE TIME OF OPENING OF BIDS? ves |1 v 1No

30) WHETHER EVALUATION REPORT GIVEN TO BIDDERS BEFORE THE AWARD OF
CONTRACT?
(Attach copy of the bid evaluation report)

Yes || ¥ |[No
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31) ANY COMPLAINTS RECEIVED Yes
(If yes, result thereof)
No | No
32) ANY DEVIATION FROM SPECIFICATIONS GIVEN IN THE TENDER NOTICE / DOCUMENTS
(If yes, give details)
Yes
No | No
33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(If yes, give reasons) Yes
No | No
34) DEVIATION F LIFICATION CRITERIA
(If yes, give detailéd reasons.) Yes
No | No

35) WAS IT ASSURED BY THE PRO
BLACK LISTED?

NCY THAT THE SELECTED FIRM IS NOT
Yes IT No

36) WAS A VISIT MADE BY ANY OFFICER/O
SUPPLIER’S PREMISES IN CONNECTION WIT
BE ASCERTAINED REGARDING FINANCING Qi
(If yes, enclose a copy)

E PROCURING AGENCY TO THE
ROEUREMENT? IF SO, DETAILS TO
ABROAD:

Yes No ||v

37) WERE PROPER SAFEGUARDS PROVIDED ON M@E
THE CONTRACT (BANK GUARANTEE ETC.)?

VANCE PAYMENT IN

Yes No v
38) SPECIAL CONDITIONS, IF ANY Y
(If yes, give Brief Description) es
kﬂ/ .
. P : No | no
S e
jignature & Official Stamp of C,) <
. N
' Authorized Officer . vd ’) /_‘
<

—~ /L‘;OOHR' Ql}g!:radén.-..
j RaUtYY

FOR OFFICE USE ONLY  EVPIeac of Administration
pOROrr L oAt SINDH BANK LigiTED

SPPRA, Block. No.8, Sindh Secretariat No.4-A, Court Road, Karachi

Tele: 021-9205356; 021-9205369 & Fax: 021-9206291
T
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Bid Evaluation Report

Supply and Installation of Web Application Firewall (WAF-2)

i Name of Procuring Ageney Sindh Bank Ll
2 Tender Referenue No. SNDB/COR/ADMINTD | 1947202 ]
3 Tender Deseription Supply and Instalition ol Web Application Firewall (WAF-2)
4 ‘Method of Procuremern Single Suge One Envelop Bidding Pracedure
$ Tendér Published & SPPRA S, No. SPPRAS No. T00531-20:0025
6 Totul Bid Dovuments Salk! 0
7 Tatal Bids Reegived 01
8| Technicsl Bid Opening Dste 09743/2021
9 Financial Bid Upenipg Dare 090472021
10 Noof Bid Techaicnlly Qualified N
1 Bidix) Rejected i
X ; i Ranking | Comparisen with Reason for
Ns N (l:: ‘:'f:‘r Can lgf;::d by in Terms | Estimated Cost Acceptance/ Remarks
o DIpany ! of Cost | (Rs.4.950,000/) Rejectinn
1] [ 2 3 -+ 5 6
Mis Innovative —_ Rs203.085~ below | Aceepted Being )
(] Iegrunon (e Rs. 4746915 Ql';ﬁ"’t:z;d with the estinpted the Qualified u-'m";s mh::}:dbcm
Lid oSt Bidder ompli

Noter M/ lnnovative lntégration (Pyi) Led iy selecred for Supply and Instaflation of Web Firewall (WAF-2) ta Sindh
Bank Ltd hefag the quatified hidder,

Members — Procurement Conyinittee
{(Mr, Saced Jamal) Chief Financial Otficer - EVP - Chuirperson

(Col. Shahzsd Begg) Head of Administranion - EVP — Member

(Mr. Syed Muhammad Ageel) Chief Manager. IDBL. KHI -AVP — Member




o 4 A 11 \_, B

SINDH BANIK.
ﬂ.'\_Lu..l

Nmk TG T Prsy ** ®

Dare: 28-05-2021

Subject: Certificate

Compliance of SPPRA Rule 48
TENDER REF NO. SNDB/ADMIN/TD/1194/2021

This is to cerrify that as only one bid was received against the tender, so Rule 48 has been complied with
detail as follows.

b
Market Price Current Tender Price
Rs, 6,064,603/ - Rs.4,746,915/-
[Quitation Attached) [BER Attached)
r"/-’l
P r’{
Ah W&
M
8. Khgsam Waheed M. Rashid Memon
OGJA.T, Division VP-1/1.T. Division
bers ~ Procurement Committee
e

My, Sared Jamal] Chiel Financial Officer -~ EVP ~ Chairperson

(Col, Shalzad Begg) Head of Admupustraton « EVP - Member

(Mr. Syed Muhammad Aqeel) Chief Manager. IDBL, KHI -AVP - Member |



Dateds. Apr 20,2021

Ta,
My, Zevshan,
Sindh Bank Karachiy

e

Subject: Finaneial Proposal for F5 i2600 Awal

Submitted By:

Zain Ali

Key Account Manages,

FUTURE POINT TECHNOLOGIS

E-mall: zaln.aliffutarepoioti,gor
Carrespundence Address:

126, Shier Shah Bloek-New Garden Town Lahore.

FUTURE POINT TECHNOLOGIES 126, Sher Shah Block-New Garden Town Lahore.



FUTURE POINT TECHNOLOGIES

Alens
Mr. Zeeshan,

Sindh Bank, Kueachi

Dear §ir,

Date: Apr 20,2021
Yer; ¥-1

Ref No. FPT-200:42021-

We dré pleased to share our proposal for Revised Financial Prapesal for £S5 (2600 Awaf etc. We feel honoured to inform that
Future Point Technologles Is partner with some ol the lea_d!ng IT/Telecom solution: providers such as Citrlx, Cisco, VMWARE, EMC,
Cista, Junilper, Huawel, McAfee, Palo-Alto, Fortinet, BDCOM, 3M ete, We are confident to deliver any size of project on turakey

basfs,

TR raposat for F5 12600 Awal ] '
‘ 1 Unit Tolal } g
S, No. Part. No. Qty | Price Price | GST Ur:g:;,d“ To“:' :.ﬂ“

j . wio Tax | wio Tax hemhlata with Tax
7 F5-UPG-AC- BIG-IP Single AC Power Supply for o
12XXX iZXDC (250 W, Field Upgrade) 2.508 2,508 426 | 2.935 2,935
B8lG-IP 12600 Advanced Web
F5-BIG-AWF-
2 Applcation Firewall (16 GB Memory, 1 4,11 "
12600 Basa SSL. Base Compressicn) 24185 24,185 1 28.297 28,297
3 F5-SVC-BIG- BIG-IP Service: Premium (Service ’ 7 |
PRE-L1-3 Length 12 Manths) 3.798 3.798 646 | 4,444 4444
4 F5.UPG-SFPC- | BIG-IP & VIPRION SFP 1000BASE-T > ) ]
R Transceiver (Field Upgrade) 539 1079 92 | 831 1,262 |
- . Grgmf»T_otal USD | 33 570 | 36,837 % 13
AR F5 14600 AWAF only T ey
i T W [ nit Total - oo
SiNo. | Par. Ne. Qty | Price | Price | GST | SmtPrce Tg%’.’g:‘-
wlo Tax | wio Tax :
1 F8-UPG-AC- BIG-IP Single AC Power Supply for 2 5017 | 17%
16 XXX AX00 (250 W, Field Upgrade) 2,509 ‘ 293511 5.870.22 y
Y BIG-IP 14600 Advanced Web h
F5-BIG-AWF- - .
2 Application Firewall (32 GB Memory, 2 85,138 | 17% : .
w500 Base SSL, Base Compression) 92563 by i
F5-SVC-BIG- | BIG-IP Service: Pramium (Service . _
’ PRE-L1-3 | Length 12 Months) _ 2 | gi85 13,370 | 13% | 7 go1.50 15,643.17
BIG-IP & VIPRION SFP T1000BASE- % ]
£5.-UPG-SFP-R | SX Transceiver (Short Range, 850 m, 4 : 1,433 | 17% 44 3
it iggrade) 358 930 1,677.18
L Grand Tatal USD ' 104,960 122,802.66

FPT Commercial Terms & Conditions:

Validity: Proposal will be valid for 15 days.

Above mentioned prices are subject to the quoted Quantity and prices may change with change in quantity.

FUTURE POINT TECHNOLOGIES 126, Sher Shah Block-New Garden Town Lahore,



Tender Ref, No. SNDB/COK/ADMINTD | W21

2. There can be a subsequent clarification to this specific tender for which it is advised to keep yvourself
abreast with the notification being hoisted on Sindh Bank Ltd & SPPRA websites regularly.

3. Attachment of relevant evidence in eligibility criteria is mandatory. In case of non-provision of evidence
in any of the requisite, bidder will be disqualified.

4. Bank reserves the right to verify all or any documents from the source, submitted in the bid as per
SPPRA rule # 30(1).

5. Bank reserves the right ta verify the equipment from the principle at any time to ensure that the supply
of equipment is genuine, original, new and that its specification are the same as described in the bid.

6. In case of any fake/refurbished equipment, the company may be subject to legal proceeding as per
SPPRA rule # 30(1). '

7. Company will be considered disqualified if specification of the WAF quoted does not meet the
specification given in the tender document.

8. Company shall supply Goods as per specifications and upon the recommendations of the
Technical/Standardized Committee appointed by the Bank within 8 ta 10 weeks from the date of
receipt of purchase order. In addition to that Rs, 500/- per day will be fined after 10 daysand Rs. 1,000/-
per day will be fined after 20 days.

MANDATORY

1. GST/income Tax Registration/Registration With Sindh Revenue Board

2. Attachment of Affidavit (specimen attached as Annexure “H") on stamp paper from the owner of the
company.

3. Attachment of Annexure “A” (With Financial Proposal) & Annexure “B” (With Financial Propasal if
Bank Guarantee is going to be submitted as Bid Security).

4. Writing of tender reference as given in the NIT on the Envelop, carrying tender document is must or
the bank will not be responsible if the documents are not received by the Pracurerment Committee at
the time of opening of bids.

5. The bidders are required to submit bids only in prescribed financial proforma given in Tender
Document.

6. The representative present at the time of opening of tender shall be in possession of authority letter
on the company’s letter head, duly signed by the CEQ of the company.

7. The Company must be in LT. Business for Preferably 05 Years In Pakistan.
(Attach documentary proof as Annexure-7)

8. Company must provide s valid & latest Manufacturer Authorization Certificate (MAF) from the
Manufacturer/Principal for supply of required equipment.

(Attach documentary/certificate proof as Annexure-8)

Note: Attachment of relevant evidence is mandatory in eligibility criterfa. In case of nen-provision of
evidence in any of the requisite, bidder will be disqualified.

Talmoor Ghausij S. Zee,sha%f\.n«Haq
AVP/ Finance Division. VF/ Operations Div SVP/L.T. Division

A ,lﬂ
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Tender Rel No, SN DBJCD}UAI}MINH"DI 11942020

Eligibilt Criteria-WAF2
The praspective supplier will pravide Sindh Bank with two (a2} Web application firewsll (WAF) that
includes the following features.

Bldder/OEM Eligibility Criteria:

The cantract will be awarded tothe successful gidder whose bid will be found rechnically compliant and
nhas offered the lowest cost and emerged as most advantageous pid. proposed Ridder must qualify
following criteriai

i. Bidder must be registered with Income Tax and Sales Tax Department and must-appear on Active
Taxpayer List of FBR-Y 5/NO)

2. Bidder must -either be @ manufacturer {(DEM) or an authorized Partner of the OEM in pakistan.
(YESTND)

3, Bidder must have Annual Turnover of at least PKR 15 Million in last Three (03) financial years. Audited
Einancial reporis ot Tax Statements to be submitted with the proposal. (YES/NO}

4 Bidder/OEM progosed solution must be degloyed in at least Three (03) commercial Banks during
|ast three years gther than Sindh gank. [#S/ NO)

5 Bidder must have successtully done Two (02) deployments of Weh Application Firewall (WAF) in
commercial Banks last three years- (vES/NO)

6. Bidder must have cervice and support office in at least two (02) major cities of Pakistan including
Karachi. NEIS:/NO)

7. Bidder must not be blacklisted by 2any government, s_emi-govemment, or private organizatlon.
(YE5/NO) e

g, Bidder must submit OEM authorization Jetter for this specific procurement. (YES/NO)

9. Quoted hardware | Software solution must have end of life beyond five (05) year at the time of
<ubmission. (YES/ NO) v

10. Bidder must be in relevant |T business since tast Five (05) years. (YES/NO) v

11. Bidder must have at least two professional jevel certified resource on propos_ed OEM. (YES/NO)

12. The proposed product must be recogpized as 3 "Leaderl_ch*alienger" at-least once in fast three (03)
years of Gartner Magic Quadrant. (YES/NO)

13, Required quantities of Web application firewall (WAF] is Twe (02) and will be deployed in Primary

data center in High Availability (HA) =" -

7]
] st e
FLIGIBILTY CRITERIA NOTE e

1. |f company not active Tax payer it will consider as 3 disqualified {Attached proof as Annexcure-s).

a 'j 2 ( /, o
Audel
Taliw oor Ghausi -

1 Y
AVP/ Finance Division. vp/ Operations Div

5. leesha}\-ul~Haq
svp/ LT, Division
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Tender Rel. Ny SNDB/COK/ADMINTD/L 19472021

D1 LIFICATION

The bidder will be cansidered disqualified prior to/during technical/financial evaluation process or
after award contract if:

1. Onblacklist of SPPRA & Sindh Bank Ltd.

2. Issued with two (2) warning letters/emails by the Sindh Bank Ltd in the past to the bidder for
unsatisfactory perfarmances.

3. Not GST/Income Tax Registered/Registration With Sindh Revenue Board

Alternate bid is offered.

Non - Attachment of Annaxure “A” (With Financial Proposal) & Annexure “8” (With Financial

Proposal if Bank Guarantee is gaing to be submitted as Bid Security).

The gualified bidder sublets the contract in any farm/stage to any other agency.

The tender is deposited without Tender Fee.

Warranty of supplied items is less than 1 year.

If during verification pracess of the cliental list the response by any of the bank is unsatisfactory on

account of previous performance.

10. After supply, if the specification of supplied items is found different with the items produced in front
of committee at the time of technical evaluation.

11. In the past, the company agreement has been prematurely been terminated after due qualification
in anyof the category of the tender.

il o

0 N O

.

~ -
v ( W r—p i
Taimoor Ghausi A‘san Alj ’ S, Zeeshan-ul-Haq
AVP/ Finance Divisian. VP/ Operations Div SVP/I.T. Division
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TENDER REF.NO. SNDB/COK/ADMINTD/ 194/2021
{ WaL-1)

SCOPE OF WORK / TECHNICAL SPECIFICATION

Sindh Bank requires Supply and Installation of Data Centre Web application firewall (WAF). The requirement
will be issued on need basis. Therefore quantity may vary depends on the requirement of the bank, accordingly
banik will not be responsible if the quantity asked is not as per scope of work below and. in this context no
claim will be entertained. Payment will be done on supply and installation of actual humbers.of items.

The prospective Supplier will provide Sindh Bank with One (01) Enterprise-Class Next Generation Web
application firewall (WAF) that include the following features,

Web application firewall (WAF) REQUIREMENTS:
SPECIFICATIONS

SNE | SPECIFICATIONS
L7 requests per seaond: 350K
A bopniections ey secong: 125K
1 intelligant Teathe Procesaing: L4 WTTP requests par second; GO0K
fagxtrndm L4 toncurrant confidfetions! 14m
Trroughpul: 10 Stpsla/L7
ECLT 21K TPS (ECOSA P-256)
pi Haraware Olfosd SSL/TLS: RSA: 2.5K TPS (2K Keys)
5 Ghps bulk encryption*
3 Softwara Compression 3 Gopy
Sottware Arcmincrure; Ba-bit TGS
Oa-Demand Jpgradalle: YE5
2 Protessor- One 2-Care Inrel Peouum processor
' {tital & hyperthreaded logical progessor cores)
7 Mednary: 16 GBODRA
8 Hard Ofive: 1 TB Entarprise Class HDD
9 Gigat Etherner CU Parts: Dptional SFP
i Gigabit Tiber Ports (SFP): 45K or X {sald separately)
11 10 Gigabrt Fiber Portg [3F0=) 2 SRAR {suld separntety); vptional 10G cpper direct attzch
i
L The WAF shall be able to automarically-built palicies
2. The WAF shall be able to manually accept false positives by simple means (check boy)
31 The'WAF shall be able ta define different policies for different apglications
4. The WAF shall bz abla to create custom attack signatures ar events
5. The WAF shall be able to eustomize Denlal of Service policies
. The WAF shall be able to cambine detection and prevention techniques
7. The WAF shall have palicy roll-back mechanism
8, The WAS shall be able to do versioning of palices
5 The WAF shall have a built-in reaktime policy builder with automatic self-lzarning and creation of security policés
10. The WAF shall have application- ready security templates for applications - eg Microsoft Sharepoint, OWA, ActiveSynic,

$AP, Oracle Applications/Portal, PeopleSoft, Lotus Doming for
11. The WAF shall be capabile of baing restored to factory defaults
q 12. The WAF shall have the ability to automatically detect gef' technologies and suggest adding the dets

&g server

L » technologies to the user's security policy. » v YN ™
13\ The WAF shall provide layered policies configuration e-a4tierarchical manner with a parent and chil “This ‘-"\l\
(\ ) s for auicker policy<reation and !eami’uf. ﬁ%hw canbe created in two ways: i(, dl [\ X
o AT ISR
Mohisin Ali Ratip Kamal Rashid Atif Alvi
AVP-11/ Admin. Div. Officer Operation Div. AVP-I1/1.T. Division
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TENDRER REF.NO. SNDR/COK/ADMIN/ T/ 11942021

s‘}eguri'ty Palicy: This is simllar to previous releases of an ASM security palicy which ¢an be applied o any.refevant
virtual server.

Parent Palicy: Ths Js 2 new type of policy which enables the user to create 2 figher level policy to act as 3 témplate
for Its attached child policies,

Tha:WAF layered pelicies configuration enhancements shall have the followings, )
Administrators tan mandate that all mew security policies created must be attached to a compatibie parent palicy.
All attached child paliclas for a parent policy are:listed in the parent policy details,

Parent policy suggestions now have a maximum score of parallel suggestians in (ks child policies, All lacked child
suggestions propagate to the parent policy, The score of the ﬁa_rallel suggestion in each child Is shown In'the parent
policy pane per suggestion, with the top scoring children markéd,

The WAF shall hays fn ymproved Pollry Bullder Process which has a sh'u%:e tabbed screen containing the-conflguration

far a palicy’s General Settings, Inheritance Settings, Microservizes, Attack Signatures, Threat Campaigns, angd Response
and %ocﬂng Pages. The Balities List displays lﬁt name, eniprcement mode, attached ‘Vlﬂualp;e%vers and OG\'/ASP
compllance.

s

The WAF shall ha able to recognize trusted hasts

The WAF shall be able to learmn about the zpplication withaut hurman interventian

The WAF siall bse able 10 Inspect policy (auditing + reparting]

The WAF shall be able to protect new cantent pages and objetts without palicy modifications

Ableto provide anomaly learning of client Integrity whether it is hrawser compared 10.automated web attack tod!
mgg rsconﬁgure whether the system tracks sessians based on user names, P addresses, ar session idertification
Positive security model support - An “allow what's known” palicy, blocking all upknawn traffic -and data types
Positive security madel configuration

Application flow

Dynaric Positive security model configuration maintenance

Bu’ill% al& process engine to detect evasion techniques llke cross site seripting Is‘there an gut of the box rule database
avallgble.

Autamatid regular signature updates _

Operatas in afull Proxy architecture and inling contral aver all'traffic through the WAF

Ability to hide back-end application server 05 fingarprinting dota and application specifie information
Abilit)v ta prétect against malicious activity within and hijacking. of embedded cfient side cade (javastripr, vbstript,
ete...

by e
The WAF shall be able to perform cloaking e g hiding of &rror pages and application error pages and even sperific data

%W“F shall be able te perfarm virus checking on HTTP file uploads and SOAP sttacments. Support to Antt-Virus via
!

cammunication channel _
Provide protection of AJAX-enabled applicatians Includiig those that use ISON for data transtar between the client

and the server. Thisinclude support Insetup AJAX blocking respense behavior for applications fhat use AIAX. sothat

If aviglatior occurs on an AJAX request, the system displays a message or redirects the application yser o another
location.

The WAF shall support protection of XML Web Services

The WAF shall restricts XML Web Services sccess ta methords definad via Weh Services Description Language (WSDL) o

XML Schema format (XST)
The WAF shall be able to perform validation for Web Services XML Documents which 1s WS-l 'campliant

The WAE has a XML Parser Protection, limit recursions td thwart DoS conditions. liwit-the numbers of elements,
fengths of elements, attack signatures sriforcement. In addition, it can be used 16 éricrypt.and stgn deicuments:
aczording ta the WS-Security standard:
The WAF shall be abig ta perfarm information display masking/scrubling on raquests and responses
The WAF shall support Sensitive Data Masking for personal details about 0sers and cradit cards in the
HTTP Header fields, especially Autharization :
URL segments with persanal identification usjiis ositionial parameters
Caokie values g

llowing entities:

Mohsin Ali Raho - Kamal Rashid Atif Alvi
AVP-1l/ Admin. Div. Officer Operation Div AVP-11/1.T, Division

Page 2 of 7
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TENDER REF.NO. SNDB/COK/ADMIN/TD/1194/2021

10. The WAF shall be able 1o munitor latency of Layer 7 (ap{mc'anon layer) traffic 1o detect the spikes and anomaiies in the
typical traffic pattern to detact, rapert on, and prevent layer 7

11. The WAF shall be able to datect, repor &n, and prevent Layer 7 (appiication Jayer) brute force artack attempts
1o break W o securad areas of 3 web application by trying
exhaustive, systematic parmutations of code or username/passward combinations to discover legltimate
authentication credentials.

12. The WAF shall be able to detect, report an, and prevent Laver 7 (applicatian layer) web bot doing recursive web
scrapping and capld surfing. it zlso has the abillty to differentiate
puromated web attack agent from legi user. Provides the ability 10 customize the default list of recognized search
engines, and add pwn site's search engine to the system’s list of f. The WAF shall be ahile to Integrate with thess
vulnerability testing tools - Whitenal sentinel, IBV Appscan, 1 webinspect and QualysGuard, for automated insrant
pdlicy tuning. Provide unified IP address whitelists for Policy Bullder ttusted IP addresses, and anamaly whitelists
{DaS Attack Prevention, Briste Force Attack Preventian. 2od Web Scraping Detaction)

13. Provide GUI based contra! 1o determine the reputation of an IP address and operate (e.g. block) based on that
raputation. The IP reputziion database is regularly updated. It dezect IP reputation based on:

5. Windows Exploits: P addresses that have exertised vanous exphdits 2 3inst Windows resources using
brawsers, programs, downloaded files, scripts, or-operating system vulnera ilities. i

b.  Web Attatks; 1P addresses that have [aunched web attacks of various farms.

t. Hotnats; IP addresses representing compromised computess on tha Intermet that are now part of a botnet
(machinas that send sparm messages, launch varlous attacks, or behave in other unpredictable ways),

4 Scanners: [P addresses that have been observed To scan paris or natworks, typicallyto Identify vulnersbliities
for subseguent explaits.

e. Denial of Service: P addressas that have launched denial of servica artacks, often :'edquesu for jegitimate
services. but which cecur at such a fast rate that targeted systéms:cannot respond and become overloaded

ar unablz o service legitimate cllents.
I Reputetion: P addressas that lssug HTTP requests with a low average reputation, or that request only kniown

malware sites,
g Phishing Proxy: IP addresses assoclated with phishinﬁ websites [sources that attempt to acqulre information
such as user names, passwards, and credit card detalls by masquarading as a trustwarthy entity).

D :
1. The WAF shall be able ta suppart the following evasive detection techpigues !
a.  URL-decoding
b, Null byte string tanmination
¢ Self.referencing paths (i.e, use of /./ and eficoted equivalents)
d  Path back-referances lwe. use of /../ and encoded equivalents)
e,  Mixad case
f.  Excessive use of whitespare
g Comment removal (e.g convert DELETE/**/FROM 10 DELETE FROM)
h.  Conversion of (Windows-supported) backslash characters into farward slash ¢haractars,
I Conwersion of lIs-spetific Unicode encading {%uXXYY)
J.  Decode HTML entities [e.p &#99;, &quot;, Baxan;)
., Escaped characters fa.g. \t. \DO1, \xAA, \uAABB)
I Megative security model technigues
m, Implemented concepts to cover vulnerabllities (OWASP based);
2. The WAF shall be able 1o protect against.
a.  lUnvalidated input
b.  Irjection flaws
. SQLInyection
d. DS injection
@, Parameler lampering
f  Cookie paisoning
g Hidden field manipulatian
h,  Cross site scripting faws
. Buffer overflows
i Broken accesscontrol
k. Broken authentication and sesslon management
p . impraper Ervar Handling,
' m._ AML bombs/DOS p— g,
\ /‘2 Foroetal Browsing 2 e ?éa
. Sensilive information leaky e <y ;

(1\’ Y’ ' @ 52\‘ y f '/« cb\
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sessian hijacking

Denial of service

Request Smuggling

Coakle manipulation

The WAF shall be able to protect against New attack signatures

Thia WAF shall be able to protect against XML External Entities {XXE)
The WAF shall be abie to protect against insecure Deserialization

The WAF shall be able to protect against NoSAL (n)ection

Tha WAF shall be able to protect agalnst insecure File Upload

The WAF shall be able to protect against Server-Side Template injection

- ow

i i ncy Capabi 3

The WAF shall be able to support Righ Avallablilty Faliover via network only

The WAF shall be abfe to perform application level health check of the back end servers

Tha WAF shall be able to Ioad halance to the back end servers (round robin, least connection, fastest response)

The WAF shall be able to support caching and compression ina gingle platform

Iﬁeﬁ wz{ shall He able to be implémented and Installed pn separate apolication delivery controller (ADC) hardware

platforms

Ltywe w;]aF solution shall allow traffic pass through when the services fall. [Note that this is different from fail-open
pass

The WAF shall be able to suppert vian configuration through bullt In switch

The WAF shall be able to perform TCR{IP optimization

The WAF shall be able ta perform packet filtering

The WAF shall have 550 accelerators available for SSL offleading

The WAF shall stare the certificate privase key.on the WAF using a secure mechanism

The WAF shall store the certificate private key-on the WAF using a secure machanism, and a passphrase
The WAF shall capable of communication to a backend appllcation server using httos

The WAF shall be capable of tuning the $SL parameters, such as 5L encryplion method usad, SSLversion

i es:

Able to support the prevention of sending or accessing tonkles when unencrypled HTTP is the transport

Able ta mitigates click-jacking attacks by Instructing browsers nol to load a page into 2 frame

Able to support generlc scanner via 3 publishad XML schema

Mitigating Bots via Captcha (login wall).

Erable detection of anamotous. traffic patterns that stem from.a specific unigua geo-loration.and allowing thretiling
of anomalous traffic by gea-location based on RPS counts. :

Proactive BOT defense that provides always-on protection thal prevent bot sttacks driving Layér7 DTS attacks,
webstrapping, and brute force attacks from ever taking place Wiorks with exisfing reactive anamoly detections.
introduces javasceipt challenge to slow requests down.and distinguish bots before requests reach a servar.

1§ obfuscation and client side security. Adding an abfuscation mechanism fo protect JS against examination or revarse
ggfineering and tampéring. The mechanism will run on the mrﬂme as 4 Java ck%vound process c_ompillnF and

uscating IS code v-encrn:ﬁng the code. This enhancement will ultimately Ride sensitive information with IS, insert
changeable data into JS files and allow 3 lack-free mechanism of syricing dynamically generated data including

CAPTCHA and R9A key pairs.

The WAF shall support JSON protectian,

The WAF shall suppant Single Page Application (SPA) pratection by
identifying the login page based an the Action Parameter.

Detecting Namelass Parametacs,

Pratecting Single Page Application Form submissions,
identifying the Username.

Recognizing the 1SON Content Profile better.

The WAE shail pravide CSRF Protection with two enforcemant modes:
Verify (SRF Token
Verify Crigin /
The WAE shall support simpllfied custom arttack signa
to use Snort syntax or escape common characters.
The WAF shall supgart tookie modifications for t

P

L writing 1o allow users to create rules without neading

licy-and Device I caokie names.
PS and WebSocket URLs .

) ot [
(\ﬂ, |“~b
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. the server to understand the Server weve@ Do§ attack v
The ' WAF must be able ta derect, r _‘rr'o?, agd-prevent Layer 7 (application layér) brute: rnr'cj a
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The WAF shal*supgor{ monitoring of resource utllization for request queue sizes with threshold slerts triggered and
sent over local log, SNMP or SMTP. Ini this way. users can spot

e WAF shall allows the sadition of .Lllst of domains allgwed to send out AIAX renuests with tustom headers for
Single Page Applications. This pravants browsers from blacking cross domain AIAX requests while still enforcinga CORS

{Cross Origin Requests] policy with stngle page applications,
The WAF shall support Incidents exports in HTML farmat
The WAF shall support Learning Suggestions exparts in HTML farmat.
The WAF shall provide microservices secufity policy for.a defined unigue identifier of Hostname + URL.
The WAF shall provide Selective Security Live Software Updates whith can receive scheduled and real time selective
live updates of attack signatures, bat signatures, trowser challenges, ‘
The WAF shall have the OWASF Campliance Dashboard which details the coverage of each security policy for the top
10 maost critical web application security risks as well as the changes
The WAF shall support HTTP/2 pver SSL/TLS on both the cllent and server sides, without having to translate the client
HTTP/2 traffic to HTTP/L.1 on the server-side. :
Thie WAF shall lag challenge fallures in the event logs for Application Security and Bot Defense.
The WAF shall have POl Compllance reporting which inclutes 2 options to automatically fix compliance issues 0
support PCI Compliance 3.2:
Encrypt transmission of cardholder-data acrass open, public networks
user Is-forced to change password every 90 days.

The WAF shall have TLS fingerprints identificatton te distinguish between bad and good actors behind the same P
[NAT) and only block traffic from bad actars:
Tr}e WAF shall support Polivy Change and Security Event Reporting to Cantinuous, Integratians / Continuaas Dellvery
CI/CD) Servers for C1/CD Cycle Support. WAF deplayment can be integrated within the user's Clécw:jgellm and user's

gpvﬁ)ést ig?l chain for test and production enviranments. This allows the user to deploy the right WAF policy per each
a ¢4

& Bl 1

The WAF must able ta configure a list of Allowed File Types foryour web application
Tha WAF must be able ta allow or disallow specific file type
The WAF must able ta configure a list of Allawed URLs for your web application
The WAF must ahie to canfiguré a list of Allowed Parameters for your web application
The WAF must able 1 configure a list af Allowed Caokies tor your web apphication
Tha WAF must able to configure a listof Allowed HTTP Methods for your web applicaticn
The WAE must capable of Blocking specific ist-of HTTP methods
The WAF imust able ta canflgure 4 list of Allawéd Redirectioh Domains for vour web application
The WAF must be sble to enforce maximum length of following HTTP fequast parameters

URL Length

Query String (URL parametars Lengih

Reguest-Length

PQST data size
The WAF must be able to entorce specific MTTP headers and valugs to ke present in client requests

" The WAF must suppart HTMLS Cross-Domain Request Enforcement to enable one website fo access the resources of

another website using tavaScript.
The WAF must be able 10 enforce specific WTTP headers and values tobe present In ¢llent requests
The WAF must capable of defining parameters of own attack detection signatures and be aleriad when threshalds for

these are passed

. The WAF must automatically download and apply new signatures ta ensure up-to-tiate protettion

The WAF must aperate in a full Proxy archltecture angl inline contro! over all traffic
‘Tr;-;- WAF must be. able to ta hide back-and application server 05 fingerprinting data and application specific
nfprmation

. The WAF imust be able to protect against malicious activity within and hijacking of embedded client side code

(javaserign, vbscript, 2ct..) ,
The WAF must be able ta mitigate DoS vectors focusing on protocol weaknesses of HTTP such as:

Slowloris

Slowe Post

Hash Dos

HTTP Get Flood
The WAF miust be able to detect Dos attacks by monitoring the average number of transactions per client 1P addresses
or individual requasted URLs per second
The WAF must be able to detect DoS attacks by monitoring the ave m kes for ? : i
wa spedwc URL. The WAF eva'iual!)es 312 #ess;x:nse tmffi&vpﬁ g tigie Rakes fir the backend servir i repepand

= -

o
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break in 1o secured areas of a web application by trying exhaustive, systematic permutations ol code o
usernnme)password rambinations to discover Iegivmatz authentication credentials,
The WAF must be able to stop non-human attackers by presénting a.character recognition challenge to suspiious
users. This CAPTCHA challenge will be presented after the system detects one or more af the following issues:

A suspicious 1P address

Requests from g suspicious country
The WAF must be able to mitigate traffic from countries that send suspiciaus traffic
The WAF must be able ta Inject a JavaSeript challenge Instead of the ariginal response ip order o test whethet thie
cllent is 2 legitimate browser of a bot
The WAF must be able’ t? peotect Web Scraping fram following criteria: Bol detection (Mouse antd Keyboard acfivity.
and Rapid Surfing detection), Fingerprinting, Suspicious clients and
The WAF must supoort (P address whitelist and blacklist
The \&I"A{F must have capabllity of detacting nonsbrowser based BOTs as part of the WAF advance BOTs detection
capabillities '
&g JNAE( srall suppar the abllity to disable individual attack signatures-on HTTP haaders, wildeard WRLs and wildrard

ers ().

The WAF shall use praprietary correlation algorithms 1o aggregate reparted svents from non-staged tratfic into user-
understandable security issue incidents for quicker review and user
The WAF shall support "Potential Disallowed. Files Type" List which may be seen in malicious requests, such as
information leakage and remuote code axecution. T
The WAF shall come with a preconfigured fist which users can add 1o. T
he WAF shall automatically check all traffic for all policies against this list and can generate suggestions to'amend 3
policy to atdd or remove ' '
The WAF shall monitor-and make suggestions for de'etion on unobsarved {inactive) entities similar to its suggestions
for addition on cbserved entities in the Pollcy Bulldiing Process.
The WAF shall support clignt reputation mechanism which identifies bad sources, e.g, source 1Ps or devica ths, and
contributes to an enhanced security policy enforcement and. the prevention of false positive alerts. The Cllent
Repuration score Is used to prevent learning from malicious saurces, .g. vulnerablllty scanners, and improve the
Jearning speed fram The WAF shall support URL Positional Parameters as part of global parameters, The URL with
positional parameters [s a non-pure wildeard, e.g. /n/* or *fcart/* /item/php,

Behavioral Dos:

-

7
8

The WAF shall support BADoS Unified Sefver Health Check Machanism Based on L7 Analysis. The same virtual server
predictive latency 1s now used: for BADOS and Layer 7 DoS. This allows them to have the same trigger for siress and
attack detection,

The ‘WAF shall support BADoS 0ODeS Mitigation Based gn Behavior Analysis and Integration with Whiteflst, This
provides agministrators with the ahility to exclude whitellst membars from stallstics callection, anomaly detection
and mitigation. This feature also supports anomaly detection of X-Farwarded-For (XFF) HTTP headers.

The WAF shall provide BADS sutomatic generation of Attack Request Signatures. Attackers are identified and marked
as had actars after their first appearance, This allows better policy enforcament when an attacker reappears thus
sparing the remitigation'process rom BADOS, _

The WAF shall support:autematic threshald tuning in Layer 7 DoS TPS-based Ostection and Stress-hased Detaction.
In TPS-based Detection, 3 single global threshinld is calculater for sach of the following entity types:

Device [0
Source IF
URL
Sire Wide
(n Stress-based Detéction, the following thrasholds are galculated:
Device (0: Thresholds for up 1o the top 50 Device 1Ds are calculated and an additional threshald for all otiver Device

Gs:

source IP; Thresholds for up 1o the top 100'source IPs.are caleutated and an additional threshold Tor all.other source
[Ps. - URLs: Thresholds farpup to l.hgg:np 500 source URLs are calculated and an additional threshold for all olher
URLs.
Sjte Wide: Single threshold
The WAF shall provide accelerated attack signature detection and mitigation far L4 DS to handle very'strong high

rate DoS attarks. ) )
The WAF shall be atle ta provide Dos-L7 Traffic Passive Monltaring via Switched Port Analyzer.

Unified Bot Defense (Proactive Bot Defense & Anti-Bot Mabile SDK):

1
.

.
=

i

(™,
AN

Tefense which includes:
raquest along with itsattributes.
_bﬂit'ie’é in the Reguest Log and Remotg.Log. - Additional

The WAF shall support logging and reporting for Proactive
Adedicated Bot Defense Request Log that displays eac,
A Bot Defense l:ngpsing profile to provide basic filterl

info and Blocking Page conflguration in [Rule.

Transattion Outcome charts with ﬂlterﬁ\g,ap;i,dﬂlj\- es. v ¢
7 .
‘\
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[tie WAE shall detect brute force sttacks from sources \dentified by Username, Oevice (D or Source IP. The brute force

functipnality shall include:
Enforcement actigns: CAPTCHA, Cllant Side Integrity, Honeypat and Drop,

prevention for CAPTCHA byoass and Cllem Side Integrity bypass. - Distributed brute force attack protection,
Detection of Credintials Stuffing attacks using a dictionary.of leaked or stolen credentials:
Prevention and Mitigation Duration are in minules.
The WAF shall datect mobile application bots by identilying that the access |s indeed a mablle app access gnd;hal the
application is indeed untompered with. The WAF hall be able to extratta unlciue, norn-lava Seript, fingerprint for each
mokile application instance and report cllent tratfic com ositiun per apglication for any given time period and what
applications are used and the top URLs sccersed Muoblle appllcation deteetion 1s supported. via a SoRtware
Develapment Kit {which requires minimial development and integration} and is supported
The WAF shall provide an Unified Ant-Bot Derertion and Protection which covers bot signatures and proactive bot
defense, and web scraping within 2 single Bot Detense praflle.
The WAF shall have HTTP Header Sequence Betavioral Metric which'can be used as a signature metric in distinguishing
between real hrowsess and Badl Actar bots that have [naccurately
The WAF shall support CAPTCHA Sound Yo provide sccassibility 1o the visually impaired. This default CAPTCHA Tespanse
sound fle can be replaced with & custom sound file

DataSafe (Applicatian Level Encryption);

The WAF shall supgort Single Page Applicatians (SPA] view for Application Level Encryption configuration an a login

L
pags, !

2 ThemwsF shall allow parameter configuration In Application: Level Encryption {DataSafe) based un all types of HTTP
methods,

3. The WAF shall be able tu create logging profiles to lo information on client attempts to login to your pratected
website, and to log information on alerts s8nt by the BIGP system,

4. The WAF shall detect sllempts to steal a-user‘f password i the web browserwhen Password Exfiltration Detection IS
enabled on s protected URL For this detection te be active, your URL must Have a pardmeter set as \dentify as
Usarnama and at least one paramefer set a5 Substiture Value.

lw »

1. The WAF shall proylde Public APls Protection by loading the Customer-specific OpenAFl files, which ars in Swagges
farmat, to the platfonm to autematizally create:a security policy

2. The WAF shall support JSON schema for uger REST endpoints which can be uploaded to @ JSON prafile,

3. The WAF shall allow users 1o use Guided Configuration (fi ASM ta configure APl Security to protect AP callz.

3. The WAF shall provide a API Protection Dashboard which displays APl server health including secarity gveants that were
ﬁagﬁgg. such as web application attacks, bad source 1P addresses, and ‘mallclous frensactions: Users can use the
da ard for troubleshouting API Secutity.

5. The WAF shall support OpenAP! 3,0 Protertion,

Delivery Time
Within 8 weeks
r/'\
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