
CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCURING AGENCIES FOR PUBLIC CONTRACTS OF

WORKS, SERVICES & GOODS

SINDH BANK LIMITED/ADMINISTRATION

r)

2)

3)

4)

s)

6)

7)

8)

e)

l0)

I t)

NAME OF THE ORCANIZATION / DEPTT.

PROVINCIAL / LOCAL GOVT./ OTHER

TITLE OF CONTRACT

TENDER NUMBER

BRIEF DESCRIPTION OF CONTRACT

FORUM THAT APPROVED THE SCHEME

TENDER ESTIMATED VALUE

ENGINEER'S ESTIMATE

SCHEDULED BANK

Procurement of Managed Security Services (MSS)

SN DB/COK/ADMI N/TD/1 1 95/202 1

Same as above

Competent Authority

Rs.10,848,000/-

(For civil works only)

RIoD (AS PER coNTRACT; 1 Year

TENDER OPE 1610412021 at'1030 Hrs

LD2
(Attach list ofbuyers)

t2)

l3)

14)

NUMBER OF BIDDERS PRESENT AT

BID EVALUATION REPORT
(Enclose a copy)

I5) NAME AND ADDRESS OF THE SUC

16) CONTRACT AWARD PRICE Rs.8,701

rGq
t7) RANKING OF SUCCESSFUL BIDDER IN EVALUA

(i.e. 1",2"d,3'd EVALUATION BID). '1. Mis. ReMerz

2 M/s Trillium

l8) METHOD OF PROCUREMENT USED: - (Tick one)

a) SINGLE STAGE _ ONE ENVELOPE PROCEDURE

b)

c)

d)

SINGLE STAGE _ TWO ENVELOPE PROCEDURE

TWO STAGE BIDDING PROCEDURE

TWO STAGE - TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTHER METI-IOD OF PROCUREMENT WAS ADOPTED i.E.

EMERGENCY, DIRECT CONTRACTING ETC WITH BRIEF REASONS:
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Competent Authority

l9)

20)

APPROVING AUTHORITY FOR AWARD OF CONTRACT

WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?

Yes lll

2I) ADVERTISEMENT :

SPPRA Website
(lfyes, give date and SPPRA ldentification No.)

News Papers

Yes SPPRA NIT lD:T0053'1'20-0026

No

ii) Yes Expross Tribune, Daily Express & Sindhi
Express (31/03/2021)

No

(lfyes, give newspapers and dates)

22) NATURE OF 'T:i"'llr llrnr

2]) WHETHER QUALIFICA
WAS INCLUDED IN BIDDING /
(lfyes, enclose a copy) vesll/llNo

,4\ WHETHER BID EVALUATION CRITEzuA Yesll/llNo
WAS INCLUDED IN BIDDTNG / TENDER
(lf yes, enclose a copy)

2s) WHETHER APPROVAL OF COMPETENT A FOR USING A

METHOD OTHER THAN OPEN COMPETITIVE B

26) WAS BtD SECURITY OBTAINED FROM ALL THE BIDDERS? ves ll/ llNo

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATED
BID / BEST EVALUATED BID (in case of Consultancies)

Vr'HETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY

COMPLIANT?

vesll/llNo

28) Yesll/llNo

)o\ WHETHER NAMES OF THE BIDDERS
THE TIME OF OPENINC OF BIDS?

WMTHER EVALUATION REPORT

CONTRACT?
(Attach copy ofthe bid eYaluation report)

AND THEIR QUOTED PRICES WERE READ OUT AT

Yes ll/ llNo

GIVEN TO BIDDERS BEFORE THE AWARD OF

Yesll/llNo

30)

2tJ



3I ) ANY COMPLAINTS RECEIVED
([f ycs, result thereof;

Yes

r.\o No

32) ANY DEVIATION FROM SPECIFICATIONS CIVEN IN TTM TENDER NOTICE / DOCUMENTS
(Ifyes, give details)

33) WAS TTIE EXTENSION MADE IN RESPONSE TIME?
(Ifyes, give reasons)

34) DEVIATION F TION CRITERIA
(lfyes, give deta

35) WAS IT ASSURED BY
BLACK LISTED?

THAT THE

36) WAS A VISIT MADE BY ANY PROCURING AGENCY TO THE

SUPPLIER'S PREMISES IN CONNECTION IF SO, DETAILS TO

BE ASCERTATNED REGARDING FINANCING
(lfyes, enclose a copy)

37) WERE PROPER SAFEGUARDS PROVIDED ON
THE CONTRACT (BANK GUARANTEE ETC,)?

SPECIAL CONDITIONS, tF ANY
(Ifyes, give Brief DescriPtion)

VANCE PAYMENT IN

3E)

-w
s,-r,

& Official Stamp )/zr

Yes

No No

Yes

No No

Yes

No No

s t N o H B ii i,, i,; ;; l,rt!;

Tele: 021-9205356; 021-9205369 & Fax: 021-9206291

)t)



Bid Evaluatiou Rcoort

I Narhc ol'l)rocurinE  !l]nc\ Sindh llxnk Lld

2 Tender Relcrdrcc No sNurlicoK/ADNfl N,1 Dt t t9 5 t2021

l Tendcr l)cscription
Procurcrncnt ol M nn8ed Sccurit)'Scrvicc (MSS) tor Sccurir]- Opemlion
Cerlrc (Sot )

4 Mcthod ol- Procrrrcnt En L SiD(lc Storc OnL'I:n\ck'p Biddin,r Proccdurs

5
-lender l'oblishcd & SI'l'lt \ S. No. SI'l'lt,\ S Nr.r 10051l-21)-lx)26

(t 'l oul Bid Documcnrs sold 0l
1 'lblal Bids Ilecci\cd b)

t Technicol Bid ODcninq Dirtc I6^).lil()l I

9 Finlncral llid Otrninr thl( I()r()1,/li,l I

t0 No of Itid 'fcchnicall\ Quclillcd
Bid(s) Rc cctc(l

s. Nrmc of Conrprn-r (:o\r Ollrrrd hr ltiddcr llrrrliin! in l-crnrs
ol ('o\r

(bmprrrison $ilh
!:srilllntcd (:ost

( Rr.10.84E.000/-)

Ilerrsun for
Acrcptrncc/

Rcic.tion

Ranarks

0 I .1 ,5 6

I

M,/s Re\1crz
lnformation S,.jc ril) I(s 8.7(ll.u0(,/' l" l.oucst Uiddcr

Its 2.147.0001
Ilclow with lhc cslit[ tcd

cost

Aoccplcd Bcing fie lI Lowcst
Qualificd Bidder

M/s Trilliunt
Information Sc{uril)

Slsls[ls
Rs l0.r)?0 (ll)l)r- I'J l0slst Ilidder

I(s.72.(,0U/-
Ah(^'i: Nith lhc cstitflhlcd

2"'r I 0lvcst Qualificd llidder

lgpi I\t/r Rcrvrcrr lnfor ationScrrrilrissclr:trrdforlftrnugetlSccurih'Srr\i(c(illSS)forS(curit)OpcrrlionCcnlrG
(SOCJ to Sin'lh llsnk l,t'.1 bcinE rht I'r 1,0$ trt rtrrl'lilicd hirilcr.

Manrbcrs - Procuremenl Conrnrilt0c

(Mr. Saeed Jarnal) Chief Financial Ollicct ' lr\'l) - Chairpcrson

(Col. Shahznd Bcgg) l{ead of .\dnr inistrirt ion - Ir\/l' Nlctnbcr

(Mr. Syed Nluhamnrad ,{qeel) Chicf Nlanrrgcr. lDtt[., K I ll -AVP - Mcnrber

fi

II



,ftk ilc,-,t.n-7 !+f .^^X;- C,.-. V
'l'r-nrlcr I(cl'. No. sNDB/COK/A DMlNal-D/l 195/2021

AVP/ Finance Division

liligibility C rilcria

S. No. Rcqu isitc 'Evidenco roquirod to
be attached

Compllance / Prool

1

Minimum Three (03) Years in
business in the

relevant freld

Letter of lncorporation /
Company Registration

Letter / Letter or
Declaration of

Comm6ncement of
Business / NTN.

(attach as Annexuro "1")

Yea No

2 Turn Over ln last

Three (03) Years should be at
least 50 mrllion

Audrt Repori / Tax Return
(attach as Annerure "2")

Yes No

3 Registration with lncome Tax.
SRB and Salcs Tax

NTN,SRB&GST
Certificates

(attach as Annexure "3")

Yo6
No

4 Bidder rnusl be Providing
24x7 x365 days orr-sitc/offsite

SOC service to al lcast two (02)

Banks in Pakistan other than
Sindh Bank

Attach DocumentarY
Evidence/Certif icate

(attach as Annexure "4")

Yes No

5 Bidder must be Providing
24x7 x365 days on'site/otlsrte

SOC and CYber securit)/

consullancy services in Pakistan
for at least lhree (03) Years

Attach Documentary
Evidence/Certificate

(attach as Annoxuro "5" )

Ya6 No

otXilea r

VP/ Ope rations Div SVP/ l.T. Division



Resource Type

ELICIBILT\', (:ll l1'Eltl't N()Tli

1. Therc can be subsequent ctarification to this speclfic tendcr for whlch it ls advised to keep Yourself abreast with

the notification beinB hoistcd on Sindh Bank t-td & sPPll^wcbsites rcgularly.

2. Attichrnent of relevant evidence in eligibility criteria is manclatory. ln case of non-provision of evidence ln any of

the requisite, bidder will be disqtr.rlified'

3, The blclder's may participate with ioinl venture if requlred'

MANDATOR\'
f . ana.hr*nt Of Aff idavlt (specimen attached as Annexure "ll") on stanrp paper from thc owner of the company'

2. WritingoftenderreferenceasgivenintheNlTontheEnvelop,carrYingtenderdocumentlsmustorthebankwill 
notbe

responsible if the document5 are not received by the Procuremcnt committee on time.

DISQUALIFICAT!ON
Ttre bldder wlll be considered disquallfied prior to/during technical/financi.rl evaluation pfocess or after award of contract if:

1. Black listed by 5PPRA & Sindh Bank Ltd

Z. lssued with two (2) warning letters/ernails by the Sindh Bank Ltd in the past to the bidder for unsatlsfactory performances'

3. Alternate bid is offered.

4. Sublettinz of Contract. Thc qualificd bidder

5. The tender is deposited without Tender Fee'

S.VerlficationlromClient.Duringverificationprocessoftheclientallist the response by any of the bank is unsatisfactory

Requircd l{csottrccr (S()(l Scrvicr:s - rrnritc)

No, of
Resource
4

2

Offsite-1case/
month

'Icrrdcr ll el. N o. SN D B/COK/A DM I NffD / | 1 9 5 /2021

Required Expertise

BUB.S. in related field with minimum two (02) year of relevanl
expenence

IBM Certified SOC Analyst.
BE/B.S. in related field with minimum three (03) year of relevant
expeflence.

IBM Certified SOC Analyst.
BE/B.S in related field with minimum three (03) to five (05) years of

relevant experience out of which one year as L3 resources in the

similar role. \*'
IBM Certified SOC AnalYst,

sublets the contract in any form/stage to anV other agency'

L2

V

on account of previous performance'

T,soecificatlonofSuooliedltems.Aftersupply,ifthespecificationoems
p.arrc"aittrontofcommitteeatthetimeoftechnicalevaluation'(

8. Premature Termination. ln the past, if the company agreement due

qualification in any of the category of the tcnder'
g. Non - Attachment of Annexu re "A" (with Fina ncia I Proposal) & Annex ure " 8" of tender document (Wlth Fina ncial Proposal

if Bank Guarantee is going to be submittcd as Bid Security)'

C\(
S. Zeeshan-ul-Haq
SVP/ l.T. Division

AVP/ Finance Division. VP/ Operations Div



il! 71, /,l-i,t'*

-f 'endcr Reference No. SN DB/COKiADMIN/TD/ ll95 12021

S. Zeeshan-ul-Haq

SVP/ lT. Divisron

Eligibilitl'Critcria

S. No. Requisite 'Evidence required to
be attached

compliancs / Prool

1

Minamum Three (03) Years in
business in the
relevant field

Letter of lncorporation /
Company Registralion

Letl€r/ Letter or
Declaration of

Commencement of
Business / NTN

(attach as Annexure "1")

\,/
Yes No

2 Turn Over in last
Three (03) Years should be at

least 50 million
Audit Report / Tax Return
(attach as Annsxuro "2")

l-"
Yos No

3

-Registration 

with lncome Tax
SRB and Sales Tax

NTN,SRB&GST
C e rlif ica te s

(attach as Annerure "3")

YeB
No

4 Bidder must be Providing
24x7x365 daYS on-site/offsite

SOC service to at least two (02)

Banks in Pakrstan other than
Sindh Bank

Attach Documentary
Evidencei Certificate

(attach as An nexure "4")

YeB No

5 Bidder musl be Ploviding
24x7 x365 days on-sile/offsite

SOC and Cyber security
consultancy services in Pakistan

for at leasl three (03) Years

Attach Documentary
Evidence/Certificate

(attach as Annoxure "5")

a."
Ys8 No

Qualified / Disqualiflcd

VP/ Opcrations DivAVP/ Finance Division.



Resource Type

l-1----

12

L3

No of
Resource
4

2

Offsite-1case/
month

Rrouircd Resourccr (SO( Sen i(cs - onsil(l

.fcnder 
Re !'crcncL'No SNDU/COK/ADiVIIN/TD/ ll95 12021

Required Expertise

BE/B S. in related field with minimum two (02) yearof relevant

expeflence

IBM Certified SOC Analyst
BE/B.S in related lield with minimum three (03) year of relevant

expeflence.

IBM Certrfled SOC Analyst
BE/B.S. in related field with minimum three (03) to five (05) years ot

relevant experience out of which one year as L3 resources in the \-
similar role.

IBM Certified SoC Analyst.

Itl.tclllll,'l l cRl1t.Rl.\ \o1tl

1, There can be subsequent clarificntion to thls specific lender for which it ls advised to keep yours€lf abreast with

the notification being hoislcd on Sindh Bank Ltd & SPPRA websites regularly

2. Attachment of relevant evidcnce ln eligibilitv criteria is mandatory. ln ca5e of non_provision of evidence ln any of

the requi5ite, bidder will be disqualified'

3. The brddcr's maY particlpate with joint venture if required

rlraNDA-lOll't
lached a5 Annexure "H") on 5tamp paper lrom the owner of the company1. Anachment of Aftidavit (speclmen atl

2.Writtngoftend".referenceaigiveninlheNlTonlheEnvelop'carryingtenderdotumentismustorihebankwillnolbe
,"rponribl" il tho doarments are not Ieceived by the Procurement Conlmittee on tlme'

DTSOUATIFICATION
The bldder wlll be consldered disquatified prior to/durint rechni.al/finan.ial evaluatlon proceii or afier award ol Gont'ad lf:

1. Slack listed bv SPPRA & Slndh Bbnk ltd'
2'lssuedwithrwo(2lwarningtetters/emailsbythesindhBankl.tdinthepasttothebidderforUnsatllfacrorype.folmancet.

ctin any form/stage to any other aSency

ental list the relponte bY anY of the bank 19 un5atlsfectory

em5

due

ure "B" ol tender documeni (Wlth Financial ProPosallf

gank Guarantee is going to be submitted

n Ali
S. Zeeshan-ul-Haq

sVP/ l.T. Division

AVP/ finance Division
perations Div
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Y*trH!
I N'TITUTUA.I DE ET(tI,IIxTIA

II6I(A'ItIRE ME14BER ADMIN

llieri.tin D

ll:ad.I.rimi

I lr nrber'lD

lta te:

FINANCIAL PROPOSAL
EBICESICHEDTII.I

(Applicable lor the Year 2020-21)

Name of Bidder: Trillium lnformation Sccuritr Svstems (Pvt) Ltd.

l'.lote: lhe tow,esr bid will be coituloted os per the lormulo obove. However initiol controct

will be given lar ane yeor anlv, which moy be extended mutuolly os per SPPRA Rule'

Terms & Conditlons

. Prices quoted above valid for 90 days after date of bid opening i e. April 16, 2021

. prices do not include any taxes that may become applicable after the date of submission of proposal

. project Tirnelines (Delivery/lmplementation/Operational Acceptance): 6 months or earlier line wlth

tender requirements

. Payment Term :

2 x biannual advance Payments

. Forced ma jeure aPPlies

HEAD OFFICE
loth Floor AWT Plaza tThe Mall'

Rawaloindi. Pakislan
Ter: +d2 51 5524181-2, Fax +92 51 556 8044

KARACHI OFFICE
Ofllce No 821, Block B Bih Floor.

Fakhri Trade Cenler SR-6/10
Shara-e-Lraqat. (Frere Road), Karachi

Iet +92 21 32640221 F a{+9221 32277227

LAHORE OFFICE
18'l-O Scotch Corner,

Upper Mall, Lahore
Tel: +92 42 35958598-699 Faxr +92 51 5568044

Cost Per
Month in Pak

Rs. (lncluding

*Totalyearly

Amount in Pak Rs.

(lncludinB all Bow

Procurement of
Mana8ed Security

Service (MSS)

Serial
OosctiPtlon

I
i

No.of
months

t2 PKR 10,920,000-.-=r'



t-**-**--*
Po,r( To 1_Hr Ptonlr e_ r et*tLiLAtu

ATTENDANCE SHEET

8ID OPENING -

{*t , ,.- /ot *.."5
Date: lc'- oq. ta),t

c.4r.l5z)

Company Name

Ffc t Nct^'
cAali |tKt

,f t, a1.t7 !71/ ,'t

Head of Adm in istration

Chief Financial Officer

Ch ief tr4anager (IDBL)

Name of I contact I Company I Sienature

I Company I No. I Address

I Representative I lttt



TYPE OF PROCUNEMENT

IENDEN NAME

TYPE OF TENOEE

OP€NING DATE

OPEI!'NG TIME

ATTENOANCE (MgMEEN PC}

ATTENOANCE (REPS, OF BIDDEfiSJ

ADMIN ,/ lT / CONSULTANT / MEDIA

(4 ss) i*{
, c-4r- ( S". )

/b- cL(- ')-l

!4r{I

c./
(i7;//)o x I *frru.ot;o-

!lrad - Fi,; ilir,,,

iicrd " Aitil0
idL:aiiler.hlfll,

o ?'::t:tJ:1*u4 o' le " ",; f

AI. BIOS ACCEPTED TOR EVALUATION

TOTAT BID5 NE]ECTED

REMARXS

"liDi{[i$

i.t,rie I



I,IGIiAI URE

liead'tin Div'

lleniber'lD BL.

li ate:

RS .ADMIN
ADMtN/ID/1195/2021

(soc)

FINANCIAL PROPOSAL
PRICE SCHEOUTE

(Appllcable for the veat 2O2,l'2O221

Name o{ Bldderi Rewterz lnformation SecuritY

. This amount will be consrdered as only the "gid Oftered'. Whereas be apprrled that the successful bidder will be

the one whose "Evaluated gid" is th€ lowest. lFor lunher clariflcation refer Note. 6 belowl.

Note

1. The total cost must include all applicable taxes, duties and other charges as mentloned in the description columh,

Stemp duty (as applicable under Stamp Att 1989), delvery charges upto Sindh Bank Umlted branches on

Courtrywide basis

2. No advance paymFnt tor supply of toods wlll be made, bills are only be processed fo. necessarY payment on

rec€lpt of certlficate of delivery/satisf.ction from the branch manager

3. Calcul.tion of Bid Security.5g( of the Grand Total Amount of the Finanrlal Propog.l will ba submitted alon€, with

tender a5 Bid security

4. ln case it is reviled at any rtaSe after supply ot the Boods/items th.t the asked specilication of the tender have not

bern met, thc amount of the supply of that specific toods will be fined to the vendor with approprrrte action as

deem nec€ssary by the procurement committee.

'Total yearly
Amount in Pak Rs.

(lncludint all govt

Cost Per Month ln
Pak Rs,

(lncludinE alltotft

Procurement of Managed SecuritY

Servlce (MSS)

informstion serurifq

prociJrement of Mana8ed
liead'

REWT

5

No

trt L r/rr,i.,r..,^ti ai m

lnformaUoa
E

Sec



Buver Record

S.No company Name
AMOUNT

DEPOSITED
1 Rewterz lnformation 300

2 Trillium 300

Total 600



- (!2,-*,ro.rAr+'un

STT.IOHBANK
r lTr r l1$.fIIJ
PowER To THE PEoPLE lr r Fsfriillr

PURCHASE ORDER

PO No: 218

M/s Rewterz Information Security,

205, Asia Pacific Trade Center,
Rastud Miohas Road,

Karachi.

Date:12-07-2021

Subiect:

Dear Sir,

With reference to the Tender Bid SNDB/COK/ADMIN /TD/1195/2027 dated 31-03-2021 for Procurement of
Managed Security Service (VISS) for Security Operation Center (SOC) at Sindh Bank Ltd, submitted by you.

After detail review the Sindh Bank Ltd management is pleased to inform that your Tender Bid is accepted.

Kindly proceed as per tender document. Further detail is as follows.

Terms & Conditions

Payment Terms

Taxes/Deduction

Thanks,

Ia. Rashid Memon
l,'P-l/1.T. Division

as per Agteement.

Above prices are inclusive of all taxes.

S.7,ee
svP-rr/

Naeem Muhammad
SVP-I/ CISO RM Division

Riaz Ahmed
SVP-I/1.T. Division

\{l\ }'

SINDH BANK LIMITED
HEAD OFFIcE
3RD FtooR" IEDEMTIoN HoUsE,
ABDUTIAH SHAH GHAZI ROAD,
CuFToN, KAMCHT-75600.

+92-lll-333-225
+92-21-35829320
+92-27-35829394
+92-21-35870543
www.slndhbank.com.pk

+9fJll-fff-. f 6,;1t41
+if-ft_76Atj17. idl
+qf-tl-r6htqrq( A
+qf-f l-f6\L.6lr7:cF
wtivlv.sindhbank.com.pk :v. -r

i#r.,,,
, q s t c?-, l, J.f 6 /::,/ i h

z. ot..- 1j.t /,sF, i, 6 ; V rC) rl

UAN
PHONE

TAx
WEB

S. No Product

Cost Per Month
(PKR)

(Including All
Terall

No. of
Months

Totar Prtce (PKR|
(Includtng AII

Taxes)

1
Managed Security Service (MSS) for

Securitv Operation Centre (SOC) 725,083.33 t2 8,701,000/ -

fur



Tender Ref .No. SNDB/COl(ADM lN/TD/1 1 95/2021

GONTRACT

Procurement of Managed Security
Service (MSS) For

Security Operation Centre (SOC)

SINDH BANK LTMITED
HEAD OFFICE Basement-2 Floor,
Federation House, Abdullah Shah

Ghazi Road, Clifton, Karachi75600

AND

Rewterz lnformation Security
205, Asia Pacific Trade Center
Rashid Minhas Road Karachi

www.rewterz.com

Dated: /Q.-07' 2' e I

ftE#-;





AD877 452 &Li{D qy /s. lllllllllll\llllllll$lllllllll

AMP rrEruOOt'
CitY Coutt X'i'J(l!

-rlc--
r.-soed lO tYrtl, '5rtress 

--.'oueh 
wr'rr o"'"' 

IRFAFTALf sl{7tll$I
rpo* ___-_-_ __ _.-_-___Ed!oEiie

Urluc Rt -.
':f!,rt, v!^4C' .,u,'.." '., J_

O5JUL
,r{l

N21,, .

tflt
Sfnrn i:2021

05 JUL2il2t

i

lJ'?'y 0tlice, City Ccurr
R,ilTEIJI)EAII | 3 ruL202lt

rachi.
THIS SERVICE LEVEL AGREEMENT ("Agrcement") is

re- 07 -a 'Jl and shall be deemed to be effective

) bY and bstu€en.

made at Karachi on this -
from '11)

sind Bank Limited, a banking company incorporated under the laws of Pakistan ant

registered office at HEAD OFFICE Basement-2 Floor, Federation House, Abdt
Giazi Road, Clifton, Karachi 75600 and its operational head office at (hereinafter rel

"SNDB" whicfr expression shall, wherever th€ context so permits, mean and

suc@ssors-in-int€rcst, nomine€s, legal repre

Rewterz lnformation Security, an lnfo

BY AND BETWEEN

(sNDB and Rewtez may hereinafter collectively be reiened to as the "Parties" an

"party").

registered under laws of Pakistan and having its registered offico at suite 205, Ash P:

cSniei, nasnio Minhas Road, Karachi , hereinafter refened to as .Rewtee" which

shall, wherever tle context so permits, mean and include its successors-in-interest,

legal rBpr€sentatives and permitted assigns) of the other part'

9'B-L
SecudU
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WHEREAS,

a) SNDB is a banking company desirous of hrring the Services (Appendix A);

b) ReMez represented that it has the requisite resources, necessary infrastructure
approvals and skills io provide the SeNices to SNDB as detailed herein; and

c) Based on the representation of ReMez, SNDB has agreed to avarl the Services from
Rewtez on the terms and conditions as set out in this Agreement.

d) All terms and condition of the tender documents will remain part of this agreement

NOW, THEREFORE, THIS AGREEMENT WITNESSETH and in considerataon of the mutual
covenants contarned herein, the Parlies do hereby agree, undertake and declare as under:

1. lnterprotations and Definitions

1.1 ln this Agreement, unless the context otherwise requires:

Reforsnco8 to Claua€s and Appendic€s ar€ rofsr€nc€a to clausss and appgndic€s
of this Agreementi

Wods importrng one gender include tre other gender;

References to persons include bodres corporate, firms and unrncorporated
associations;

The singular includes the plural and vic€ versa;

Referenc€s to all or any part oI any statute or statutory instrumenl include any
slatutory amendment, modftcatpn or re-enactment in force from time to time and
references to any statute include any statutory instrument or regulations made
under it;

The recitals !o this Agreement shall form an integral part hereof: and

The headings in this Agreement are for the purpose of reference only and shall be
rgnored in tre interpretation of this Agreement

ln this Agreement, unless the context otherwise requires, the following terms shall
have the following meaning:

"Agreement" is defined in the preamble,

"Contidei ial lnformation" is defined in Clause 10:

"Force Majeure Ever " is defined in Clause 12;

"Parties" is defined in the preamble;

"Party" is defined in the preamble;

"Payment Schedule" means the aggregate calculated
in accordance and set out in Appglgllqof this

1.2

"Services" means the servic€s to be provided by ReM€z to SNDB
Agreement as set oul in detail under &pg!!!!A of this Agreement;

under this

2. Tem and Termlnation by Bank

2.1 All torms & conditions of tender doq.lments are remain parl ol his sgreement.
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This Agreement shall be deemed to be effective flom ts execution / effectve date
mentioned at the top ot agreement and shall remain in full force and etfect until I
Yoal unless terminabd eadier by either Party in tems of clause 2.3 below
Agrgement will be terminated:

lt,

I

Aoreement and neither ReMez nor its
di;count, allowance or rndirect paymd(i

lf the Rewtez, in thejudgmentof "SNDB" has €ngaged in @rupt orfraudulent
practices in competing for or in executing the Agreement

lf the SNDB, in its sole discretion and for any reason wfratsoever, decided to
terminate this Agreement

ili. lf issued two (2) wamlng latters / emails by SNDB Ltd ior unsatislaciory
cunent parformanco of Reud€z.

. Any notic6, requesl or consonl requir€d or permitted to be given or
made pursusnt to lhis agr€omsnt shall be in wTiting. Any such notice,
Equest or consent shall bs d€€med to havs be€n given or mado when
deliver€d in p€nion to an authorized rcprBsentativ€ of the Party io
whom lhe communication is addEssed, or whon sent lo such Party at
$6 given address

. A party may cflange iG address br notics by giving a notic€ to the oh6r
Party in writing of sudr drange.

. R€wlez will not sssign itsjob to anyone, except priorwritten permission
of 'SNDB".

. Rewtez willnot assign its job to anyone, excapt priorMitlen permission
of SNDB".

Services , Obllgationa on ReYvtsrz

Reutez shall provire the Servicas as s6t out undEr A!t!!!E l! attached hersb.

Paymont Ta]Irg

L ln considsratbn of th€ covenants and agl€6mont3 b b€ kept and porformed by
R€wtez and br the taithful performancs of this Agreement, SNDB shall pay and
Rewtez shall r€csive and accept (as lull and final compensatbn for the Services
tumishod by RowEz undEr this AgrB€ment) the paymerts as p€r ApEUIEE
attachod h6€b.

ll. lt is spressly agre€d bot'^€6n the Parli€s that tha paymont to b€ msde by SNDB to
Rewtgz for ihe S€rvicss r€nd€red shall b3 ftxed pric€ during the entire duration ofthis
Agreement without any revisions or negotiations in the price during the tenurs of this
Agroem€nt. However, atter the tenurB of this Agreem€nt, lhe rales may be r€vised
with muiual consont.

lll. SNDB shallb€ ertitled to set off against and deducl and r€coverftom any fees or other
sums peyable by SNDB to Rewtez at any time, any tax, levy or other amount
whalsoevgr which may be required to bs dsduclod by order of 8ny Court / Authority or
under eny law now sxistent or which may come into exisl€nce during tho cunency of
this Agreement as well as any and all amounts wtrich may bqor become payable by
Rewtez to SNDB under this Agreement or pursuant

lV The payments to be made to ReMerz in shall constitute the
provided under thisentire remuneration to Rewlez in connectioll

trade c!
connecti dr

relatron to this Agreement or to the reunder.

3.

4.

o\
\-.r

5. Service Provider Penalty

lf Mrs Rewterz lnformation S€curity fails to prcvide a solution within the
then Sindh Bank may be entitled to charEo the penalty at the followinS rates wln lqlowinS 6consideEtions. \. €tftl

iF.IpenertyRat. 
*Jouffi
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6.

. Rs.5, 00(y- per day or

. 3.h per monh of tre contrac{ value whichever is higher

Exit Managoment

lf the Service Provider terminates this Agreemenl pursuant to Clause 2, it undertakes to
cooperate with SNDB in complying with ihe exil management plan that SNDB shall
lormulale and require the Service Proyider to abido by to ensure lhe smooth transition of
Services in absenca of the Ssrvice Provider.

Complaint Handling Procodurs

Provid€d in Appendix A

Busine6s Continuity Plan

Service Provider repres€nts and wanants to SNDB that il has 8nd shall maintain a
business continuity and disasiar rccovery plan b enable d€livery and performance of
S€rvicos upon th€ occun€nc€ of any 6vent or circumstanc€ boyond Servico Providei8
control, including without limitation acis ot God, war or tenorist atlack, pandemic, riot, fire,
explosion, catastrophic ! €alher event or natural disaster at any primary locations, and
agr66s to review such plsn with SNOB upon rEquEst

R6negotiation /Rgnewal

Th6 Service Provider sgrees that SNDB shall reserve the right to renew this agrsement
on Enegotiated terms and conditions, as may be agreed betwe€n the parties.

Confidentiality

i. For the purposes of thi6 Agre€ment, the term "Confidential lnformation" shall mean any
information comes in possession of Rewtoz on and its pgntonnel during normalcourso
of business / Servicas shall be the property ot the SNDB at all times and / or any of the
SNDB communications, whether in oral, written, gr8phic, magnetic, eleclronic, or other
fofin, that is either conspicuously ma ed '@dfidentar or "ploprieEry,' ol is known to
b6 confidential or proprietary, or is of a confid€ntial or proprietary nature, and that is
made in the course of discussions, studies, or other wofl{ undertaken shall be kept
confidential by Rewlez.

ii. Rewtez Acknowledges that t]e SNDB is under strict contidentiality obligations with
regard to all the information and affairs of its Customers. Thgreiore, ReMez shall not
disclose any data, intormation or other affairs of SNDB customers which may come to
the knowledge of Rewtez in providing h6 above services Rewlez undertakes to obtain
from its employees involved in the Services to provide written undortakings to maintain
the confidentiality obligations of Rewtez under this Agraement.

iii ln the event of breach of this clause, Rewterz Shall be liable to pay
SNOB and indemnifies the SNDB against any injury arising out of any bre
clause by the SNDB

iv. This clause shall also suNive aft€r termination of this Agreement

11. lndemnification

i ReMez (the "lndemnifiei') agrees that it , defend, and hold harmless
the SNDB and its parent, subsidiari and assigns and therr
respective directors, officers, e lectively, the lndemnities")
from and against any and a[qDNlitiegTrt4r-hs,-suttf (!dions, demands, settlements,

7.

8.

9.

10.

losses, judgments, costs, (including, without limitation,
reasonable attomeys', acco arisrng out of or resulting from,
in whole or in part: (i) any act, e icqia^rl,,hcthar intentianal 

^r 
rrninftnti6nrlgvll9livrr<!YFi

by the lndemnifier or its officers, diredB?s
to or arising out of the busrness covered by I
breach by the lndemnifier of any of its
contained in this Agreement (including, with
.^m^lv with annli.rble lo.rl slale omvicomply with applic€ble local, stale, provi

hde;;ifie/s pe;ormance unoer ttris lgrie;ini) g.9:
rnt-q:9
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12.

ii This clause shallalso suNive afrer termination of this Agreemont.

Forca ]tlajeuro

L Neither party shall be liable for any failurE to p€riorm or obs€rvs iis obligations
undEr this Agreement if such failures or delays are caused by acls of God, wars,
riots, strikes, accident, explosion, fire, shortage of labor or malerials, labor
di6p'Jt9s, gov6mrn6nt r6striction6, or any oth6r causa boyond its rgasonEble
control. ln the event of the occurgnca of any of tre forggoing, the datE of
periormanc€ shall be defEned for a p€riod of time equal to t]e time lost by rsason
of lhe delay The afi€cted party shall nory the other in writing of sucir evenG or
circumstances promptly upon their ocenence

ll Any period within which Party shall, pursuant to this agr66ment, complete any
action or task, shall be extended ior a period equal to the time during which such
Party wEs unable to perform such adion b€cause of Force Majeure

lll. lt, as the result ot Force Majeure, the Rewlez is unable to perform a material
portion of the $rvices for a psriod of not l6ss than thirty (30) dayli and

Govoming Law and Jurisdiction

Subj€d to tl€ ClauEA abovs, thiE Agrsem€nt shall be govem€d by and construod in
accordanc€ with the laws of Pakistan. ln relation to any legal action or procaedings arising
out of or in connection with this Agreement, each of the Parties inovocably submits
jurisdiction of ihe competent Courts of Karacfri, Pakistan.

Soverability

lf any provision of this Agreement is held invalid or oth€rwise uneniorcaable, the
enforcEability ot the remaining provisions shall not b€ impaired ther€by. In such c€s6, the
Parties shall make svery €fforl to roplac€ the ineffectiv€ provision with a nsw provision
which has the same effecl, or as approximaE an etiecl as possiblo as h6 said provision.

Ensuring Access to SBP

RoMez and SNDB will ensure that the State Bank of Pakistan is povided necassary
accssa (o th€ documontation and €corda in relation to th€ outEourcad aclivitiss and ths
right to conduct on-site to Rewtez if rsquired.

Authorlzed Repre3entative

Any ac{ion required or permittad to be takon, and any doqJment Equircd o[ permitted to
be exealed under this agre€ment by SNDB" or the Rewl€z may be taken or execuied
by h6 authorized officisls

17. Good Faith

The Parties undertake to act in good faith with respect to each othe/s ri
agreement and to adopt all reasonable measures io ensure the reali
objeclives of this agreement

1E. Conflict of lnterest

h"rt"rz .n"ll hold thE SNDB i rut any @nsideratron for future
their own corporate interests.work, and strictly avoid conflict w[h

19. Anti- Money Laundcring
rl

Rewtez acknowledge that they do not any statutory/prudential requrrement q
money laundering or record keeping procedure as per existing laws/rules and
of loc2ls as well as foreign jurisdiction

20. Seftlement of Oisputes

't 3.

14.

15.

16.

-IA

reg





21.

The Parties agree that the avoidance or early resolution of disputes is crucialfor a smooth
ex€cution ofiheAgreement and the success ol the assignmEnt The Parties shallusetheir
best efforts to settle amicably al, disputes arising out of or in connection with the
Agreem€nt or its interpretation

lf Parties fail to amicably settle any dispute arising out of or in crnnection with the
Agreement within (10) days ot commencement of such informal negotiations, the dispute
shall be refen€d to arbitration of two arbitrators, one to be appointed by each party, in
accordance with he Arbitration Act, 1940. Venue of arbitration shall be Karachi, Pakistan
and proceedings of arbitration shall be conducled in English

Third Party Rights

A person who is not a party to this Agreement has no right to enforce any term of this
Agreement.

Obligation of the Contractor

I Rewtez shall perform the Services and c€rry out their obligations hereunder with all
due diligence, efficiency and economy, in accordance with generally accepted
professional standards and practices, and shall observe sound management
practices, and employ appropriate technology and safe and effective equipment,
machinery, materials and methods. ReMerz shall always act, in respecl of any matter
relating to this Agreem€nt or to the Ssrvicaa, as faithful advisgrs to ths SNDB, and
shall at all trmes support and sateguard the SNDB legitimate interests in any dealing
with Sub-Suppliers or third Parties.

lf the obligation of wananty period is not met or delayed, the repair etc requirement
on thrs account will be canied out by SNDB & the billed amount will be deducted from
the performanca security/ upcoming payment due to ReMez. Risk & subsequent cost
to flis effect if any v,/ill be liability of the ReMez and any subsequent expenses on the
equipment will also be bome by the Rewtez

ReMez shall provide the performance security in the form acceptable to SNDB for
the 10./o ofthe tender value for the period of 'l Year from the date of Submission of
performance security ln case Rewtez does nol fulfill its commitments, "SNDB"
reseNes the right to enforce the performance security

22.

24.

l

ll

23. Taxes and Duties

ReM€z and its Personnel shall be liable to pay such dir€ct or indirecl taxes duties, f6€s,
and other impositions levied under the Applicable Laws, th6 amount of which deemed to
hav6 be6n included in Contracl Price

Term of Agreement

Contract agreement is extendable / renewable up to 2 years only on mutual
on same terms & conditrons and rates.

Notices

Any notice or other communication given ormade or in connection with the
cont€mplated by this Agrosment shall be in and €€rv€d to a Party at its
address as specified in this Clause (or any it has notified to the other
Party in accordance with this Clause d; by registered post; or by

25.

:)\ -ot
ll. Notices or commun

served on the date that su

writrng from time to time

communications sent by fax ve been served on the Eay pfl .1.
kansmission if kansmitted bef e zone of recerot but othErwiddll C-vkansmission ifkansmitted bef _- e zone of recerpt but othlbMi{dl - +v-
on the next day. ln all other cases, no-iias ;nd communicalions will be deetred kl{'J ;$i\Son me next oay. rn arr omer cascs, notlctss dlru (rJlllrllurlluiruorls wx' uc uErr{reu g4t z .$I\s
have been served on the day when they 8re actually recaived. -.Y.l\j 
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be deemed to have





Notices

Notices to RewteE will be sent to:

Attention: Faiz Ahmad Shuja
Address 205 Asia Pacific Trade Center, Rashid [rinhas Road, Karachi Pakistan
Fax:

Notices to SNDB will be sent to:

Attention lnformation Technology Divisjon
Address:3'd Floor, Federation House, Clifton, Karachi
Fax: 35870543

Amcndments

This Agroement may only b€ amended / modifi€d in prior writing and signed by both
Partios.

Rewterz UNDERTAKINGS

ReMez agrees and undertakes that,

It shall supeNise and dir€ct the p6rformanc€ of Servlces competently and
etfici€nily, devoting 6uc}\ attontion th€roto and applying 6uch skills and
expertise as may be necessary to perform the Services in accordance with this
Agreement. Rewtez shall be solely responsible for the means, methods,
techniques, sequences and procedures used and to see that the Services,
when completed or linished complies accuratoly with the terms of this
Agreement;

It shall exercise all reasonablo skill, care and diligence in fle discharge of the
S€Nices agr€ed to be performgd by it under this Agre€ment lf in th6
perlormancs of the Services, Rewtee has a discretion exercisable as between
SNDB and any third party cpnc€med, Rewtez shall Exercise its drscretion
fairly;

It shall in all professional matters act as a faithful adviser to SNOB;

It shall retain full responsibility for all the Services which it is commined to
render under this Agreement;

It shallgive all notices and compiy with all the laws and regulations applicable
to tumishing and performance of the Services SNDB shall not be responsible
for monitoring ReM6z's compliance with any la\r'ls or regulations;

The Services will be canied out by profBssionals qualified to perform in a timely
and efficient manner and with all reasonable skill and care;

It will employ such number of persons as may be required for carrying out and
discharging obligations, duties and responsibilities and for providing adequate,
effective and efficient Services All such persons shall be direclly employed by

26.

27.

L

flt.

vll.

ReMez, who shall as employer be direclly and solely responsible lor a
employees and personnel and for the payment of their wages,
other benetits: and

Vlll Rewtez and its employees shall respect the laws and customs of

24. Warranties and Representations

Both Parties wanant to each other that have duly obtained all necessary
consents and regulatory approvals competent authoritres to
enter into this Agreement
Each Party represents and Party that nerther the execution
and delivery of thi.s; of the transactions
contemplated here ict with: (a) its constitutional
documentation; (b) a ny agreement or any other maqial
restriction of any kind which it rs bound; (c) any
statute, law, decree, regu any govemmental authority, or
arrangement y/hereby it h8s not paid eny collateral amounts to the other
any of [s officer with regard to the award of contract hereunder or its perfo

.

I
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t Both Parties will use all reasonable c€re, skill and diligence in carrying oul their
obligations, duties and responsibilities und€r this Agreement
Any and all intelleclual property rights (leqal and beneficial) accruing and
attributablgto a Party during the course of performance ofits respective obliOations
under this Agreement shall vest in and with that Party.
Each Party represents and warrants to the other Party that there are no material
actions, legal or administrattve which adversely affects its ability to execute and
perform its obligations under this Agreement
Rewtee acknowledges that SNDB has entered into this Agreement on the basis
of the representations and undertakings made by Rewtee throughout this
Agreement.

29. Us6 of Namea , Logos and Roportg

Unless olherwise rgquired by this Agreemgnt, non€ ol the Pariigs shall us6, or discloso
to third parties, he namos, logos or rsports of 6ach oth6r without th€ prior written
consgnt of the concemed Party

30. lntellectualProp6rty

I RewtErz agr€es it shall not use any oI SNDB names, logos, rad€marks, trade sec.ets,
copyrights, patents, designs and other intsllectual property nghts without tho prior
express written @nsent of SNDB.

ll. \Mrthout prejudice to the other provisions of this Agleement, any infringem€nt of
intelledual proporty rights by ReM€z in respect of any suctr items shall be deemed
to be a mat€rial breach of a condition ot flis Agreement and shall ontille SNDB to
terminaie this A9r66ment forthwith upon prior Mitten notice to Rewlez.

31. Damago to Persons and Property

l. ReMez shall indemnify, defend and hold harmless SNDB, all personnel in the service
of SNDB and its direclors and shareholders against all losses, expenses, liabilities and
claims for any injuries suffered by any Rewtez employee at the SNDB Lounges or
personal injury including death of any Rewtez employee, or damage to any SNDB
property whatsoever which may arise out of or in cons€quence of the operation of lhe
Services, a6 well a6 againat all claims, domanda, cast6, chargoE and expsn€€6,
whatsoever in respect of or in relation thereto.

ll. SNDB or any peftionnel in tre service of SNDB and its directors and shareholders,
shall not be liable for or in respect of any damages or compensation whatsoever
payable at law orotheMise in respeci of or rn consequence of any accdent orpersonal
injury rncluding d€ath of any workmen or other person in the employment of ReMez

Notwithstanding anything contrary to the aforesaid provisions, if the designated
personnel of ReMez are unable to provrde the Services to SNOB for more than ten
(10) consecutive days for any reason whatsoever, Rewtez wi,l have to immediately
depute other designated personnel to provrde such Services to SNDB and suc!
designated personnel shall continue providing such Services on the term
conditions mentroned in thrs Agreemenl

32. Rights to Audit and lnspection

I

Rewtez agrees, upon
(including State Ban
business records of R
Agreement lRewtert
information, records,
eyetems, pertaifling io this
SNDB,

atlbw SNDB, its auditors and/or regulators
t,'examine and audit any operatioqrl and
relevant to the Servic€s as set
de access to including but n

bases, networks, network

33. Unauthoriz6d Solicitation of Employees

ac required by the audi

this

!,1





34.

37.

39.

35.

During the term of this Agreement neither Party shall wdhout the prior written consent of
the other Party solicit any person who at the commencement of this Agreement is a full
time employee of such Party or engaged by the third pany contractor providing services
to such Party

Non-Agency

ln the conduct and performance of this Agreement, the Parties shall always be regarded
as independent entities and not as partners, agents or employees of the other Party.

Assignment and Sub-Letting

I This Agreement is personal in nature, and cannot be assigned by Rewtez without
prior written permrssron of SNDB SNDB however, shall have the right to assign this
Agreement to any third party witttout tho consent of Rewtez

ll. Rewtez shall have no right to set or outsource all or any part of this Agreement or its
obligations, rights and interests hereunder, lo any third party without the prior written
approval of SNDB

Time of Essence

ReMez understands that time is of the essence of this Agreement and it shall take all
necsssary steps to commence (and cause and ensure @ntinuance o0 the provision ofthe
Services to SNDB, immediately commencing from the date of signing of this Agreement

Waiver

No waiver by either Party of any default by the other in the performanca of any of the
provisions of this Agreement shall be effective unless in writrng duly gxecrJtod by an
authorized representative of the Party and no such waiver shall operate or be construed
as a waiver of any other or further whether ol alike or of a different ciaEcter.

Counterparts

Thrs Agreement shall be executed in two (2) counterparts, each of which shall be deemed
an original and all of which together shall constitute one and the same instrument.

Enti16 Agroement

These terms and conditions constitute the entire agreement between the Partres and
supersede all prior communications, proposals, understandings and agreements, written
or oral between the Parties with respect to the subject matter of this Agreement.

lN WTNESS WHEREOF th€ Partics, acting through their duly authorized representati
put their respective hands on this Agreement on the day month and year hereinabove me

A

For Jnd on behalf of infoi.:-'i.:itn Securlry For and on behatf of
[Rewtea lnformation Security] Sind Bank Limited

Name. Faiz Ahmad Shuja Ne.n\ r\qeer.\ f4,, Lo-''''"o-a\' ,

Designation: CEo /d{gq\ion: Sv Q -C\So

RE !Y T-',"I idz

A

36.

38.

2. Shoaib Hashmi (Sr lnformation security consultant) 

W 
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APPENDIX A

Project Timelines

Software and SIRP deployment 30 days

SOC Monitoring
SOC Resources deployment

1 year from date of notification by Sind bank to start

7 days from the date of notification by Sind Bank to
deploy resources

Managed in-house SOC Services

ReMez shall implement managed in-house SOC solutlon which shall comprise of
following stages.

Securlty Monltorlng Servlce:

. SOC services shall be procured for a penod of one year

. ReMerz shall provide 24x7x365 days on-site (including public or any other holidays) real

time security event and log monitoring and analysis services

. Rewtez shall record all incdents in an issue tracking system and make such system

available to authorized SNDB technical resources

. Secunty monitoring services shall be maintained in-house (onsite) by Rewtez

provided resources at SNDB premises. This Service shall have following elements;

I Network and System Monitoring; as part of the network and system monitoring

ll ReMez's SOC team shall perform Network Sc€nning & Discovery

lll lntrusion Detection, Traffic inspection shall be done between devices within

and outside of SNDB network To detect threats largeting the systems,

signatur€-based anomaly detection and protocol analysis shall be done.

Lstest attacks, malware infections, policy violatrons and any olher malicrous

activity shall be identified

lV. Threat Analy3is; any suspicious event shall be analyzed using attack

Chain Taxonomy, to determine its risk. Each thr€at shall be classified

prioritized based on its severity.

V. Security Event and Log ManagEmer l Rewtez's SOC team shsll

securlty appliance and third-pany bchnology, like anti-virus solutions, intrusion

preventon system, and firewall, shall brought togeher to create a complete pisture

of tlre network Critical events shall be analyzed to identify any malicious aclivity

logs) shall be retained for 6 months and a data for 1 year so that in case

ol a neNvoft or data breadr a potent maybe launched

Vl Trouble Ticketingr Ticketing ReMez shall be used for

coordinating v,/ith SND to ongoing secunty event

investigation and remedi

Vulnerability Scanningr s shall be canied out quarterly or

sL rs

v .

v t.

:l

monthly based on mutual agreement

Security Monitoring RePorts; Rewtez's

periodically regarding the health ofthe netwo

that may point to a security incident Full forensic.data (otbnsas, events and flow
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IX

major secunty incidenls. The report shall include information regarding events lhat

are classified as "Security lncidenf, including the threat pos€d bythe incident. Vvith

each reporl, Rewtez SOC team and SNDB team shall arange a review meeting

to discuss the events reporled and issues raised in the report. ReMez's SOC tEam

shall also provide time to time recommendations to SNDB t€am to patch

vulnerabilities and develop policies to harden secunty

Automated incidont r€sponse platform (lRP): Rewtez should be able to pmvide

automated incident response services through automated qlse managBment,

incidont tracking, and collaboration with stakeholders.

The Rewtez must be able to produces and provide action able & customized cyber

threat intelligence by leveraging disiributed dec€ption technology.

X

Additional Responsibility
l. ReMez shall provide resource that are capable of vulnerabilty scanning and

exploitation Through the tool

ll ReMez shall provide rcsource that have hands on experience on Network

Security audit tools

lll. Maintaining report of vulnerability sc€nning results with recommended

remediation

lV. [ronitoring privilege ldentity iranagement solution

Rapld 7 N€xpose:

. Rapid 7 Nexpose for '128 lPs with 12 months subscription

. The subscription will coniinue for a period of 12 months and if the contract with

SNDB is extended, Nexpose subscription will also be extended

. Rewtez shallprovrde rnstallation of the said software

. Rewtez shall pmvide one year support of the said sottware

Burp Suite Profe3sional:

Burp Suite professional tool including:

. ReMez shall provide installation of Burp Suite Professional tool.

. ReMerz shall provide one year suPport of the said software.

Major Deliverables of SOC Managed Services

. A complete Project plan including milestones with details and timelines.

. Creation of use cases as per Bank's business requiremeni and industry best practic€s.

. Providing management reports on weekly basis. A separate dashboard for

iverod.

the Bank.

.'lrqrr
\,,S

Sendino various advisones to all relevant gtakgh

Documented procedures for drfferent funchonrrn SOC.

Contract agreement is exte 'to
undeGtandtng on same terms

threat land scape for them managgment

3 years only
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Rcqid Eryerfire

BE/B.S. in rehtcd fidd with mininum tr! (02) )16r of rEbvsnt
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l8M Codifiod SOC An€lysl.

1.1. Escalation 'l "t Level not resolve in 2

Position Name Email offi ce Cell

lnformation
Security

Consultant
M. Junaid Muhammed.iunaid@rewtez.com +9221 34630460 03458802371

1,2. Escalation not resolved in 4

SUPPORT ESCALATION MATRIX

st

Level Severity

High

Moderate

Low

Description

. Syslem or component failure impacling pr(rcesses in a business
or many cuslomers

Componer failure but not impading sbnificant hlsiness
prooesses/units or many cusil(metl;

Feiluro of a comDonent wherc on€ peFnn cannot perform a business
funclion. ...}

wR.z
5,xurfi

Position Name Email Ofrice Cell

lnformation
Security

Consultant

Zohait
Masood zohair.masood@rewterz.com +922134630460 03152774503

1.3. Escalation not resolved 24

Position Name Email Office Cell

Senior
lnformation

Securily
Consultant

Syed
Muhammed

Shoaib
Hashmi

shoaib@rewterz.com +92213463G60 03333022379

1.4. Escalation not resolved 48 Hou

Position Name Email Office Cell

Head of Sales Asad Tariq As€d.tariq@rewlez. com +922134630460 0311102161,,
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High

Severity Time (after
determination

of
t hour

Medium

l3 2 days ln a week None

. All support tickets arc to be ralsed on suopoft@rewterz.com

Processes

The number of processes and procedures for a Security Monitoring Response Center (SMRC) is

determined by its scope, e.g. how many services are offered, the number of business functions,

and the number of different technologies in use. An established SMRC environment may have

tens or even hundreds of procedures. At a minimum, Rewtez will develop (or fine tune)

procedures that are required for maintaining the SMRC. Viz.:

Monitoring procedure.

Notification procedure (email, mobile, home, chat, etc.).

Notifi cation and escalation prooesses.

Transition of daily SMRC services.

Shift logging procedures.

lncident logging procedures.

Compliance monitoring procadura.

Report development procedure.

Dashboard creation procedure.

lncident investigation procedures (mah^rare, etc.).

The timelines for above mentioned procedures are totally dependent on the

provided by SNDB at requested time.

SMRC Process Hierarchy

For a SMRC, there are generally fourteen main processes and around thirty-six subordinate

procedures as shown in figure below. These are arrayed in a pyramid to demonstrate that each

process and accompanying procedures rely on the processes below them. Thus, metrics support

process improvement, technology design and event manalqment support intrusion analysis, etc.
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Our SMRC processes are broken up into the four main c€tegories:

. Business processes: Document all ihe administrative and management components that

are required to effectively operate the SiilRC

. Technology prccesses. Maintain all the information

configuration management and conceptual design

. Operational processes Document the mechanics

relatrng to system administration,

of the daily operations, like shift

schedul€s and tum-over proc€dures

. Analytic€l processes: Encompass all activities designed to detect and better understand

malicrous events

Organizational Relationships

ln addition to documenting the processes and proceduGs necessary to operate the SMRC

effectively, ReMez have a large number of extemal relationships to effeciively manage a qisis

situation These relationships include intemal teams, such as; lncident Rosponse, Security

Management, Security Engineering, Legal, Human Resources, and Lines of Business.

Relationships also include extemal teams like: CERT/CC, lnformation Sharing and Analysls

Centers (ISAC), loc€l and national law enforcemenl supporting product vendors, etc All

various points of contact (POCS) are well-documented along with how and when

should involve them in a developing situation

lncident Oetection vs. Analysis

Detec{ion time is defined as rle period of time from when an event is rdentified within the

to when the analyst makes a decision as to how to act on it For example, an analyst detects a

SQL injeclion aitack against a monilored \,vel f,1t ttren conduct initial research using
11

intelligence about the various threats to whether ths event points to a true

of the event and annotate the event.attack After research, the analyst

For example, a misconfiguration positive event due to a faulty web

app, vvorthy of additional mon additional research or a confirmed

intrusion anempt to be escalated

The analytical hms frame begins once operationaltime is past and continues for up to 90

After inrtial research, an analyst will typically annotate an event for further analysis At this

&

Q;





the processes within thg analytic€l time frame take over Morg sgnior personnel will continue

resaarching the events, notify the necEssary constituents, report the event, and perform forensic

analysis as needed. Analysis continues as trends and long-term pattems are analyzed by visual

data mining and other advanced analytic€l techniques This distinction in timeframes, as shown

in figure below, will help to organize SI,RC processes and clearly delinEate roles among the

associated actions.

SMRC Procodurc Flow

Figure below gives an examplo of the relaiionships among ihe subordinaie proc€dures The core

proc€duros documentsd in the circle should be areas of parlicular omphasis as th6se dofine the

basic actions to Gcognizs and respond appropriataly to detectod malicious 6v€nts.

r-+gt{

Core Prc€durg

R1, /

figir. I TiElc h cq{ da<li6 tl,d,gh ondr }ir

faN a: SOC rr@dw flo.

lntQr$

ANATYSIS

)

.-: o-

i
Fr

)

r.-.*;t

OPERA]IONAL
DEO5lON





Environment Undorstanding

Wilhout an understanding of the technical environment, d will be difficult to invest€ate and to

understand il an aclual attack has occurred. For this reason, the staff within the SMRC must have

the appropriate tools, diagrams, and knowledge of the network io perform their daily job. ll is

imporlanl to have both an elestronic and a hard copy of the key network and application

architecture diagrams or any new SIVIRC statf, navigating and understanding the environment

should be included as part of their required basic training. This will also help meet SLAS and

overall service levels w hin the SIVIRC

As a part of the SirRC's service functions the security architeqture will be defined and the Sl,ilRC

staff will have access to the different components and tools within that architecture These may

include, but are not limited to:

. SIEM monitoring and correlatron

. Antivirus monitoring and logging

. Network and host IDS/lPS monitoring and logging

. Network and host DLP monitoring and logging

. Centraliz8d logging platforms (syslog, etc )

. Emarl and spam gateway and filtering

. Web gateway and filtenng

. Threat monitoring and intelligence

. Firewall monitoring and management.

. Applic€tion whitelistrng or file integnty monitoring

. Vulnerability assessmenl and monitonng

. l\ronrtonng and analyzing events generated byl

. Endpoint protection tools (AV)

. Advanc€ malware protection

. NGFW

. Switches

. Routers

. servers

Event Management

The core tunction and technology within a SMRC are based on events frcm hundreds or even

thousands of different systems. Essentially th - n point for every eventthousands of different systems. Essentialiy th n point for every event

logged wltr|in the organization that is being mon events, the SIVIRC must

$i(limeht of events must include a listdecide how they wrll be managed and

B

of instructions [)at apply on a 24x7 ent that comes into the SMRC and

is monitored: while an incident is an tre acied uponAs a part of event

management, the SMRC provides telephon iffii} assistance to its

defining the guidelines for the level-one SMRC support is important These will

ERZ
Secudq
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. Open an incident ticket for any problems noticed and reponed
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Close an incident ticket when resolved

Serve as the inrtial pornt of contact for customers on the organization's network-

Mainlain daily shitt logs

Perform rudimentary testrng and diagnosrs.

Validate that the incident is not a user enor

Formally assign the incident to the Sl\,ilRC

lncident Assignment, update and Escalation

Before assigning incidents and defining the escalation process, SNDB will need to agree on the

technical solution used to maintain the incident records The main aspect is to ensure the system

allows for the assignment of the ticket and handoff if the incrdent continues past the SMRC

operato/s normal work shift This system must also provide a level of secunty to ensure that

tickets with sensitive information are only viewed by those with approved access To ensure quick

sttention to incidents, the priority leveland timeline ofthe response must be defined as an incideni

ts assigned

For the duEtion of this agreement, lhe SIRP solution wll be the technical platform used to

maintain lhe incident records

NOTE: Pnonty should not be confused with seve y. Pnonty is tlB level ol response tine

identified when tl?€ incident ticket is crealed or updated based on tlE extenl ol lhe impact

lncident and Event Categorization

Categories will be defined in the SIRP and metrics c€n be tracked accordingly for each category.

Reference categorization for instance could be:

. Root Level lntrusion (lncident).

. User Lev€l lntrusion (lncident).

. Denial of Sorvice (lncident).

. Malicious Logic (lncidsnt).

. Unsucc€ssful Ac{iviv Attempt (Ev6nt).

. Non-Complianco Activity (Evenl)

. Reconnaissanco (Ev€r ).

lncidont Rosolutlon and E3calation Proceduro!

Resolution of incidents in the SMRC may tie into an existing rncident response practice, but it

must be included in the incident trcket record escalation process, which documents the steps

required by the SMRC staff For resolutions of incidents tasks will need to be completed,

including:

Documenting incident description

Referencing any other ticket or i

Closing the incdent record and the commu methods used to notify the r or tier

level coniacls.

OoqJmenting the undorlying root cause of the problem

lt , 'RZ





On high-priority incidents, the SMRC should have a defined distribution list that is usedtor sending

the problem resolution and assigned incident record lD Rewtez will define escalation procedures

as part of d€fining SMRC operations and will document those SOPS, at a minimum:

Resources to assist with resolution of incidents

Review of open incldent records

Status updates.

No response from cusiodians / owners (again it is defined as part of the SMRC services

and in many cases may be the end user or system administrator)

Adding notes to the incident record.

Additional escalations.

lncident record closure

High priority / high severity handling

Lack of resolution

Vulnerability Management

On6 of th€ important aspecis of SMRC is to hav6 a u.€ll-defined SOP for vulnerability

managem€nt. Theonsite Level-1 and Level-2 staffwillporform quarterly Vulnerability Assessm€nt

and Managsment for th6 defined citical assots (critical assets to b€ defined by SNDB.

"Vulnerability Manag€ment' sgrvico will be providod at no additional cost.

Threat lntelligence

We give you the abrl y to gain clear insight on the nature of the lhreats currently facing your

information, and those that are to cpme The loopholes within your infrastructure will be targeted

for detection based on the attack pattems learned on the perimeter interface(s)

on thr€ats

real-time,

ln addition to these alerts and actions, ws also provid€ you witr detailed reports

anytime you need them We'll keep threat intelligenca logs that are updated in

comprehensively covering your infrastruclure, mobile dgvices and software, cloud

vlnual storage systems, as well as malware thst may b€ trying to bresk in.

Threat lntelligenc€ completely focused to your organization, all you have to do

fr3e Threat lntelliggnce Sensor on your pic facing n€twork and assign your

address€s to it.

With our customized platform and numerous attack sens

events all over Pakistan, making it most

rs to

unused

collecting malicious

hreat intelligence

'r i .r5,rc$r

lcing rts

gahering network in tre country ReMez reat tntelligence, and are

readyto help you foftfy the defenses need the most advanced

threat intelligence out there Through this aim to share and dissipate

knowledge about sophisticated threats and
-practices 

in use on the lnternet

today focused to your organization with very detailed reporting capabilities This ves your

organization the ability to gain clear insight on the nature of the threats

li
on s.curill
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informalion, and those that are to come- Your possible weaknesses and vulnerabilities will be

detected, and loopholes within your security measures will be targeted for elimination

Rewterz Value-Add

Rewterz at its core is backed by exp€(s rn the field of lncident Management having a cumulative

experience of 50 years When it comes to handling incidents either in offsite or onsite service

model with ReMBz team, vre support our customers round the clock.

A Senior Rerrytez Consultar will oversee the entire projecl for limited time until the resident

statf meets dssired acceptance level.

R€wtee Team at ReMez remote SOC will back an advanced anomaly or incident discovered in

the SNDB SMRC remolely.

1 High

2 Medium

30 minubs

I lpur

devices then the delault severity will be mediu

\Y-\ '?'' ./d.
immediately in case of "Highimmediately in case of "High

'severity will change from "lvledium" to' t is judge by the analyst to be such

Rewterz - lncident Response Times Categorization

lmmediately after investigation is
complet€d and severity is asc€rtained
as high

Lo,Y 3 ]purs

4 weeks after investqation is
completed and severity is ascartained
as medium
12 lteeks after investigation is
completed and sevedty is ascertained
as lov,

'Where there's no SNDB dependency

lncident severitv Criteria:

Low:

Any unusuaymalicious activities observed on the PC's / end madtines then the default severity

will be low.

Low severity will change from defaull "Lovy''to "iredium' if 500 Pc's/desktop are

exploiiedi to "High'if 2000 Pc's/desktop are simultaneously exploited

M€dium and High:

Any unusual/[,ilalicious activities observed on the servee/,Iq\rity devices or on the

that datg confidgntiality or integrity can be impacte

Fi6t Response Time
Level S€verity (after determination of

the severity) (max)

'ci





Rewterz - Escalation Point of Contacts for SOC

Below is the table of the esc€lation point of contacts for SMRC.

Level 1 Uzair lqbal lmmedrate
soc

Coordinator
Uzair iobal@rewtez.com o21-

34630460
0333-

7180865

Level 2
Usman
Ahmad

1 to 3 Hours SOC Lead usman ahmed@reMez com 021-
34630460

0331-
3694792

Level 3
Shoaib
Hashmi

3 to 5 Hours
Head o,
Proiecb shoaib@re terz com

021-
34630460

0333-
3022379

Level 4 Asad
Tariq

5 Hours
Head of
Sales

asad.tanq@reMerz com
o21-

346301160
0311-

1021645

Level 5
Faiz

Ahmad
Shuja

5 Hours cEo Faiz@Revr'terz.com
021-

34630460
0321-

3748342

(\

(!\

Email lD
Office

Number





APPENDIX B

s*
'l

2

3

Pafi*
RZ-SOC

RL1
RZ-SOC

RL2
RZ-SOC

RL3
RZ-SIRP-

IR
RZ.SIRP-

TI
Burp Suite

Nexposg

Unit Pric€

included

included

included

FOC

FOC

FOC

FOC

Total Price PKR,
Year

included

included

included

FOC

FOC

Description

On Prem SOC - Ll Analyst
(+Resorrces)
On Prem SOC - L2 ArElyst
(2-Resources)
On Prem SOC - L:i Amlyst
(Offsite-1case/month)

SIRP - lncidenl Response

SIRP - Threat lntelligence
Burp Suite Prof essional
Rapid 7 Noxposo for'128
lPs with 12 months
subscription

4

5

6

7

Nei Total Amount PKR
Service Sales Tax (13%)

Gross TotalAmount PKR

PKR7,700,000.00
PKRt,00't,000.00

PXR8,701,m0.m

Total Contract Amount: PKR 8,701,000.00

. 1d Pavment SNDB will pay Rewtez 50Yo on d.ploym.nt ol SOC t !m tt SNDB (PKR

4,350,500)

. 2d Pavment: SNDB will p8y ReMez 25% anor 6 month3.(PKR 2,175,250)

. 3d Pavment: Last payment SNDB will pay 2596 tlter €nd of confad.(PKR 2,175,250)

"ERZon secudty

Financials

Grand TotalSOC On Prem Services PKR8,701,000.00

.\
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Annexure "D"

Declaration of Fees, Commissions and Brokerage etc Payable by the suppliers of
Services Pursuant To Rule 89 Sindh Public Procurement Rules Act, 2010

Reytte2 lnlormotion Security [the Supplier] hereby declores thot it hos not obtoined or induced the

procurement ol dny controct, right, interest, privilege or other obligotion or benefit fiom Government
'of 

pokiston (GoP) or any odministrotive subdivision or ogency thereof or ony other entity owned or

controlled by it (GoP) throuqh ony corrupt business proctice.

Without limiting the generality ol the loregoing, [the Supplier] rcpresents dnd warrants thot it hos fully
declored the brokeroge, commission, fees etc. poid or poyoble to onyone ond not given or ogreed to

give ond shall not give or ogree to give to anyone within or outside Pokiston either directly or indiectly

through any noturol or juridicol person, inctuding its olfiliote, ogent, ossociote, broker, consultont,

director, promoter, shoreholder, sponsor or subsidiory, ony commission, grotification, bribe, finder's

lee or kickback, whether described os consultotion fee or otherwise, with the obiect of obtaining or

inducing the prccurement oI o controct, right, interest, privilege ot other obligotion or beneft in

whotsoever Jorm from GoP, exceptthatwhich hos been expressly declared pursuont hereto.

[The Supplier] ceftijies thot it hos made ond will moke lult disclosure of oll ogreements ond

orrcngements with oll persons in rcspect of or reloted to the tronsoction with 6oP ond hos not token

ony oction or will not tdke ony dction to citcumvent the obove declorotion, reptesentotion or worronty'

[The Supplier] occepts lull rcsponsibitity and strict liobility for moking any lolse declorotion, not moking

full disclosure, misrewesenting focts or toking ony action likely to deleat the purpose of this

declorotion, representotion ond worronty- lt ogrees thot ony controct, right, intercst, privilege or other

obtigotion or benefit obtoined or procured os oloresaid sholl, without preiudice to any other right ond

remedies avoiloble to 6oP under ony law, controct or other instrument, be voidoble ot the option ol
GoP.

Notwithstonding ony rights ond remedies exercised by GoP in this regord, [the supplier] ogrees to

indemnify GoP for ony loss or domage incurred by it on occount of its corrupt business practices ond

Iurthet poy compensotion to GoP in on omount equivolent to ten times the sum oI dny commission,

gtotifcotion, bribe, finder's fee or kickbock given by [the Supplier] os oloresoid lor the purpose of
obtoining or inducing the procurement of ony controct, right, intercst, Privilege or other obligotion or

benefit in whatsoever lotm fiom GoP.

For ond On Behov Ol

Revrte/,z lnlormotion

Signoturc:

Ndme: Asodrodq REEpTEP.z
Ntc No: 422o7e6*ogr-, int*rr.;:,1!.i*n Securlty
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