Technical & Financial Proposals Evaluation Report
ACQUIRING SERVICES FOR SWIFT ASSESMENT

1 | Name of Procuring Agency Sindh Bank Ltd.

2 | Tender Reference No. SNDB/COK/ADMIN/TD/1235/2022

3 | Tender Description Acquiring of SMS Services

4 | Method of Procurement Single Stage One Envelop Bidding Procedure

SPPRA S, No. T00531-21-0003 2

5 | Tender Published Express Tribune, Sindh Express, Daily Express (R (© § - €1 —202.1)

6 | Total Bid Documents Sold 04

7 | Total Bids Regeived 04

8 | Technical Bid Opening Date 26/01/2022- Time: 1100 Hours

9 | Financial Bid Opening Date 26/01/2022- Time: 1100 Hours

No of Bid Technically 01
10 | Qualified
11 | Bid(s) Rejected 03
S.No.| Name of Company Cost Offered by Bidder | Ranking in Terms Comparison with Reason for Remarks
of Cost Estimated Cost Acceptance/
(Rs 1,500,000/-) Rejection
0 1 2 3 4 5 6
Rs 138,500/~ Accepted Being the most
] M/s Risk Associates Rs.1,638,500/- Qualified Bidder | Above with the estimated advantageous bid
(Private) Lid COSt

2 M/s A.F. Ferguson Rs.1,297.999/- Disqualified Disqualified Eligibility Criteria Not Fulfilled
3 M/s KPMG Rs.1.800.000/- Disqualitied Disqualified Eligibility Criteria Not Fulfilled
4 M/s IOTA Rs.2,260.000/- Disqualified Disqualified Eligibility Criteria Not Fulfilled

Note: Accordingly, going through the Technical/Financial evaluation criteria laid down in the tender
document, M/s Risk Associates (Pvt) Limited is the most advantageous bid and hence recommended for

Acquiring Services for SWIFT Assessment to Sindh Bank Ltd.

Members — Procurement Committee

(Mr, Dilshad Hussain Khan) Chief Financial Officer — EVP — Chairperson

Signature

(Mr. Arshad Abbas Scomro) Head of Administration-SVP-Member

Vid

[

(Mr. Syed Muhammad Ageel) Chief Manager, IDBL, KHI ~AVP — Member
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021
Nune of Company: m /J ﬂj}‘_ Asso e e /ﬁyt{) b

ELIGIBILITY CRITERIA

\/( Consultant must be registered in Pakistan and must be providing Information Security services for
at least 8 years in Pakistan. SECP Certificate to be attached as evidence. (Mandatory)

. Consultant miust be active tax payer. NTN Certificate to be attached with the proposal

‘A/lMandatory)
. Consultant must provide Financial Statements for last 3 years having combined revenue of at least
PKR 100Million for 3 years. (Mandatory)

\Af Consultant must be an authorized SWIFT Cyber Security Service provider for Pakistan Region.
Evidence to be attached with the proposal (Mandatory)

. Consultant firm must be an IT auditing firm of being accredited by at least 2 [nternational Bodies
such as 15O 27001 Certification body, PClI DSS, EC Council etc. Evidence’s to be attached
(Mandatory)

Consultant must submit the detailed scope and approach reflecting SINDH BANK requirements.

v/7. Consultant must have executed SWIFT Audit project in three different Commercial Banks of
Pakistan in last 2 years. PO’s to be attached as evidence, (Mandatory)
vt

Consult_ant must nave offices in any two major cities of Pakistan {Karachi, Lahore and Islamabad).
Proof of registered offices to be attached. (Mandatory)

\4 Consultant project team must be experienced and must allocate a team of muumum 3 resources
having at least 4 years of information security audit experience. Project Resources should be
SWIFT Trained and certificates to be provided). (Mandatory)

\/10. JV or subcontiact is not allowed,
Failure to comply with any of the above criteria item will lead to disqualification
&L\ ol '"6*""{
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AVP/ Finance Division VP/ Operations Div SVP/ |.T. Division
no

Slgnature —Procuremant L.'im.miuge_MibELSu ! h

tead- Fin Divs 7

/L,W?L
Head- Admin DIV, _ ~ { _
Chist Manager (IDBL k X/

P




Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

Name of Company: /YTZ,/J ée‘ﬂt_ Miza Crofeq [ﬂv() LAA

SCOPE OF WORK / TECHNICAL SPECIFICATION

In order to Comply with SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CSCF Independent Security Assessment for “SWIFT Customer Security Controls Framework v2020 and
v2021” (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

To ensure compliance of SWIFT CSCF v2020 & v2021.

To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external
threats or intrusions,

To test and verify the security of the SWIFT systems and network to ensure the effectiveness
of deployed security measures,

Verify the security controls and to identify any areas of improvement.

Identify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFP.

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for “SWIFT Customer Security Controls Framework v2020 & v2021" (mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

Checked By:

Far
AVP/A

Restrict Internet Access and Protect Critical Systems from General IT Environment
Reduce Attack Surface and Vulnerabilities

PhysicallySecure the Environment
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

e Prevent Compromise of Credentials
= Manage ldentities and Segregate Privileges
e Detect Anomalous Activity to Systems or Transaction Records

e Plan for Incident Response and Information Sharing

The assessment should, at a minimum, encompass all in-scope components of the user’s SWIFT-

related infrastructure as documented above. These include the following basic systems, operators
and devices:

# Data Exchange Layer

* Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zone
- Messaging Interface
- Communication Interface
— SWIFT Net Link (SNL)
- Connector
- SWIFT Hardware Security Modules (HSMs)
- Firewalls, routers and switches within or surrounding the SWIFT infrastructure
- Graphical User Interface (GUI)
e Qperators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendor should assist bank in submission of report to SWIFT.

62# o fy oo
/Q{(? / G/ﬂﬂ ' 5
EXPECTED DELIVERABLES
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

) Lerte Ao oo (/) Lid

Name of Company:

The Consultant should collect and organize its findings at the completion of the assessment and
produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management
2. Remediation plan including the missing documents to fill each identified gap.

3. Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK
Requirements:

Background / Objectives

Scope of Work

Project Methodology and Approach

Key Project Deliverables

Project Timelines

Project Fee

Noeow s W

Project Resources (including resumes of the team to be deployed on this project and copies of
certifications attained by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

& About organization
9. Organization Credentials (Experience in similar projects)

10. Project Terms and Conditions

Ay
<79

Checked By:

Naeem Muhammad /;:
SVYP/CISO Head lbD /// <
) A A “
'Kama{‘ Rashid © Atf Alvi

AVP/AITiA Div. AVP/Operation Div. AVP/LT. Division

Sionature —Procurement Committee Members

Head- Fin Div.

Head- Admin Div.

Chief Manager (IDBL)
Page 3 of 3




Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

W3 Lo7 4 G dme

Name of Company:_

ELIGIBILITY CRITERIA

\’/1. Consultant must be registered in Pakistan and must be providing Information Security services for
at least 8 years in Pakistan. SECP Certificate to be attached as evidence. (Mandatory)

\/ Consultant must be active tax payer. NTN Certificate to be attached with the proposal
{Mandatory)

A Consultant must provide Financial Statements for last 3 years having combined revenue of at least
" PKR 100Million for 3 years. (Mandatory)

4. Consultant must be an authorized SWIFT Cyber Security Service provider for Pakistan Region.
Evidence to be attached with the proposal (Mandatory) A/

5. Consultant firm must be an IT auditing firm of being accredited by at least 2 International Bodies
such as I1SO 27001 Certification body, PClI DSS, EC Council etc. Evidence's to be attached
(Mandatory) N

6. Consultant must submit the detailed scope and approach reflecting SINDH BANK requirements.

. Consultant must have executed SWIFT Audit project in three different Commercial Banks of
Pakistan in last 2 years. PO’s to be attached as evidence, (Mandatory)

Consultant must have offices in any two major cities of Pakistan {Karachi, Lahore and Isiamabad).
Proof of registered offices to be attached. (Mandatory)

9. Consultant project team must be experienced and must allocate a team of minimum 3 resources
having at least 4 years of information security audit experience. Project Resources should be
SWIFT Trained and certificates to be provided). (Mandatory) »/¢

0. IV or subcontract is not allowed. 277 1% 5"4"(

Failure to comply with any of the above criteria item will lead to disqualification
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

L2 ( .
Name of Company: /¥ /‘/ .EO 7 A LeloAtors

SCOPE OF WORK /TECHNICAL SPECIFICATION

In arder to Comply witl SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CS%CF Independent Security Assessment for “"SWIFT Customer Security Controls Framework v2020 and
v2021" (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also inciude information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate

rermediation can be taken to address threats,
I'he main objectives of this exercise are as follows:

*  Toensure comgliance of SWIFT CSCF v2020 & v2021.

e To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external

threats or intrusions.

o Totest and veiify the security of the SWIFT systems and network to ensure the effectiveness

of deployed security measures.

» Verify the security controls and to identify any areas of improvement.

e |dentify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RF-P.

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for "SwWIFT Customer Security Controls Framework v2020 & v2021" (mandatory and
advisory security conirols) to verify SWIFT system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

e Restrict Inteinet Access and Pratect Critical Systems from General [T Environment

e Reduce Attack Surface and Vulnerabilities
» Physically secure the Environment
iy 7 I C{"LC/

Naeem Muhammad

SVRICISU Head?l):) -

Kamal Rashid
AVP/Operation Div.

Checked By:

-

Sienature —Procavement Uoinmittee Members

Flead- Fin Div, o {//5/
Head- Admin Div, / P
Clief Manager (1DBL) q ~ v/

D 7 sk 61*—*(

\v\"‘"‘é%/

At Alvi
AVP,T. Division

Page 1 of 3



Name of Company:

Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

mls Join (obbre

Prevent Compromise of Credentials
Manage ldenuties and Segregate Privileges
Detect Anuimalous Activity to Systems or Transaction Records

Plan for Incident Response and Information Sharing

The assessmeul should, at a minimum, encompass all in-scope camponents of the user's SWIFT-
related infrastructure as documented above. These include the following basic systems, operators
and devices:

Data Exchange Layer
Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zane

- Messaging interface

- Comimunication Interface

- SWITT Net Link (SNL)

~ Conneclor

- SWIFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or surrounding the SWIFT intrastructure
— Graphical User Interface (GUI)

Operators and their PCs

Final Assessiment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendaor should assist bank in submission of report to SWIFT.
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021
mls 29 7 A Q_Mw;

Name of Company:

EXPECTED DELIVERABLES

The Consultaiv shiculd coilect and organize its findings at the completion of the assessment and
produce al minimurn the following deliverables.

1, Gap Assessment Report to SINDH BANK management

2. Remediation plan including the missing documents to fill each identified gap.

3. Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK
Requirements:

Background / Objectives

Scope of Work

Project Wethoduiogy and Approach

& oW e

Key Project Deliverables
Project Timelinegs

Project Fee

e B A i

Project Resources (including resumes of the team to be deployed on this project and copies of
certifications auitained by the resources i.e CISSP, PCI QSA, SWIFT Trained Rescurces etc)

8. About viganizaliorn
9. Organization Credentials (Experience in similar projects)
10. Pruject Terms and Conditions

et a{’/cf
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Tender Reference No. SNDB/COR/ADMIN/TD/1235/2021
Name of Company: M/! A-£. P“ﬁ’“"“ i Co.

ELIGIBILITY CRITERIA

Consultant must be registered in Pakistan and must be providing Infarmation Security services for
at least 8 years in Pakistan, SECP Certificate to be attached as evidence. (Mandatory) Ao

Consultant must be active tax payer. NTN Certificate to be attached with the proposal
(Mandatory)

Consultant must provide Financial Statements for last 3 years having combined revenue of at least
PKR 100Million for 3 years. (Mandatory)

Consultant must be an authorized SWIFT Cyber Security Service provider for Pakistan Region.
Evidence to be attached with the proposal {(Mandatory)

Consultant firrm must be an IT auditing firm of being accredited by at |east 2 [nternational Bodies
such as ISQ 27001 Certification body, PCI DSS, EC Council etc. Evidence's to be attached

(Mandatory)
Consultant must submit the detailed scope and approach reflecting SINDH BANK requirements.

Consultant must have executed SWIFT Audit project in three different Commercial Banks of
Pakistan in last 2 vears, PO’s to be attached as evidence. (Mandatory)

NS NS -

Consultant must have offices in any two major cities of Pakistan (Karachi, Lahore and lsiamabad\!.“‘
Proof of registered offices to be attached. (Mandatory}

Consultant project team must be experienced and must allocate a team of minimum 3 resources
having at least 4 years of information security audit experience. Project Resources should be
SWIFT Trained and certificates to be provided), (Mandatory) A/o

10. IV or subcontract is not allowed. .bri ?/»4"“5’! ""f,-

Failure to comply with any of the above criteria item will lead to disqualification
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021
Name of Company: 4/ /1 iR AN

SCOPE OF WORK / TECHNICAL SPECIFICATION

In arder to Comply with SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CSCF Independent Security Assessment for “SWIFT Customer Security Controls Framework v2020 and
v2021” (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant

experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

s Toensure compliance of SWIFT CSCF v2020 & v2021.

s To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external
threats or intrusions.

¢ To test and verify the security of the SWIFT systems and network to ensure the effectiveness
of deployed security measures.

« Verify the security controls and to identify any areas of improvement.

* |dentify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To gualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFP.

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for “SWIFT Customer Security Controls Framework v2020 & v2021" (mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

e Restrict Internet Access and Protect Critical Systems from General IT Environment

D,- s V"‘Lé”“"f

o Reduce Attack Surface and Vulnerabilities

o Physmal/y\]Secure the Enylronment

(}"7’7 o4
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Tender Reference No, SNDB/COK/ADMIN/TD/1235/2021

Name of Company: M/J AL ﬁa«é’%vﬁf

Prevent Compromise of Credentials
Manage Identities and Segregate Privileges
Detect Anomalous Activity to Systems or Transaction Records

Plan for Incident Response and Information Sharing

The assessment should, at a minimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above. These include the following basic systems, operators
and devices:

Data Exchange Layer
Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zone

- Messaging Interface

- Communication Interface

- SWIFT Net Link (SNL)

- Connector

- SWIFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or surrounding the SWIFT infrastructure
- Graphical User Interface (GUI)

Operators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendor should assist bank in submission of report to SWIFT.

D j_,u"(??—-v{

EXPECTED nﬂWﬂd’
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021
Name of Company: m/ I AL £ pakrs Al

The Consultant should collect and organize its findings at the completion of the assessment and
produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management

2. Remediation plan including the missing documents to fill each identified gap.

3. Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK
Requirements:

Background / Objectives

Scope of Work

Project Methodology and Approach

1

2

3

4. Key Project Deliverables
5. Project Timelines

6. Project Fee

7

Project Resources (including resumes of the team to be deployed on this project and copies of
certifications attained by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

8. About organization
9. Organization Credentials (Experience in similar projects)

10. Project Terms and Conditions

-

. N 4
W 7 cw’[
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

Name of Com‘pan_\:_ln/ { KPP m (g

ELIGIBILITY CRITERIA

1. Consultant must be registered in Pakistan and must be providing Information Security services for
at least 8 years in Pakistan. SECP Certificate to be attached as evidence. (Mandatory) A/a

Consultant must be active tax payer. NTN Certificate to be attached with the proposal
(Mandatory)

w3 Consultant must provide Financial Statements for last 3 years having combined revenue of at least
PKR 100Million far 3 years. (Mandatory)

\/4./ Consultant must be an authorized SWIFT Cyber Security Service provider for Pakistan Region,
Evidence to be attached with the proposal (Mandatory)

5 Consultant ficry must be an IT auditing firm of being accredited by at least 2 [nternational Bodies
such as I1SO 27001 Certification body, PCl DSS, EC Council etc. Evidence’s to be attached
{(Mandatory)

v(Consultar\t rust submit the detailed scope and approach reflecting SINDH BANK requirements.

7. Consultant must have executed SWIFT Audit project in three different Commercial Banks of
Pakistan in last 2 years. PO’s to be attached as evidence. (Mandatory)

A‘ Consultant rust have offices in any two major cities of Pakistan (Karachi, Lahore and Islamabad).
Proof of registered offices to be attached. (Mandatory)

9, Consultant project team must be experienced and must allocate a team of minimum 3 resources
having at least 4 years of information security audit experience. Project Resources shauld be
SWIFT Trained and certificates to be provided). (Mandatory) Ao

1v-10. IV or subcontract is not allowed. [),‘J 7M&.,4(

Failure to comply with any of the above criteria item will lead to disqualification
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021
mfL K gl

Name of Company:

SCOPE OF WORK / TECHNICAL SPECIFICATION

In order to Camply with SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CSCF Independent Security Assessment for “SWIFT Customer Security Controls Framework v2020 and
v2021" (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

¢« To ensure compliance of SWIFT CSCFv2020 & v2021.

e To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external
threats or intrusions.

e To test and verify the security of the SWIFT systems and network to ensure the effectiveness
of deployed security measures.

e Verify the security controls and to identify any areas of improvement.

o (dentify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFP,

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for “SWIFT Customer Security Controls Framework v2020 & v2021" (mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

e Restrict Internet Access and Protect Critical Systems from General IT Enviranment
= Reduce Attack Surface and Vulnerabilities .
ShVa Nan

. Physucally Secure the Environment
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021
Name of Company:; 7/ /P MG

* Prevent Compromise of Credentials
e Manage Identities and Segregate Privileges
= Detect Anomalous Activity to Systems or Transaction Records

e Plan for Incident Response and Information Sharing

The assessment should, at @ minimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above, These include the following basic systems, operators
and devices:

e Data Exchange Layer
o Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zone
- Messaging Interface
- Communication Interface
- SWIFT Net Link (SNL)
- Connector
— SWIFT Hardware Security Modules (HSMs)
- Firewalls, routers and switches within or surrounding the SWIFT infrastructure
- Graphical User Interface (GUI)
s Operators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermare, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendor should assist bank in submission of report to SWIFT.
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

Name of Company: /W/f S PN L

The Consultant should collect and organize its findings at the completion of the assessment and

produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management

2. Remediation plan including the missing documents to fill each identified gap.

3. Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK

Requirements:

Backgraund / Objectives

Scope of Work

Project Methodology and Approach
Key Project Deliverables

Project Timelines

Project Fee

N oy kW e

Project Resources (including resumes of the team to be deployed on this project and copies of

certifications attained by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

8. About organization
9. Organization Credentials (Experience in similar projects)

10. Project Terms and Conditions
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o~ SIGNATURE MEMBERS PC-ADMTY

Head = Fin Diy,

- Head - Admin Dy, .
PRICE SCHEDULES | R
— {Applicable for the year B422-2023) :
L]
| Name of Bidder KPMG Taseer Hadi & Co.
- Provide Lump sum cost as per the two columns inclusive of all direct/indirect charges
‘ “ S.No Description Amount Exclusive of | *Amount Inclusive of
- tax tax @13%
— I | SWIFT CSCF luitial Assessment and Gap
Report _
i 2 Final Audit with report over SWIFT L.592.920/- 1.800.000/-
template
e

*This total amoune will be 1aken as lowest submitted price offered by the vendor.
1. The company will be considered disqualified from the very outset, if not GST registered,
- 2. The cost must include all taxes, stamp duty (as applicable under Stamp Act 1989) duly stamped on the contract
~ agreement, installation, commissioning and labour charges.
! 3. Payment terms 30% Advance, 30% after gap assessment report submission, 40% after final report submission
and satisfaction from the concerned department.
4, Calculation of bid security. 5% of the *Total Amount will be submitted with the tender document as bid security
_ in shape of Pay Order /Bank Guarantee in favour of Sindh Bank Ltd.
5. Incaseitis reviled at any stage after installation of the equipment that the asked specification of the tender have
Ao not been met, the amount of the total installation of that specific equipment will be fined to the vendor with
appropriate action as deemed necessary by the procurement committee
7.  The successful bidder will be the one whose total sum of cost is the lowest. As it is package tender, so no partial
lowest cost will be considered for award of anywork.
: 8  Qualified company will also be bound to sign @ bond/undertaking that in case of any observation arising in
- respect of quality of the equipment within the warranty period, the company will be liable to address it at his
own cost, non-compliance of the same will result into initiation of a case against the company for non-
- commitrent.
N g, All conditions In the contract agreement attached as Annexure G are part of this tender document.
10. The tender will be considered cancelled if the contract agreement after due signature Is not submitted with

R Admin Office after 5 days of completion of bid evaluation report hoisting period (7 days) on SPPRA website,
11 The tender will stand cancelled if any of the given condition of the tender in not met in strictly as per the
= requisite of the tender document.
— 12.  Incasethe financial bids are the same, the successful bidder will be th
two bidders,
e
Signature & Stamp of Bidder
"
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Quotation

|TA

SOLUTIONS -
By

First Flogr, Kiwumriagl Center, [& T Cente Phone:

Strest # 22, G-8/4, Islamabat Ernail

Quotation #

Customer:

CON/ARS/SBL/12927

Sindh Bank Limited

Project Name RFP for SWIFT Assessment

Date. 24-Jan-22
Abdur Rauf Shakir
0322 5370889

AR Shakir@rlgudInet comr

We have proposed to conduct scoping, gap assessment, documentation assistance and final reporting as

Description per SWIFT standard.
Descripti Unit Price Total Price
escription 2y Rs. Rs. Incl tax
SWIFT Assessment
SWIFT CSCF Initial Assessment and Gap Report 1 1,500,000 1,695,000
Final Audit with report over SWIFT 1 500,000 565,000
Grand Total Rs.| 2,260,000
Terms & Conditions
1 Prices are in Pak Rupees, DDF basis.
30% of contract value as Mobilization Advance
2 : 30% of the contract value after submission of Gap Assessiient repart
P,"V‘""E“t- 40% of contract value after submission of Final Assessment Report over SWIFT template and satisfaction
- Terms from the concerned deparfment.
3 Prices are inclusive of applicable taxes.
4 Involces to be cleared within 30 days of inveicing
5 Validity period of the guotation is 90 days.

Head -~ Fin Div,

7477

HE.\.:d - lcwn.]l-(qllﬂr-! 1:"]"14.

7
=

Member-IDEL.

Date:




COMMERCIAL-IN-CONFIDENCE

Fee/Price Schedule

Fees/Price Schedule)

Description Cost in PKR Costin PKR

Excl. 13% Sales Tax Incl. 13% Sales Tax

SWIFT CSCF Initial Assessment and

Gap Report PKR 1,638,500/=
PKR 1,450,000/=
Final Audit with report over SWIFT

- template

Total Cost PKR 1,450,000/= PKR 1,638,500/=

Billing arrangements
Our billing terms will be as follows:
30% of contract value as Mobilization Advance

Rl 30% of the contract value after submission of Gap Assessment report

[® 40% of contract value after submission of Final Assessment Report over SWIFT template
and satisfaction from the concerned department.

& The above quoted amount is inclusive of taxes.

[® The above amount is inclusive of Auditors traveling. accommodation etc expenses to
Sindh Bank karachi office for Initial assessment and final assessment.

& Payment to be made electronically within 30 days of invoice date.

Validity of Quotation

The validity of above-mentioned discounted quotation is 80 days.
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{ead - Fin Div.

Head - Admin Div,
thb”f “v‘-\!.u—_—.%
Date: -

PKO122SBK0411 — Financial Proposal - SWIFT CSCF Compliance Service Proposal
© 2004 — 2021 Risk Associates. All rights reserved
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—

MINUTES OF THE OPENING OF THE TENDER (TECHNICAL /FINANCIAL PHASE)

TYPE OF PROCUREMENT ADMIN / IT / CONSULTANT / MEDIA
TENDER NAME .B(c,}dl i F—j Seyi tes {—/‘f Quit(~ NSEeSS "“’J‘l—
TYPE OF TENDER SINGLE STAGE-ONE ENVELOPE / SINGLE STAGE-TWO ENVELGPE / TWO STAGE /TWO STAGE-TWO ENVELOPE
OPENING DATE A I | 2L
OPENING TIME 1 ob -
ATTENDANCE (MEMBER PC)
NAME FIRM BID OFFERED

I
ATTENDANCE (REPS. OF BIDDERS)

@ Rk hesocrds / b. 1638550/,
2 AF Jerquson & Co / ?,, //'u;q’l ‘{'Uj:
& k'P/v}(/,J T Seor el & e ’(. 1§, SR /s

[9 ToTh Sololbians Lovh) LLA L 2,220, {0 '(_~

TOTAL BIDS ACCEPTED FOR EVALUATION #.9 (7 /

e L BIDS REJECTED -

REMARKS /

-

SIGNATURE MEME
Head - Fin Div,

Haad - Admin Div.
o Member-IDBL,
Date:




