SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL: PROCURING AGENCIES FOR PUBLIC CONTRACTS OF
WORKS, SERVICES & GOODS

Sindh Bank Ltd/Administration
1) NAME OF THE ORGANIZATION / DEPTT.

2) PROVINCIAL /LOCAL GOVT./ OTHER Scheduled Bank

3) TITLE OF CONTRACT Acquiring Service for Swift Assessment
4) TENDER NUMBER SNDB/COK/ADMIN/TD/1235/2022
5) BRIEF DESCRIPTION OF CONTRACT Acquiring Service for Swift Assessment

6) FORUM THAT APPROVED THE SCHEME Competent Authority

7) TENDER ESTIMATED VALUE Rs.1,500,000/-

8) ENGINEER’S ESTIMATE
(For civil works only) 8

9) ESTIMATED CQMPLER BERIOD (AS PER CONTRACT) ' Y&
- JATE & Tl Tech & Fin(26/01/2022 at 1100 Hrs)

12) NUMBER OF BIDS RECEIVED £
13) NUMBER OF BIDDERS PRESENT AT ZiHiE

14) BID EVALUATION REPORT
(Enclose a copy)

15) NAME AND ADDRESS OF THE SUCCESSF

16) CONTRACT AWARD PRICE y £ an A
Nkl P TAG
17) RANKING OF SUCCESSFUL BIDDER IN EVALUATIONIREPORT £ (4715
(ie 1%,2™ 3 EVALUATION BID). 1. M/s. Risk AssociateS {Bd) Ltd CAZ
18) METHOD OF PROCUREMENT USED : - (Tick onc)
x g
L
a) SINGLE STAGE — ONE ENVELOPE PROCEDURE Domestic/ Local

b) SINGLE STAGE —~ TWO ENVELOPE PROCEDURE

) TWO STAGE BIDDING PROCEDURE

d) TWO STAGE — TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECIFY [F ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i.e.
EMERGENCY, DIRECT CONTRACTING ETC. WITH BRIEF REASONS:
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Competent Authority
19) APPROVING AUTHORITY FOR AWARD OF CONTRACT

20) WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?
Yes || v | [No

21) ADVERTISEMENT :

Yes | T00531-21-0003 05.01.2022
i) SPPRA Website
(If yes, give date and SPPRA Identification No.)
No
ii) News Pa;?ers Yes | Express Tribune, Daily Express & Sindh
(If yes, give na f newspapers and dates) Express 05,01.2022
No
22) NATURE OF CO Pemesit 1 v || Int.
23) WHETHER QUALIFICATION
WAS INCLUDED IN BIDDING / TENDE NTS?
(If yes, enclose a copy) ves || v | [No
24) WHETHER BID EVALUATION CRITERIA &
WAS INCLUDED IN BIDDING / TENDER DOCUMEN Yes || v [[No

(If yes, enclose a copy)

25) WHETHER APPROVAL OF COMPETENT AUTHORIEY

I WAS O FOR USING A
METHOD OTHER THAN OPEN COMPETITIVE BIDD{}

Yes No v

26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS? ves |1 v | [No

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATED Yes || ¥ | [No
BID / BEST EVALUATED BID (in case of Consultancies)

28) WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY Yes || v || No
COMPLIANT?

29) WHETHER NAMES OF THE BIDDERS AND THEIR QUOTED PRICES WERE READ OUT AT
THE TIME OF OPENING OF BIDS? ves |1 11N
0

30) WHETHER EVALUATION REPORT GIVEN TO BIDDERS BEFORE THE AWARD OF
CONTRACT?

{Attach copy of the bid evaluation report)

Yes || v ||No
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31) ANY COMPLAINTS RECEIVED

Yes
(If yes, result thereof)
No | No
32) ANY DEVIATION FROM SPECIFICATIONS GIVEN IN THE TENDER NOTICE / DOCUMENTS
(If yes, give details)
Yes
No | No
33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(If yes, give reasons) Yes
No | No
34) DEVIATION FR@) [OATION CRITERIA
(If yes, give detailg Yes
No | No

35) WAS IT ASSURED BY THE PRO
BLACK LISTED?

CY THAT THE SELECTED FIRM IS NOT
Yes | | v ||[No

SFUHE PROCURING AGENCY TO THE
GEUREMENT? IF SO, DETAILS TO
ABROAD:

36) WAS A VISIT MADE BY ANY OFFICER/O
SUPPLIER’S PREMISES IN CONNECTION WITHF
BE ASCERTAINED REGARDING FINANCING QGBS
(If yes, enclose a copy)

Yes No v

37) WERE PROPER SAFEGUARDS PROVIDED ON M@BILI
THE CONTRACT (BANK GUARANTEE ETC.)?

VANCE PAYMENT IN
Yes | |No v

38) SPECIAL CONDITIONS, IF ANY

(If yes, give Brief Description) Yes

"',«' C:/L j/ - - No No
39)Date of Award of Contract; - =4 ]

\ gy
C\‘/ Signature & Official Stamp of /! W
lk'“;z‘uthorized Officer Lo

r - —
/" AMGHAD ABBAS 8OOMRO
4 -'&sﬁgruﬁed of Administration
Administration Division

FOR OFFICE USE ONLY/j 7GR Limited

Head Qffice Karachi

SPPRA, Block. No.8, Sindh Secretariat No.4-A, Court Road, Karachi
Tele: 021-9205356; 021-9205369 & Fax: 021-9206291

T T T
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Buyer List

AMOUNT
S.No Company Name DEPOSITED
1 Risk Associates 300
2 AF Fergueson 309
3 KPMG 300
4 IOTA 300
Total 1200




Tcchnical & Financial Proposals Evaluation Report
ACQUIRING SERVICES FOR SWIFT ASSESMENT

1 | Name of Procuring Agency Sindh Bank Litd.

2 | Tender Reference No, SNDB/COK/ADMIN/TD/1235/2022

3 | Tender Description Acquiring of SMS Services

4 | Method of Procurement Single Stage Oune Envelop Bidding Procedure

SPPRA S. No. T00531-21-0003

5 | Tender Published Express Tribune, Sindh Express, Daily Express - (05-01~2o2r,

6 | Total Bid Documents Sold 04

7 | Total Bids Repeived 04

8 | Technical Bid Opening Date 26/01:2022- Time: 1100 Hours

9 | Financial Bid Opening Date 26/01/2022- Time: 1 100 Hours

No of Bid Technically 0l
10 | Qualified
11 | Bid(s) Rejected 03
S. No.| Name of Company Cost Offered by Bidder | Ranking in Terms Comparison with Reasou for Remarks
of Cost Estimated Cost Acceptance/
(Rs 1,500,000/-) Refection
0 1 2 3 4 5 6
Rs 138,500/ Accepted Being the most
] Mis Risk Associates Rs. 1,638,500/ Qualified Bidder | Above with the estimated advantageous bid
(Private) Lid £OSL

2 M/s A.F. Ferguson Rs.1,297.899/- Disqualified Disqualified Eligibility Criteria Not Fulfilled
3 Mis KPMG Rs. 1,800,000/~ Disqualitied Disqualified Eligibility Criteria Not Fulfilled
4 M’s 1OTA Rs.2.260.000/- Disqualified Disqualificd Eligibility Criteria Not Fulfilled

Note: Accordingly, going through {he Technical/Financial evaluation criteria laid down in the tender

document, M/s Risk Associates (Pvt) Limited is the most advantageous bid and hence recommended for
Acquiring Services for SWIFT Assessment to Sindh Bank Ltd.

ignature

t

Members — Procurement Committee

(Mr, Dilshad Hussain Khan) Chief Financial Officer - EVP — Chairperson P

(Mr. Arshad Abbas Soomro) Head of Administration-SVP-Member

(Mr. Syed Muhammad Aqeel) Chief Manager, IDBL, KHI -AVP — Member







1. SCOPE OF WORK / TECHNICAL SPECIFICATION

INTRODUCTION AND OBJECTIVE

In order to Comply with SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CSCF Independent Security Assessment for “SWIFT Customer Security Controls Framework v2020 and
v2021” (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

To ensure compliance of SWIFT CSCF v2020 & v2021.

To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external
threats or intrusions.

To test and verify the security of the SWIFT systems and network to ensure the effectiveness
of deployed security measures.

Verify the security controls and to identify any areas of improvement.

Identify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFP.

SCOPE OF WORK

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for “SWIFT Customer Security Controls Framework v2020 & v2021” {mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

Restrict Internet Access and Protect Critical Systems from General IT Environment
Reduce Attack Surface and Vulnerabilities

Physically Secure the Environment

Prevent Compromise of Credentials

Manage Identities and Segregate Privileges

Detect Anomalous Activity to Systems or Transaction Records

Plan for Incident Response and Information Sharing



The assessment should, at a minimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above. These include the following basic systems, operators
and devices:

e Data Exchange Layer
o Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zone
- Messaging Interface
- Communication Interface
- SWIFT Net Link (SNL)
- Connector
- SWIFT Hardware Security Modules (HSMs)
- Firewalls, routers and switches within or surrounding the SWIFT infrastructure
- Graphical User Interface (GUI)
e Operators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendor should assist bank in submission of report to SWIFT.

EXPECTED DELIVERABLES

The Consultant should collect and organize its findings at the completion of the assessment and
produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management
2. Remediation plan including the missing documents to fill each identified gap.

3. Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK
Requirements:

Background / Objectives

Scope of Work

Project Methodology and Approach

Key Project Deliverables

LA

Project Timelines



Project Fee

7. Project Resources (including resumes of the team to be deployed on this project and copies of
certifications attained by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

8. About organization
9. Organization Credentials (Experience in similar projects)

10. Project Terms and Conditions



Tender Reference No. SNDB/COK/ADMIN/TT1235/2021
Nae of Company: m /J ,e\/‘l'— Ao e ""’7"} /’r’“{) Lh{

ELIGIBILITY CRITERIA

\/( Consultant must be registered in Pakistan and must be providing Information Security services for
at least 8 years in Pakistan. SECP Certificate to be attached as evidence. (Mandatory)

.//Consultam miust pe active tax payer. NTN Certificate to be attached with the proposal

V/Mandatory]
. Consultant must provide Financial Statements for 1ast 3 years having combingd revenue of at least
PKR 100Miillion fur 3 years. (Mandatory)

\/tf Consultant must be an authorized SWIFT Cyber Security Service provider for Pakistan Region.
Evidence 1o be attached with the proposal (Mandatory)

. Consultant firm must be an IT auditing firm of being accredited by at least 2 International Bodies
such as [SO 27001 Certification body, PCl DSS, EC Council etc. Cvidence’s to be attached
(Mandatory)

Consultarn: must submit the detailed scope and approach reflecting SINDH BANK requirements.

S

\/4. Consultanl must have executed SWIFT Audit project in three different Commercial Banks of
Pakistan in last 2 years. PQ’s to be attached as evidence. (Mandatory)

A

Consultant must nave offices in any two major cities of Pakistan (Karachi, Lahore and Islamabad).
Proof of registered offices to be attached. (Mandatory)

\/9/. Cansultant project team must be experienced and must allocate a team of muumum 3 resources
having at least 4 years of information security audit experience. Project Resources should be
SWIFT Trained and certificates to be provided). (Mandatory)

‘/10. JV or subcontiact 1s not allowed,
failure to comply with any of the above criteria item will lead to disqualification
Bl wltgr=A
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Tatrmoor Ghausi Ahsan Ali S. Zeeshan-ul-Hagq
AvP/ Finance Divisian VP/ Operations Div SVP/ I.T. Division
ﬂs@mﬂwmmnggﬂ%/
siead Fin Div. _,____f%%-
Heads Admin Div. r/é" f"\]
N/
[ el nanager (IDBL ﬂ s
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021
.’;) .
Name of Company: fﬂﬁ Kosh Mias trafey [ﬂ“() (4.

SCOPE OF WORK / TECHNICAL SPECIFICATION

In order to Comply with SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CSCF Independent Security Assessment for “SWIFT Customer Security Controls Framework v2020 and
v2021" (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

& Toensure compliance of SWIFT CSCF v2020 & v2021.

s To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external
threats or intrusions,

» To test and verify the security of the SWIFT systems and network to ensure the effectiveness
of deployed security measures.

s Verify the security controls and to identify any areas of improvement.

» |dentify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFP,

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for “SWIFT Customer Security Controls Framework v2020 & v2021” {mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it {i.e. the knowledge of systems), for the listed domains.

* Restrict Internet Access and Protect Critical Systams from General IT Environment

» Reduce Attack Surface and Vulnerabilities

. thsicg}]yi‘ecurethe Environment (Qu ‘46“.“"’" ‘,(

@1” e
Checked By: -
)

Naeem Muhammad

uj SVP/CISO Head 1SD
i

-

e . C s e ; - - .
Fara ied Kamd : VAuf'AI\‘u_ _
AVP/ AW r\VI’.’Operulﬂm Div, AVP/L.T. Divisian
Sivnature —Procurement Committee Members

Head- Fin Div. A =

Hemd- Admin Div. Ig// P y
Chief Manager (IDBL) -
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

Name of Company: M/f ﬁ.‘li’\_. /‘Jh &y'ade (ﬂ'() Lo

Prevent Compromise of Credentials
Manage ldentities and Segregate Privileges
Detect Anomalous Activity to Systems or Transaction Records

Plan for Incident Response and Information Sharing

The assessment should, at a minimum, encompass all in-scope components of the user’s SWIFT-

related infrastructure as documented above. These include the following basic systems, operators
and devices:

Data Exchange Layer

Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zone

- Messaging Interface

-~ Communication Interface

~ SWIFT Net Link (SNL)

- Connector

- SWIFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or surrounding the SWIFT infrastructure
= Graphical User Interface (GUI)

Qperators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendor should assist bank in submission of report to SWIFT.

EXPECTED DELIVERABLES

Checkﬁq
I

S

- Bt

“Kandal Rashid Atif Alvi
AVP/Operation Div. AVP/LT, Division

7*7,':”/19/
VA4
Naeem Muhammad
SVP/CISO Head lgll

¢

ienature =Procurement Committes Members

Head- Fin Div. VP

Head- Admin Div.

N
N

Chief Manager (JDBL) o M~
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Tender Reference No, SNDR/COK/ADMIN/TD!1235/2021

Name of Company: 7/ § Lerk. Avse coofon (7 V’f.} LA

The Consultant should collect and organize its findings at the completion of the assessment and
produce at minimum the following deliverables.

1. Gap Assessment Report ta SINDH BANK management
2. Remediation plan including the missing documents to fill each identified gap.
3. Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant Is required to include but not limited to following areas while responding to SINDH BANK
Requirements:

Background / Objectives
Scope of Work
Project Methodology and Approach

Key Project Deliverables
Project Timelines
Project Fee

S

Project Resources (including resumes of the team to be deployed on this project and copies of
certifications attalned by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

8, About organization
9. Organization Credentials (Experience in similar projects)
10. Project Terms and Conditions

dlwr‘-zyf*’(

Z J o
/ "7\/7(@&
Checked By: /

Naeem Muhammad

SVP/CISO Head [SD ,ﬂ// - .
TN €1 ’,"' =
et _‘\_'\—._,

Karagl Rashid © Adf AN
AVP/AdNR Div. AVP/Operation Div. AVP/.T. Division

Signature —Procurement Committee Members
Head- Fin Div. o

Head- Admin Div.

Chief Manager (IDBL) L
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Tender Reference No, SNDB/COK/ADMIN/TD/1235/2021

7 7
Name of Company:_ ﬂ/‘f [‘9 /A M 'é,w

ELIGIBILITY CRITERIA

\/1. Consultant rnust be registered in Pakistan and must be providing Information Security services for
at Jeast 8 years i Pakistan. SECP Certificate to be attached as evidence. (Mandatory)

\/X Consultant miust be active tax payer, NTN Certificate to be attached with the proposal
{Mandatory)

/.’ Caonsultant must provide Financial Statements for last 3 years having combined revenue of at least
PKR 100Million for 3 years. (Mandatory)

4. Consultant rnust be an authorized SWIFT Cyber Security Service provider for Pakistan Reglon.
Evidence 1o be attached with the proposal (Mandatory) Al

5. Consultant firrm must be an IT auditing firm of being accredited by at least 2 International Bodies
such as 150 27001 Certification body, PCl DSS, EC Council etc. Evidence's to be attached
(Mandatory) N

6. Consultant must submit the detailed scope and approach reflecting SINDH BANK requirements.

. Consultant must have executed SWIFT Audit project in three difterent Commercial Banks of
Pakistan in last 2 years. PO’s to be attached as evidence. (Mandatory)

Consultant rust have offices in any two major cities of Pakistan (Karachi, Lahore and Islamabad}.
Proof of registered offices to be attached. (Mandatory)

9. Consultant project team must be experienced and must allocate a team of minimum 3 resources
having at least 4 years of information security audit experience. Project Resources should be
SWIFT Trained and certificates to be provided). (Mandatory) N g

0. IV or subcontract is not aliowed, '977 1,/ 6"""(

Failure to comply with any of the above criteria item will lead to disqualification

) » T
Mo ) : /“ﬂg gév\\’
S. Zeeshan-ul-Maq

/6/;5,;7’5’ o

Taimoor Ghausi % Ahsan Al

AVP/ Finance Division. VP/ Operations Div SVP/ I.T. Division
Signature ~Procurement Committ s

Head- Fin Div.

Hizad- Admin Qiv,

£ 11
Cief Manager (1DBL) _ / { q\v/




Tender Reference No. SNDB/COK/ADMINTD/)235/2021

mit Tp 74 Settron

SCOPE OF WORK / TECHNICAL SPECIFICATION

In wrder to Comply witl SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CSCF Independent Security Assessment for “SWIFT Customer Security Controls Framework v2020 and
v2021" (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will alse include information security risk assessment by a suitable consultant having relevant
experience and skill seq, to identify the risk level Bank is currently exposed to, so that an appropriate
rernediation can be taken to address threats.

Name ol Company:

'he main objectives of this exercise are as follows:

*  Toensure compliance of SWIFT CSCF v2020 & v2021.

¢ To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external
threats or inuusions.

»  Totest and verlly the security of the SWIFT systems and network to ensure the effectiveness
of depluyed security measures.

e Verity the security controls and to identify any areas of improvement.

e |dentify ane recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthien the level of protection of the SINDH BANK SWIFT infrastructure

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFE.

An Independent Security Assessment (Initial Audit/Gap Assessment)

o meet the sbuve stated objectives, Consultant is required to perform the Independent Security
Assessment for "SWIFT Customer Security Controls Framework v2020 & v2021" {mandatory and
advisory security coiirols) to verify SWIFT system security controls covered systenis configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

*  Reslrict lniternet Access and Protect Critical Systerns from General IT Emaronmient

+  Redice Atluck Surface and Vulnerabilities

o Physically secare the Environment 'D” ]‘MG’ (
e

el

Checked By: L7 1T .
Naeem Muhammad
C)L SVECISO Head 15D~ / !
A Lf ) / \ W
Faraz ed Kiimal Rashid Atif Alw
A Adnfla-BrT. AVPOperation Div. AVP/LT. Division

Sivuiture —Procorement Ugnmitlee Members

[Heud- Fin Div. I | A //_,

Hemi- Admin Div o . _

s
Chie! Manager (HDBL) q v |
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I'ender Reference No. SNDB/COKJADMIN/TD/1235/2021
wmts Join flbre

Name of Company:

*  Prevent Compromise of Credentials
s Manage [denlities and Segregate Privileges
¢ Detect Anumalous Activity 1o Systems or Transaction Records

¢ Plan for Incivent Response and Information Sharing

The assessmieul shiguld. at a minimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above. These include the following basic systems, operators
and devices:

e Data bxchange Layer
*  Local SWIFT Infrastructure at Sindh Bank Karachi Data Center
= Secure Zune
- Messaging interface
- Conimunication Interface
= SWITT Net Lk [SNL)
- Conmeclo
- SWIFT Hurdware Security Modules (HSMs)
- Firewalls, routers and switches within or surraunding the SWIFT intrastructure
- Graphical User Interface {GU))
®  QOpurators and their PCs

Final Assessinent and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Barik, Consultant should perform a tollow-up assessment exercise for revalidation of all
identifiec gups and expected to deliver the Final Report over the official SWIFT template for
submissiun. Vendor should assist bank In submission of report to SWIFT.

v i

Y T
</£L

/

é I
Checked By: /&7 R

Nacen Mubammad f/ / -
sy P CIs0 Head 1SD / e -~ U
Ry A /4 \'@&

I

A,
Kamal Ras

hid ALl Alvi
v AVPOperation Div, AVPLT. Diviston
Sisngture =Procuremieni Cummities Members h ‘ L/
Meid- Fin Diy. . | 7.4 S
Flead- Admin Ly B M| /

¢ hiel Manager 11081 o /
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021
YY) {Q{J,',,)

Name of Compuny:

EXPECTED DELIVERABLES

The Consultuit shiouly collect and organize its findings at the completion of the assessment and
produce at minimurn the lollowing deliverables.

1, Gap Assessiment Report to SINDH BANK management
2. Remediatian plan including the missing documents to fill each identified gap.
3. Final Ascesarment Report over official template,

CONTENT OF PROFUSAL

Consultant is reauired e include but not limited to following areas while responding to SINDH BANK
Requitements:

1. Background / Otsjectives

2. Scope of Work

3. Project Wcthuduiogy and Approach
4. Key Projoect Deliverables

5. Project Tunidines

6, Project Few

7. Project fesources (including resumes of the team to be deployed on this project and copies of
cenilicstiuns attained by the resources i.e CISSP, PCI QSA, SWIFT Trained Rescurces etc)

8. Abuut v ganizalion
9. Orgauization Credentdals (Experience in similar projects)

10, Project teimns and Conditions

D 4)/1»-"5"4—'(

VT 4
7 ‘J..f“ C'{/ C_/
. z(,j e .
Checked By: S .
Ve Floeem Mulwinmad ‘
]

\ svineiso Head 1SD B 7 *Ja - ‘7
| "L\J - - l r'f;ﬁ":i'/ &
! ’ / .,% T’\ »

- - P L. A— e
Firal Afifgs) Kamal/Rashid Anif Al
AVPRdingn Lis AVP/Operation Div. AVP/LT. Division

Sipuuture < Poucursnent Commidtee Members
Plend- Fin Dis. S
Fewd- Admire s .

Chiet Manug o misL) o
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Tender Reference No. SNDR/COK/ADMIN/TD/1235/2021

Name of Compan).-':_ni/_'f 4[ ra""f“'m i Co.

NN NN -

PN

ELIGIBILITY CRITERIA

Consultant must be registered in Pakistan and must be providing Information Security services for
at least 8 years in Pakistan. SECP Certificate to be attached as evidence. (Mandatory) Vo

Consultant must be active tax payer. NTN Certificate to be attached with the proposal
(Mandatory)

Consultant must provide Financial Statements for last 3 years having combined revenue of at least
PKR 100Million for 3 years. (Mandatory)

Consultant must be an authorized SWIFT Cyber Security Service provider for Pakistan Reglon.
Evidence to be altached with the proposal (Mandatary)

Consultant firm must be an IT auditing firm of being accredited by at Jeast 2 International Bodies
such as 1SO 27001 Certification body, PCl DSS, EC Council etc. Evidence’s to be attached
(Mandatory)

Consultant must submit the detailed scope and approach reflecting SINDH BANK requirements.

Consultant must have executed SWIFT Audit project in three different Commercial Banks of
Pakistan in last 2 years, PQ’s to be attached as evidence. (Mandatory)

Consultant must have offices in any twe major cities of Pakistan (Karachi, Lahare and lslamabzih?* :
pProof of registered offices to be attached. {Mandatory)
Consultant project team must be experienced and must allocate a team of minimum 3 resources

having at least 4 years of information security audit experience. Project Resources should be
SWIFT Trained and certificates to be provided). (Mandatory) A/¢

10. JV or subcontract is not allowed. D ZMG! —‘-'{,

Failure to comply with any of the above criteria item will lead to disqualification
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T;ﬁ'oor Ghausi ) Ahsan Ali S. Zeeshan-ul-Haq
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ipnature —Procurement Committ b W
[l

[tead- Fin Diy, -
paed
A \

itead- Admin Div.

4
el Manager {IDBL) "&/Y

-

v
.




Tender Reference No, SNDB/COK/ADMIN/TD/1235/2021

Nanie of Company: 47/ /1 Ak /’-&M’L-Jm.

SCOPE OF WORK / TECHNICAL SPECIFICATION

In order to Comply with SWIFT {CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CSCF Independent Security Assessment for “SWIFT Customer Security Controls Framework v2020 and
v2021" (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

To ensure compliance of SWIFT CSCF v2020 & v2021.

To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external
threats or intrusions.

To test and verify the security of the SWIFT systems and network to ensure the effectiveness
af deployed security measures.

Verify the security controls and to identify any areas of improvement,

Identify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for

consideration, Consultant must demaonstrate delivery capabilities far all parts of this RFP.

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for “SWIFT Customer Security Controls Framework v2020 & v2021” (mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it {i.e. the knowledge of systems), for the listed domains.

L4

Restrict Internet Access and Protect Critical Systems from General IT Environment

Dre 1,""579«'1

Reduce Attack Surface and Vulnerabilities

thsicaLu_Secure the Environment

i
; '\'/ . 1{’ oy
oL
Checked By: ¢ O"? i

Naeem Muhammad o

svp/CIsO Head 1SD o ! AL
* Kamal Rashid Al Alyi
AVP/Operation Div, AVP/LT. Division

Signature —Procurement Committec Members

Head- Fin Div.
Head- Admin Div, B

Chiel Manager (IDBL) -
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Tender Reference No, SNDB/COK/ADMIN/TD/1235/2021
Name of Compan_v:M/l At /’a’g"”"

s Prevent Compromise of Credentials
* Manage |dentities and Segregate Privileges
* Detect Anomalous Activity to Systems or Transaction Records

¢ Plan for Incident Response and Information Sharing

The assessment should, at a minimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above. These include the following basic systems, operators
and devices:

* Data Exchange Layer

¢ Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zane
- Messaging Interface
- Communication Interface
- SWIFT Net Link {SNL)
- Connector
- SWIFT Hardware Security Modules (HSMs)
- Firewalls, routers and switches within or surrounding the SWIFT infrastructure
- Graphical User Interface (GUI)
s Operators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations aver the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendor should assist bankin submission of report to SWIFT.

Diy ) ,L.JLC/L—p{

P /t
EXPECTED oEu/chd’

Checked By: S
Naeem Muhammad

SVPCISO Head 1SD

S N(

; Kamal Rachid* TOAGf AV
AVP/Admin Div. AVP/Opération Div. AVP/LT. Division

Siguature —Procurement Committee Members |

Head-= Fin Diw.

Head- Admin Div. -

Chief Manager (IDBL) 7 ) /
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

o
Name of Company: mly AL ’{-VL;SM“""‘

The Consultant should collect and organize its findings at the completion of the assessment and

produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management

2. Remediation plan including the missing documents to fill each identified gap.

3. Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK

Requirements:

Background / Objectives

Scope of Work

Project Methodology and Approach
Key Praject Deliverables

Project Timelines

Project Fee

Noon e W e

Project Resources (including resumes of the team to be deployed on this project and copies of

certifications attained by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

o

About organization

Organization Credentials (Experience in similar projects)

10. Project Terms and Conditions

W ~c#

« -

Naeem Muhammad .

Svp/CISO Head ISD . — 5~
-

#

E

“Kamal Rashid

AVP/Qperation Div.

Signature —Procurement Committes Members

Head- Fin Div,

Atif Alvi
AVP/LT. Division

Head- Admin Div.

Chief Manager (IDBL)
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Tender Reference No, SNDB/COK/ADMIN/TD/ 123572021

Name of Company: MJ { KPm &

ELIGIBILITY CRITERIA

1. Consultant must be registered in Pakistan and must be providing Information Security services for
at least 8 years in Pakistan. SECP Certificate to be attached as evidence. (Mandatory) Ao

\/’[. Consultant rmust be active tax payer. NTN Certificate to be attached with the proposal
(Mandatory)

13, Consultant must provide Financial Statements for last 3 years having combined revenue of at least
PKR 100Million far 3 years. (Mandatory)

wl,/ Consultant must be an authorized SWIFT Cyber Security Service provider for Pakistan Region.
Evidence to be attached with the proposal (Mandatory)

5. Consultant firm must be an IT auditing firm of being accredited by at least 2 International Bodles
such as 150 27001 Certification body, PCl DSS, EC Council etc. Evidence’s to be attached
(Mandataryj

VG./Consultant riust submit the detailed scope and approach reflecting SINDH BANK reguirements,

v7, Consultant must have executed SWIFT Audit project in three different Commercial Banks of
Pakistan in last Z years. PO’s to be attached as evidence. (Mandatory)

\/i‘ Consultant must have offices in any two major cities of Pakistan (Karachi, Lahore and Islamabad).
Proof of registered offices to be attached. (Mandatary)

9, Copsultant project team must be experienced and must allocate a team of minimum 3 resources
having at least 4 years of information security audit experience. Project Resources should be
SWIFT Trained and certificates to be provided). (Mandatory) Ao

v/10. JV or subcontract is not allowed. b,:; Z‘r\—"‘d&‘i.’ﬂ{

Failure to comply with any of the above criteria item will lead to disqualification

< 92~
fﬂ%‘ \ 2N
! S. Zee:jmn-ul-Haq i |

Ahsan Ali
AVP/ Finance Division. VP/ Operations Div SVP/ 1.T. Division {y}w'[ e

Signature ~Procuremerit Committee Members W
Hoad- Fin Div.
tead- Admin Div.

Cpief Manager (IDBL)

CI».



Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

Name of Company: mfl K P b

SCOPE OF WORK / TECHNICAL SPECIFICATION

In order to Comply with SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFT
CSCF Independent Security Assessment for “SWIFT Customer Security Controls Framework v2020 and
v2021" (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows;

s To ensure compliance of SWIFT CSCF v2020 & v2021.

» To ensure that SINDH BANK SWIFT Infrastructure is secured against internal and external
threats or intrusions.

s Totest and verify the security of the SWIFT systems and network to ensure the effectiveness
of deployed security measures.

« Verify the security controls and to identify any areas of impravement.,

s [dentify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFP,

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for “SWIFT Customer Security Controls Framework v2020 & v2021" (mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

« Restrict Internet Access and Protect Critical Systems from General IT Enviranment

» Reduce Attack Surface and Vulnerabilities

] Physlcally Secure the Environment

ﬁ g,[ l,(‘f
Checked By: L/ i /

g v T\.”:?Lem Muhanimad

-

SVPICISO Head [SD

P oA M

t_— - - N
Komal Rashi Atif Alvi
AVP/QOperation Div, AVP/LT. Division

Sipnature —Procurement Committee Members ! ! V
Head- Fin Div, /;ﬂ’
Head- Admin Div. o V/ A

Chief Manager (1DBL)

|
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Tender Reference No. SNDB/COK/ADMIN/TD/1235/2021

Name of Company: /S /<7 m &

Prevent Compromise of Credentials
Manage ldentities and Segregate Privileges
Detect Anomalous Activity to Systems or Transaction Records

Plan for Incident Response and Information Sharing

The assessment should, at a minimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above, These include the following basic systems, operators
and devices:

Data Exchange Layer
Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zone

~ Messaging Interface

- Communication Interface

- SWIFT Net Link (SNL)

- Cannector

- SWIFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or surrounding the SWIFT infrastructure
- Graphical User Interface (GUI)

Operators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform 2 follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendor should assist bank in submission of report to SWIFT.

p I bt

EXPECTED DEUV&{}@L&, ‘/ .

Checked By:

Naeem Mubammad p /ﬁ
SVPICISO Head ISD 7% //
ARE

I\.mml thd TTAUfAlE

wmdxﬁm’ﬁw AVP/Operation Div. AVP/LT. Division

Sionatare —Procurement Committee Membe

Head- Fin Div.

Head- Admin Div, S

Chief Manager (IDBL) )
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Tender Relerence No, SNDB/COK/ADMIN/TD/ 1235/2021
Name of’ Company: M1 rerm b

The Consultant should collect and organize its findings at the completion of the assessment and
produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management
2. Remediation plan including the missing documents to fill each identified gap.
3, Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK
Requirements:

Background / Objectives

Scape of Work

Project Methodology and Approach

Key Project Deliverables

Project Timelines

Project Fee

N o ;s W

Project Resources (including resumes of the team to be deployed on this project and copies of
certifications attained by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

8. About organizatian
9. Organization Credentials (Experience in similar projects)
10. Project Terms and Conditions

D ‘j,‘*“bf’*”(

Y8 ‘i:: '

/(’C o :

Checked ,:\\ / z/
Naecm Muhammad (-~ /7 e

SVP/CISO Head I1SD A ' fﬁl .
7 ) 7 CHIS

Atif Alvi
AVP.’A min Div. AV /O;;cralion Div. AVP/LT, Division

Signature —Procurement Committee Members
Head- Fin Div.

Head- Admin Div. B

s
~ P
Chief Manager (IDBL) ,]174/
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S

1GNATURE MEW
Head « Fin Div.
Head - Admin piy. o

i ﬂ —— )
PRICE SCHEBULES) | L Q :’
{Applicable for the yeargg%g-@g}) ;

Name of Bidder KPMG Taseer Hadi & Co.
Provide Lump sum cost as per the two columns inclusive of all direc/indirect charges

5.No Description Amount Exclusive of | *Amount Inclusive of
tax tax @13%
i SWIFT CSCF lnitial Assessment and Gap
Report
2 Final Audit with report over SWIFT 1,592.920-- 1.800.000/-
template

*This toial cmount will be taken as lowest subminted price offered by the vendar,

1.  The company will be considered disqualified from the very outset, if not GST registered,

2. The cost must include all taxes, stamp duty (as applicable under Stamp Act 1589) duly stamped on the conitract
agreement, installation, commissioning and labour charges.

3. Payment terms 30% Advance, 30% after gap assessment report submission, 40% after final report submission
and satisfaction from the concerned department.

4,  Calculation of bid security, 5% of the *Total Amount will be submitted with the tender document as bid security
in shape of Pay Order /Bank Guarantee in favour of Sindh Bank Ltd.

5. Ineaseitis reviled at any stage after installation of the equipment that the asked specification of the tender have
not been met, the amount of the total Installation of that specific eguipment will be fined to the vendor with
appropriate action as deemed necessary by the procurement committee

7. The successful bidder will be the one whose total sum of cost is the lowest. As it is package tender, so no partial
lowest cost will be considered for award of any work.

B Qualified company will also be bound 1o sign a bond/undertaking that in case of any observation arising (n
respect of quality of the equipment within the warranty period, the company will be liable 1o address it at his
own cost, non-compliance of the same will result into initistion of a case against the company for non-
commitment,

9, Al conditions in the contract agreement attached as Annexure G are part of this tender document.

10. The tender will be considered cancelled if the contract agreement after due signature is not submitted with
Admin Office after 5 days of completion of bid evaluation report hoisting period {7 days) on SPPRA website,

11 The tender will stand cancelled If any of the given condition of the tender in not met in strictly as per the
requisite of the tender document.

12.  In case the financial bids are the same, the successful bidder will be the gpa.wha hasthe highest turnover of the

two bidders. .

Signuture & Stamp of Bidder |
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Quotation

|®T/A

SOLUTIONS

First Floar, Knumnial Center 13 T Cenits

Strewr v 22, G-B/4, (slarmnatyad

Quotation #
Customer;

Project Name

Description

Date. 24-Jan-22
By Abdur Rauf Shakir
Fhone: 0322 5370899

Ermgil AR Shakbr @rigud9rer com

CON/ARS/SBL/12827
Sindh Bank Limited

RFP for SWIFT Assessment

We have proposed to conduct scoping, gap assessment, documentation assistance and final reporting as
per SWIFT standard.

Wnit Price Total Price
Rs. Rs. Incl tax

Description

Qty

SWIFT Assessment

SWIFT CSCF initial Assessment and Gap Report 1 1,500,000 1,695,000

‘Final A'L,lﬁlt with report over SWIFT 1 500,000 565,000
Grand Total Rs.| 2,260,000

Terms & Conditions

Prices are in Pak Rupees, DDP basis.

1
|30t i:iﬁmqtféat valué as Mobilization Advance
. sz .| 20% of the:coniract value after submission of Gap Assessment repart
F;v_ gnt -3 40% aficantract value after submission of Final Assessment Report over SWIFT template and satisfaction
L PErms i ocif- i, - N i v
.~ +|foin the concerned department. i o
3 Prices are inclusive of applicable taxes.
w 4 ! Involces to'ba cleared within 30 days of invoicing
5 validity period of the quotation is 90 days

Head - Fin Div,
Head - Admin Div,
Member-IDEL,

Datel -







COMMERCIAL-IN-CONFIDENCE

Fee/Price Schedule

Fees/Price Schedule)

Description Cost in PKR Costin PKR

Excl. 13% Sales Tax incl. 13% Sales Tax

SWlFT CSCF lnltlal Assessment and

Gag Report PKR 1,638,500/=

e - | 0l . PKR 1,450,000/=
| Einal Aqut with! reportTover SWIFT

template: - ;

P iEaot . PKR 1,450,000/= PKR 1,638,500/=
o .".,,,,Ii'1,‘

Billing arrangements

Our billing terms will be as follows:
® 30% of contract value as Mobilization Advance
& 30% of the contract value after submission of Gap Assessment report

® 40% of contract value after submission of Final Assessment Report over SWIFT template
and satisfaction from the concerned department.

® The above quoted amount is inclusive of taxes.

& The above amount is inclusive of Auditors traveling. accommeodation etc expenses to
Sindh Bank karachi office for Initial assessment and final assessment.

& Payment to be made electronically within 30 days of invoice date.

Validity of Quotation

The validity of above-mentioned discounted quotation is 90 days.

SIGNATURE MEMBERS PC-ADMIN

Head - Fin Div,
Head - Admin Diy, W/
Member-iDAL, ( h el
L
Date: [
PKO122SBK0411 - Financial Proposal - SWIFT CSGF Compliance Service Proposal Fage 3ol 4

© 2004 — 2021 Risk Assoclates. All rights reserved 2022-01-2%
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ATTENDANCE SHEET
BID OPENING -

FOR SELECTIONOFcPYC";’bEﬁM Séy*u‘.ca-d' Vi—ﬂ' Sw‘.‘}r& Ksse synaf

Date:_ +fs \‘]\"L—L_-
[S.No/ Company Name

Nameof Contact Company Signature
Company Address |
Representative

|
ot /\ NI
_

@J Oadsy—{2at /
A ,

K Procy (e Seey”
63 1/&,{ é (o

[on |27 5o
” |

Signature —Procurement Comimittee W
Head of Administration . /

Chlef Financial Officer

\\_—hq\

Chief Manager (IDBL) ’ /




—
MINUTES OF THE OPENING OF THE TENDER (TECHNICAL /FINANCIAL PHASE)

TYPE OF PROCUREMENT ADMIN / IT / CONSULTANT / MEDIA
TENDER NAME ACQ’LL}) f; L—:} S&lel‘ Cg‘.s lf_/‘f S uj’LLr- Lzb"sSﬂ &S L-ﬂ-ﬁ-e-
TYPE OF TENDER SINGLE STAGE-ONE ENVELOPE / SINGLE STAGE-TWO ENVELOPE [ TWO STAGE [TWQ STAGE TWO ENVELOPE
OPENING DATE 2 [
OPENING TIME 1 ob bry-
ATTENDANCE (MEMBER PC)
NAME FIRM BID OFFERED
it /,
ATTENDANCE (REPS. OF BIDDERS) -
@ Rk -hesoeds / b. /6385
. 7 ]
P AF ferquso- & Co / h. [, 7 419
7y KPry Tascor bl & 2 }(’ h?ﬁ,o‘ﬁ*/:

(5 ToTh Calobuns (Pt) LA b 2, %0,q0 .

- e

iz ’ d
TOTAL BIDS ACCEPTED FOR EVALUATION

Yueil BIDS REJECTED / /

REMARKS /

SIGNATURE MEMBERS PE-ADMIN
Head - Fia Div,
7

Head ~ Admin Div,
va
Memper-10BL. i Eﬁ <

Date: _é\‘/\\]}r =




*
IN MEMORY OF SHAHEPD MOHTARMA BENAZIA SHUTTO b Wi iy naing et

SINDHRANK

PURCHASE ORDER

PO No: 238 Date: 25-04-2022

M/s Risk Associates (Pvt) Lid,
Suite 2006, Level 1, Plot 1C,
Commercial Area,

Tariq Centre,

Karachi.
Subject: Acquiring Services for SWIFT Assessment
Dear Sir,

With reference to the Tender Bid SNDB/COK/ADMIN/TD/1235/2022 dated 05-01-202 for Acquiring
Services for SWIFT Assessment at Sindh Bank Ltd, submitted by you. After detail review the Sindh Bank Ltd

management is pleased to inform that your Tender Bid is accepted. Kindly proceed as per tender document. Further
detail is as follows.

o Cost in PKR Price PKR
N'o Description Excl. 13% Sales {Inclusive of
. Tax 13% Sales Tax)
SWIFT CSCF Initial Assessment and Gap Report
1 1,450,000/~ 1,638,500/-
Final Audit with Report over SWIFT Template
Total Cost Inclusive of 13% Sales Tax 1,638,500/-

Terms & Conditions

Payment Terms as per Agreement.

Taxes/Deduction Above prices are inclusive of all taxes.

A

'@M g B=* A

S. KRdrram Waheed M. Rashid Memon S. Zeehs\ip-ul—l—laq Naeem Muhammad
OG-1YIT Division VP-1/ISD SVP-II/1.T Division SVP-I/Head ISD
Riaz Ahmed S. Ata Hussair_
EVP-II/LT Division EVP/Head of IT
SINDH BANK LIMITED UAN  :+92-111-333-225 el =FPF= P s ofled
HEAD OFFICE PHONE : +92-21-35829320 PO i i
3RD FLOOR, FEDERATION HOUSE, ©492-21-35829394 N ats e o B hr & e
ABDULLAH SHAH GHAZI ROAD,. | FAX  : +92-21-33870543 TaeireArirar g WRaJAEA T
CLIFTON, KARACH1-75600. WEB  : www.sindhbank.com pk §r=r1~FOALDrr

www.sindhbank.com.pk fezs 40*“‘-&,’[1;;;( :511(51'[;'&»7."4’



ﬂ Risk Associates (PVT) LTD. Clf:r

Declaration of Fees, Commissions and Brokerage etc Payable by the Suppliers of
Services Pursuant To Rule 89 Sindh Public Procurement Rules Act, 2010

Risk Associates (Pvt.) Limited hereby declares that it has not obtained or induced the procurement of any
contract, right, interest, privilege or other obligation or benefit from Government of Pakistan (GoP) or any
administrative subdivision or agency thereof or any other entity owned or controlled by it (GoP) througim
any corrupt business practice.

Without limiting the generality of the foregoing, Risk Associates (Pvt.) Limited represents and warrants
that it has fully declared the brokerage, commission, fees ete. paid or payable to anyone and not given or
agreed to give and shall not give or agree to give to anyone within or outside Pakistan either directly or
indirectly through any natural or juridical person, including its affiliate, agent, associate, broker,
consultant, director, promoter, shareholder, sponsor or subsidiary, any commission, gratification, bribe,
finder’s fee or kickback, whether described as consultation fee or otherwise, with the object of obtaining
or inducing the procurement of a contract, right, interest, privilege or other obligation or benefit in
whatsoever form from GoP, except that which has been expressly declared pursuant hereto,

Risk Associates (Pvt.) Limited certifies that it has made and will make full disclosure of all agreements
and arrangements with all persons in respect of or related to the transaction with GoP and has not taken
any action or will not take any action to circumvent the above declaration, representation or warranty.
Risk Associates (Pvt.) Limited accepts full responsibility and strict liability for making any false
declaration, not making full disclosure, misrepresenting facts or taking any action likely to defeat the
purpose of this declaration, representation and warranty. It agrees that any contract, right, interest,
privilege or other obligation or benefit obtained or procured as aforesaid shall, without prejudice to any
other right and remedies available to GoP under any law, contract or other instrument, be voidable at the
option of GoP.

Notwithstanding any rights and remedies exercised by GoP in this regard, Risk Associates (Pvt.) Limited
agrees to indemnify GoP for any loss or damage incurred by it on account of its corrupt business practices
and further pay compensation to GoP in an amount equivalent to ten times the sum of any commission,
gratification, bribe, finder’s fee or kickback given by Risk Associates (Pvt.) Limited as aforesaid for the
purpose of obtaining or inducing the procurement of any contract, right. interest. privilege or other
obligation or benefit in whatsoever form from GoP,

For and On Behalf Of

Risk Associates (Pvt.) Limite

Signature:

Name:

CNIC No: 42181-1541199-6

+92 213432 7478-79 [ www.riskassociates.com ﬂ info@riskassociates.com
ﬂ Suite 206, Tariq Centre, Tariq Road, P.E.C.H.S, Block 2, Karachi, Pakistan
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Agreement

(For Acquiring Services for SWIFT Assessment)
5
This agreement is made at Karachi on thisa . day of April 2022
BETWEEN:

Risk Associates (Private) Ltd. a company having its regiétered offices at UK 178 Merton High
Street, London UK SW 18 1AY and at Pakistan Suite 206, Level 1, Plot 1C: Commercial Area,
Tariq Centre, Karachi, Pakistan (hereinafter referred to as the "RA” which term shall include its
successors in interests, administrators and assigns) of the one part; .

AND

Sindh Bank Ltd, a banking company having its registered office at Head Office 3rd Floor,
Federation House Abdullah Shah Ghazi Road, Clifton, Karachi hereinafter referred to as the
"SBL" which expression shall be deemed to include its administrators, authorized representatives,
successors in interest and permitted assigns) of the other part;

(Sindh Bank Limited and Risk Associates (Private) Limited shall herei
referred to as the "Party" and collectively be referred to as the "Parties”, as
of this Agreement so requires.)

WHEREAS: :

\:.

A. Sindh Bank Limited is a wholly subscribed bank by the Government o

B. Risk Assocliates is in the business of providing consultancy services and deals in wide
range of products throughout Pakistan including but not limited to “PCI DSS Campliance,
PCl SSF Compliance, PCI PIN, PCI 3DS, ISO 27001 Compliance, SWIFT CSCF
Compliances, GDPR, Scanning activities. Risk Assessments efc.".

C. Based on the representation of RA, Sindh Bank Limited has agreed to avail the Services
from RA on the terms and conditions as set out in this Agreement.

OW, THEREFORE, in consideration of the promises and mutual covenants and agreements set
forth herein, the Parties agree as follows:
(e



11 Scope of work

The scope of SWIFT CSCF Compliance Services includes the following to be covered as part of
the assignment: -

An Independent Security Assessment (Initial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the Independent Security
Assessment for “SWIFT Customer Security Controls Framework v2020 & v2021 (or the. latest
version whichever applicable)’ (mandatory and advisery security controls) to verify SWIFT system
security controls covered systems configuration,

» process, people on it (i.e. the knowledge of systems), for the listed domains.
Restrict Internet Access and Protect Critical Systems from General iT Environment
Reduce Attack Surface and Vulnerabilities
Physically Secure the Environment
Prevent Compromise of Credentials

» Manage |dentities and Segregate Privileges

« Detect Anomalous Activity to Systems or Transaction Records

+ Plan for Incident Response and Information Sharing
The assessment should, at a minimum, encompass all in-scope components of the user's SWIFT
related infrastructure as documented above. These include the following basic systems, operators
and devices:

s Data Exchange Layer

» Local SWIFT Infrastructure at Sindh Bank Karachi Data Center (A4 Type)
- Secure Zone
- Messaging Interface
- Communication Interface
- SWIFT Net Link (SNL)
- Connector
- SWIFT Hardware Security Modules (HSMs)
- Firewalls, routers and switches within or surrounding the SWIFT infrastructure
= Graphical User |nterface (GUI)

»  Operators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by
providing recommendations over the identified gaps. Furthermore, once all the identified gaps will
be fixed by Sindh:Bank, Consultant should perform a follow-up assessment exercise for
revalidation of all identified gaps and expected to deliver the Final Report over the official SWIFT
template for submission. Vendor should assist bank in submission of report to SWIFT.

Note: SWIFT CSCF assessment is limited to SIndh Bank office in Karachi where their
SWIFT Architecture A4 environment resides.

1.2 Project Deliverables
Following Deliverables shall be provided by Ris{gﬁ« S

Phase |: Gap Assessment

+ Remediation plan including to provide missing documents to fill each idefitified gap
Phase |li: Final Assessment
+ _ Final Report
1.3 Professional Fees

The compleie proje_d till SWIFT Compliance is locked at the following commercials:
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Description Total Amount in PKR (Inciusive of Taxes) |

Consultancy services for SWIFT
CSCF Compliance Service (Latest

Version) PKR 1,638,500/=

Billing amangements
Our billing terms will be as follows:

20% of contract value as Mobilization Advance

30% of the contract value after submission of Gap Assessment report

50% of contract value after submission of Final Assessment Report over SWIFT template.
[® The above quoted amount is inclusive of taxes.

The above amount is Inclusive of Apditors traveling, accommodation etc expenses to Sindh
Banik Karachi office for Initial assessment and final assessment.

& Payment to be made electronically within 30 days of inyoice date.

Confidential Information

For the purposes of this Agreement, the term “Confidential Information” shall mean any
information comes in possession of Risk Associates on and its personnel during normal course
of business / Services shall be the property of the SINDH BANK at all times and / or any of the
SINDH BANK's communications, whether in oral, written, graphic, magnetic, electronic, or
other form, that is either conspicuously marked *confidential” or “proprietary,” or is known to be
confidential or proprietary, or is of a confidential or proprietary nature, and that is made in the
io;t;rsa of discussions, studies, or other work undertaken shall be kept confidential by Risk
ociates. :

—

i, Risk Associates acknowledges that the SINDH BANK is under strict confidentiality obligations
with regard to all the information and affairs of its customers. Therefore, Risk Associates shall
not disclose any data, information or other affairs of SINDH BANK's customers which may
come to the knowledge of Risk Associates in providing the above services. Risk Associates
undertakes to obtain from its employees involved in the Services to -provide written
undertakings to maintain the confidentiality obligations of Risk Associates under this
Agreement. '

ii. In the event of breach of this clause Risk Associates, shall be liable to pay damages to the

SINDH BANK and indemnifies the SINDH BANK against any injury arising out of any breach
of this clause by the SINDH BANK.

INDEMNIFICATION.

i Risk Associates (the “Indemnifier’) agrees that it shall indemnify, &7
harmless the SINDH BANK and its parent, subsidiaries, affiliates, X
assigns and their respective directors, officers, epployees and agen :
the “Indemnities”) from and against any anc {liabilities, claims, suits, actions,
demands, seftlements, losses, judgments, costs, gamages and expenses. (including,
without limitation, reasonable attgm;ygy coountafils and experts' fees) an_sing out of
or resulting from, in whole or in part: Jany act, greo or omission, whether intentional
or unintentional, by the-Indemnifier or-its ofjiagh 1 directors, employees, or sub-
administrators, related to of afising o -of the, _,1,;;' s covered by this Agreement, or
(i) an actual or alleged | ir’ff fifier of any of its representations, -
warranties or covenants conta ediin thig*Agesement Oncluding.'wimouuimltaﬂonh any
failure of Indemnifier to comply *Spplicable local, state, provincial or federal
regulations concerning Indemnifier's performance under this Agreement).

ermination of Agreement by the Bank: ] , .
. If the Rigk Associates, in the judgment of the Bank has engaged in comfpt or fraudulent
practices in competing for or in executing the Agreement. . v ‘
. If, as the result of Force Majeure, Risk Associates is unable to perform a material portion
of the Services for a period of not less than thirty (30) days; and
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- If the Sindh Bank, in its sole discretion and for any reason whatsoever, decided to
terminate this Agreement.

- If issued two (2) warning letters /emails by Sindh Bank Ltd for unsatisfactory current
performance of Risk Associates

Any notice, request or consent required ar permitted to be given or made pursuant to this
agreement shall be in writing. Any such notice, request or consent shall be deemed to
have been given or made when delivered in person to an authorized representative with
30 days notice of the Party to whom the communication is addressed, or when sent to
such Party at the given address. :

A party may change its address for notice by giving a notice to the ather Party in writing
of such change.

Risk Associates will not assign its job to anyone, except prior written permission of the
bank. '

Goods Faith:
The Parties undertake to act in good faith: with respect to each other's rights under this
agreement and to adopt all reasonable measures to ensure the realization of the
objectives of this agreement.

Anti- Money Laundering Requirement:
Risk Associates acknowledge that they do not violate any statutory/prudential
requirement on anti money laundering or record keeping procedure as per existing
laws/rules and regulations of locals as well as foreign jurisdiction.

Governing Law Jurisdiction
This Agreement shall in all respects be constructed and be governed in the accordance
with the Laws of Pakistan and both the parties i.e, SINDH BANK and Risk Associates,
hereby submits to the jurisdiction of the local courts in Karachi in any legal proceedings
and as regard any claims or matter relating to this Agreement. -

Force Majeure

Neither party shall be liable for any failure to perform or observe its obligations under this
Agreement, if such failures or delays are caused by acts of God, wars, riots, strikes,
accident, explosion, fire, shortage of labor or materials, labor disputes, government

. restrictions, or any other cause beyond its reasonable control. In the event of the
occurrence of any of the foregoing, the date of performance shall be deferred for a period
of time equal to the time lost by reason of the delay. The affected party shall notify the
other in writing of such events or circumstances promptly upen their occurrence. _

Settlement of Disputes;

. The Parties agree that the avoidance or early resolution of disputes is cruc

execution of the'Agreement and the success of the assignment, The Parties\sh

best efforts to settle amicably all disputes arising out of ‘or in. connely
Agreement or its interpretation.

If Parties fail to amicably settle any dispute agsi
Agreement within (10) days of commencement af
shall be referred to arbitration of two arbitrators,
accordance with the Arbitration Act, 184 n\je le of-z
li:-‘&t

& to be appointed by each party, in
bitration shall be Karachi, Pakistan
and proceedings of arbitration shall be*Sy

e,

& \Obtigation of the Contractor. ooy T B8

1. Risk Associates shall perform théSentes-ard carry out their obligations hereunder with
all due diligencé. efficiency and economy, in accordance with gepera"y accepted
professional standards and practices, and shall observe sound margagement prac‘_tioes.
and employ appropriate technology and safe and effective equipment, machinery,
materials and methods. Risk Associates shall always act, in respect of any matter relating
to this Agreement or to the Services, as faithful advisers to the SindhuBank. and shall_at
all times support and safeguard the Sindh Bank legitimate interests in any dealing with

Sub-Suppliers or third Parties.









