
SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLBD IN BY AT,L PROCURING AGENCIES FOR PUBLIC CONTRACTS OT'

WORKS, SERVICES & GOODS

Sindh Bank Ltd/Administration

l)
2)

3)

4)

s)

6)

7)

8)

e)

l0)

I l)

NAME OF THE ORGANIZATION / DEPTT.

PROVINCIAL II,OCAL GOVT./ OTHER

TITLE OF CONTRACT
,IENDER NUMBER

BRIEF DTiSCRIPTION OF CONTRACT

FORUM TT{AT APPROVED THE SCHEME

Scheduled Bank

Acquiring Service for Swift Assessment

S N DB/COK/AD M I N/ID I 123512022

Acquiring Service for Swift Assessment

Competent Authority

TENDER ESTIMATED VALUE

ENGINEER'S ESTIMA'|E
-:-

Rs.1,500,0001

(For civil works only)

ESTIMATED oD (AS PER coNTRAC't-) 1 Year

TENDER O 1 Tech &Fit(2610112022 at 1100 Hrs)

NUMBER OF
(Attach list of buyers)

t2)

l3)

l4)

NUMBER OF BIDDERS PRESENT AT OPENING OF BIDS 3

BID EVALUATION REPORT
(Enclose a copy)

15) NAME AND ADDRESS OF THE SI.JCCESSFU
Associates (Pvt) Ltd

l6) CoNTRACT AWARD PRICE

t7) RANKING OF SUCCESSFUL BIDDER IN EVALUATI
(i.e. 1", 2"0, 3'd EVALUATION BID). 1. M/s. Risk

I S) METFIOD OF PROCUREMENT USED : - (Tick onc)

a) SINGLE STAGE _ ONE ENVELOPE PROCEDURE--t

b)

c)

d)

SINGLE STAGE _ TWO ENVELOPE PROCEDURE

TWO STAGE BIDDING PROCEDURE

WO STAGE _ TWO ENVELOI'E BIDDING PROCEDURE

PLEASE SPECIFY IF ANY OTI{ER I\,IETI.IOD OF PROCUREMENT WAS ADOPTED i.C.

EMERGENCY, DIRECT CONTRACTING ETC WII'I] BI{IEF REASONS:
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Competent Authority

19) APPROVING AUTHORTTY FOR AWARD OF CONTRACT

20) WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMEN'T PLAN?

Yesll/llNo

2I) ADVERTISEMENT :

i) SPPRA Website
(lf yes, give date and SPPRA Identification No.)

Yes T00531 -21 -0003 05.01 .2022

No

ii) News Papers Yes Express Tribune, Daily Express & Sindh
Express 05.01.2022

No

f newspapers and dates)

22) NATURE OF CO 'T:'i" ll / ll rnt.

23) WHETHER QUALIFICArcN C
WAS INCLUDED IN BIDDING / TENDE
(lf yes, enclose a copy) Yesll/llNo

24) WHETHER BID EVALUATION CRITERIA
WAS INCLUDED IN BIDDING / TENDER DOCU Yesll/llNo
(lfyes, enclose a copy)

25) WHETHER APPROVAL OF COMPETENT A
METHOD OTHER THAN OPEN COMPETITIVE BI

26) WAS BID SECURITY OBTAINED FROM ALL THE BIDDERS?
Yes I I / I lNo

27) WHETHER THE SUCCESSI.'UL BID WAS LOWEST EVALUATED
BID / BEST EVALUATED BID (in case of Consultancies)

Yes I I / I lNo

28) WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY
COMPLIANT?

Yesll/llNo

29) WHETHER NAMES OF THE BIDDERS AND THEIR QUO'TED PRICES WERE READ OUT AT
THE TIME OF OPENING OF BIDS?

30) WHETHER EVALUATION REPORT
CONTRACT?
(Attach copy of the bid evaluation report)

Yes I I / I lNo

GIVEN TO BIDDERS BEFORE THE AWARD OF

Yes lllllxo

FOR USING A

2t3



3I ) ANY COMPLAINTS RECEIVED
(lf yes, result thereof)

32) ANY DEVIATION FROM SPECIFICATIONS GIVEN IN THE TENDER NOTICE / DOCUMENTS
(lf yes, give details)

33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(Ifyes, give reasons)

34) DEVTATTON F ,TION CRITERIA
(tf yes, give detald reas'

3s) wAS rT ASSURED BY
BLACK LISTED?

WAS A VISIT MADE BY ANY OFFIC
SUPPLIER'S PREMISES IN CONNECTION
BE ASCER'|AINED REGARDING FINANCING
(tf yes, enclose a copy)

37) WERE pROpER SAFEGUARDS PROVTDED ON M
THE CONTRACT (BANK GUARANTEE ETC.)?

38) SPECIAL CONDITIONS, IF ANY
([f yes, give Brief Description)

Yes

No No

Yes

No No

CY THAT THE SELECTED

PROCURING AGENCY TO THE
REMENT? IF SO, DETAII,S TO
ROAD:

VANCE PAYMENT IN

36)

Contrac 2S 7,2\ { 39)Date of Award of

N(,uyature & official Stamp of\-/ 
tAutho rized Officer 

- 6tt*'",'[?tffi,:8Pj[[:

Yes

No No

LIF
Yes

No No

FFICB USE ONLY

SPPRA, Block. No.8, Sindh Secretoriot No.4-A, Court Road, Ksrachi
Tele: 021-92053 56; 021-9205369 & Fax: 021-920d291
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EEITiIEil



Buver List

S.No Company Name
AMOUNT

DEPOSITED
1 Risk Associates 300
2 AF Fergueson 300
3 KPMG 300
4 IOTA 30c

Total 1 2C0
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Technical & Financial Proposals Evnlurtion Repqtt

ACOU IITIN G $DRVICE& EQII $f['ff"[' ASSESMENT

1 Name of Procuring Agency Sindh Bank Ltd.
2 Tender Relbrence No. SNDBICOKIADM IN ITD I 123 5 I ?O;22

3 Tsnder Dascriptron Acquiriug of SMS Services

4 Merhod of Procurement Single Stage One Envelop Bidding Procedure

5 l'ender Putrlished
SPPRA S. No. T00531-21-0003 il
Ilxpress Tribune, Sindh Express. Daily Expresr 

- 

(o f- a t .-?-az u)
6 Total Bid Docunrents Sold 0r{

7 Total Bids Received 04

I Technical IJid Operrins Date 26101i2022- Time: I 100 Houn

I Financial Bid Orrenins Date 26t0112022- Time: I 100 Houn

l0
No of Bid Technically
Oualifted

0l

ll Bitl(s) Reier:ted 03
S. No. Nanre of Compenl' Cost Offered by llldder Rrnking in Ternrs

of Coet
Cornparison witt
f,stlmrted Cost
(k 1500.000/-)

Rcason for
Acceptancel

Relectlon

Renurlis

0 I
') 3 4 ) b

I Ivtis Risk. Associates
(Private) Ltd

Rs.l,63$.5t)0/- Qualif'red Bidtlcr
Rs 138,500/-

Ahove with thc estimated
aost

Accepled Bcing lhe nttrst

odvantageous bitl

"l M/s A,F, fterguson R\.1.297.999/- Disqualiftrri Disqualified Eligibility Criteria Nut Fu I t'i I led

l N,Iis KJ,IVIG Rs.1.800.000/- Di.squalitled Disqualified lljertrliyl$4r xs!-l!ll I nllg
4 Mrs IOTA Rs,2.260.000/-

Disqualifiecl
Disqualificd Eligibiliry Criteria Not I;ulfi llcd

Notq Accordiugll', going througlr tlre TechnicaUFfuuncial evaluation crlterie ldd dorvn in the tender
document, Itl/s Risk Associatcs (Pvt) Limited ic the most ldvanttgeouo bid and hence recommended for
Acquiring Servlces for S\['lFT Assesrntent to Slndh Bunk t,td.

IWembers - Procurement Comntittee

(Ivtr. Ditshad Hussain Khan) Chief Financial Officer - EVP * Chairperson

(Mr. Arshad Abbas Soomro) Head of Adrninistration-SVP-Me'mber

(Mr. Syed Mulummad Aqesl) Chiet'Irluuager, [DBL, KHI -AVP - Mentber

,br





1. SCOPE OF WORK / TECHNICAL SPECIFICATION

INTRODUCTION AND OBJECTIVE

ln order to Comply with SWIFT (CSCF) v2020 &z}zlguidelines. SINDH BANK requires to conduct SWIFT

CSCF lndependent Security Assessment for "SWIFT Customer Security Controls Framework v2020 and
v2O2l" (both mandatory and advisory security controls) for the operating environment of SWIFT users.

This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

r To ensure compliance of SWIFT CSCF v2O2O & v2021.

. To ensure that SINDH BANK SWIFT lnfrastructure is secured against internal and external
threats or intrusions.

. To test and verify the security of the SWIFT systems and network to ensure the effectiveness
of deployed security measures.

o Verify the security controls and to identify any areas of improvement.

o ldentify and recommend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFP.

SCOPE OF WORK

An lndependent Security Assessment (lnitial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the lndependent Security
Assessment for "SWIFT Customer Security Controls Framework v2020 & v2021" (mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

o Restrict lnternet Access and Protect Critica! Systems from General lT Environment

o Reduce Attack Surface and Vulnerabilities

. Physically Secure the Environment

. Prevent Compromise of Credentials

. Manage ldentities and Segregate Privileges

o Detect Anomalous Activity to Systems or Transaction Records

o Plan for lncident Response and lnformation Sharing



The assessment should, at a minimum, encompass all in-scope components of the user's SWTFT-
related infrastructure as documented above. These include the following basic systems, operators
and devices:

o Data Exchange Layer

. Local SWIFT Infrastructure at Sindh Bank Karachi Data Center

- Secure Zone

- Messaging lnterface

- Communication lnterface

- SWIFT Net Link (SNL)

- Connector

- SWIFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or surrounding the SWIFT infrastructure

- Graphical User lnterface (GUl)

. Operators and their PCs

Final Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps will be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFT template for
submission. Vendor should assist bank in submission of report to SWIFT.

EXPECTED DELIVERABLES

The Consultant should collect and organize its findings at the completion of the assessment and
produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management

2. Remediation plan including the missing documents to fill each identified gap.

3. Final Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK
Requirements:

)

I t Background/Objectives

2. Scope of Work

3. Project Methodology and Approach

4. Key Project Deliverables

5. Project Timelines



6.

7.

8.

9.

Project Fee

Project Resources (including resumes of the team to be deployed on this project and copies of
certifications attained by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

About organization

Organization Credentials (Experience in similar projects)

10. Project Terms and Conditions
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ELTGTBTLTTY CRTTERIA

t/ Consultant nrust tle registered in Pakistan and must be providing lnformation Security services for
at least 8 yearu lrr Pakistan. SECP Certificate to be attached as evidence, (Mandatory)

,/1 Consultarrt rrru:t Liu adive tax payer. NTN Certificate to be attacired with the proposal

JMandatory)
,r{ Consultarrt rnu}r provicte Financial Statements for last 3 years having combined revenue of at least

PKR L00lvlllrc.rn ttrr 3 years. (Mandatory)

-{ Consultant nrust be an authorized SWIFT Cyber Security Service provider for Pakistan Region.

Evidence to be attar-hed with the proposal (Mandatory)

{ ronsultanr lrr rrr rnust be an lT auditing flrm of being accredited by at least 2 lnternational Bodies
such as 150 :'1lJ{.}1 Certification body, PCI DSS, EC Council etc. Ividertce's to tre attached
(Mandatory)

Consultarri rrruit subnrit the detailed scope and approach reflecting SINDH BANK requirements.

Consultant rr)r-,sr have executed SWIFT Audit project in three different Conrmercial Banks of
Pakistan in last 2 years. PO's to be attached as evidence. (Mandatory)

Consultant tnutr nave offices in any two major cities of Pakistan (Karachl, Lahore and lslamabad).

Proof of regrst.:r ctl offices to be attached. (Mandatory)

consultarrt pr\Jjecr teanr must be experienced and must allocate a team ol ntriltnlum 3 resources

having at te;r:i ,i years of information security audit experience. Project llcsources should be

SWIFT Trairred ;rrtl certificates to be provided), (Mandatory!

JV or subccrrttr rrt ts not allowed,

l-ail.rre to comply lvirli any of the above criteria item will lead to disqualification

&",r'5t4 fi g,

&1Iirrfoor Ghausi

avPi Finance Divisiort

Ahsan Ali

VP/ Operations Div SVP/ l.T. Divi.sion

!6gEgre -Procuremc I t I t.:;r r,r r rirleu Members

r tead Fin Olv.

iiu,ltl- Admln Oiv.

(hr*l lvlanager IIDBL)



Namu of Cumpa ny,- /Y? fi d' t/t--

'l'ender 
Re lererrce No. SN D B/C OKIADMIN/ID/ I 2 3 Sl20Z I

Awaa'of-t (tl-t)Lt4.

SCOPE OF WORK / TECHNICAL SPECIFICATION
ln order to Comply with SWIFT (CSCF) v2020 & 2021guidelines. SINDH BANK requir.es to conduct SWTFT

CSCF lndependent Security Assessment for "SWlFf Customer Security Controls Frarnework v2020 and
v202L" (both ntandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currentty exposed to, so that an approprbt*
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

r To ensure compliance of SWIFI CSCF v2020 & v2021.

. To ensure that SINDH BANK SWIFT lnfrastructure is secured against internal and external
threats or intrusions.

r To test and verify the security of the SWIFT systems and network to ensure the effectiveness
of deployed security rneasures.

r Verify the security controls and to identify any areas of improvement.

. ldentify and recommend safeguards suited to SINDH BANK SWtFT environment, with the aim
to strengthen the level of protectlon of the SINDH BANK SWIFf infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of this RFP.

An lndependent Securlty Assessment (lnitial AudiVGap Assessment)

To meet the above stated objectives, Consultant is required to perfornr the lrrdependent Security
Assessment for 'SWIFT Customer Security Controls Framework v2020 & v202\" {mandatory and
advisory security controls) to verify SWIFT system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed dornains.

r Restrict lnternet Access and Protect Critical Systems from General lT Environment

r Reduce Attack Surface and Vulnerabilities

Naeem N{ulranrnrad

S\/P,CISO Hcad lSt)

Far,

AVPi A

$gne tu re -l)rocu rcmert Cont nrittec Ment bers

llead- Fin Div.

llead-.{drnin Div.

Ch ief lvlanager (l DBl,)

Div,

&*afq

-,M
AVPfl.T. Division

)
I

Puge I ol'3



'lender Rel'erence Nu. SN DB/COK/ADMIN/TD/t?l.Snl}l

Name of conrpa,',y, t//-f &v1* tklo ';rh) ( fr " 
t) u'{

EXPECTED DELIVERABLES

Prevent Corn promlse of Crede ntials

Manage ldentities and Segregate Privileges

Detect Anomalous Activity to Systems or Transaction Records

Plan for lncident Response and lnformation Sharing

The assessment shoutd, at a minimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above. These lnclude the followlng basic systems, operators
and devices:

Data Exchange Layer

Local SWIFT lnfrastructure at Sindh Bank Karachl Data Center

- Secure Zone

- Messaging lnterface

- Communication lnterface

- SWIFT Net Link (5NL)

- Connector

- SWIFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or surroundlng the SWIFT infrastructure

- Graphical User lnterface (GUl)

Operators and their PCs

Finalfusessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing
recommendations over the identified gaps. Furthermore, once all the identified gaps wlll be fixed by
Sindh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Final Report over the official SWIFI template for
submission. Vendor should assist bank in submission of report to SWIFT.

a

a

Checked{r:

,Q- N*.,
I I ) sYP/('t

litlrr

gL.ag4

*$[-;;rir,i -
AVP/1.T. Division

Signntu rc -Procu rentent Com ln itt ec l'l ctrt hcrs

Head- Fin Div.

Head- Adrnin Div.

Chief Manager (lDBl,)

Page 2 ol'3
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Tcndcr Retbrcnce No. SNDB/CO!(/ADM lNffD/l ZiS/202t

Narnc of Cornpany: /l/ I &fi. 4t* rr'o/-r 1/'.fl 4-l
The Consultant should collect and organize its findings at the cornpletion of the assessment and
produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management

2. Remediation plan including the missing documents to fill each identified gap.

3. Flnal Assessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not llmited to following areas while responding to SINDH BANK
Requirements:

1. Background / Objectives

7. Scope of Work

3, Project Methodology and Approach

4. Key Project Deliverables

5. Project Timelines

6. Project Fee

7. Proiect Resources (including resumes of the team to be deployed on this project and copies of
certifications attalned by the resources i.e CISSP, PCI QSA, SWIFT Trained Resources etc)

8, About organization

9. Organlzation Credentials (Experience in similar projects)

10, ProJect Terms and Conditions

eJlt*1

,Wr*Checked By:

Naeenr Muhanrntad

SVP/CISO HCAd ISD

AVPlOpcradon Div.

Sispatu rc -Procu remenJ Colu nti t tee i\lenr bers

Head- Fin Div.

I'lsrd- i\drnin Div.

Chief Manager IlDBL)

r\tif Alvi
AVPfl.T. Division

Page 3 ot'J



Natrte of Conrpan):

Tender Relbrence N o. SN D BiC () K,/A D N/t I N /TD/ 123 5 nfiz I

ytlt fof ,q {LLd.--

ETIGIBITIW CRITERIA

, y'. Consultant rnLIst be registered in Pakistan and must be providing lnformation Security services forv at least 8 years in Pakistan. SECP Certificate to be attached as evidence. (Mandatory)

2/ Consultant nrust be active tax payer. NTN Certificate to be attached with the proposal\'/ (Mandatory)

,A. Consultant must provide Financial Statements for last 3 years having combined revenue of at leastt*/ PKR l00Milliorr iur 3 years. (Mandatory)

4. Consultanr rnust be an authorized SWIFI Cyber Security Service provider for Paklstan Regton.
Evidence to be attached with the proposal (Mandatory) No

5. Consultartt f rnn ntust be an lT auditing firm of being accredited by at least 2 lnternational Bodies
such as ISO 27001 Certification body, PCI DSS, EC Council etc. Eviderrce's to be attached
(Mandatory! N o

Consultant rnust. submit the detalled scope and approach reflecting SINDH BANK requtrements.

Consultant rnust have executed SWIFT Audit project in three difterent Commercial Banks of
Pakistan in last 2 Vears. PO's to be attached as evidence, (Mandatory)

Consultant n'tust have offices in any two major cities of Pakistan (Karachi, Lahore and lslamabad).
Proof of registered offices to be attached. (Mandatory)

9. Consultant llrojer:t team rnust be experienced and must allocate a tearn of minirnum 3 resources
having at lsast {l years of information security audit experience. Project Resources should be

6.

,/

ar{

SWlFTTr ainetj arrd certificates to be provided). (Mandatory) N 6

,r{0. lV or subcontracu rs not allowed,

Failure to comply with any of the above criteria item will lead to disqualification

AVPIFinance Division.

i isn ature -Pro(u re rn err Llqorlrm i ttee M em bers

itod- Fin Olv.

nca* Admtn Div.

ilriet Manager (IDBL)

VP/ Operations Div

hrL,*#r-4

5f6ft'*r'"
5. Zeeshln-Ul-t{aq
SVP/ l.T. Division



Ndr.c trf compa ^r,-!-' 1!- Jg?
Terrder Reference No. SN DB/C:OK rADiVl INfl,Di I 235/?0Z l

9-/,-il"r-

SCOI'}I O!' \VOIIK I'TECHNICAL SPECI"FICATION
lrr order to Comply witlr SWlff (CSCF) v2020 & 2021 guidelines. SINDH BANK reguires to conduct SWIFT
CSCF lndependcttt Sr'cttrtty Assessment for "SWIFT Customer Security Controls Framework v2020 and
v)"Qll" (both mandattiry and advisory security controls) for the operating environment of SWIFT users.
I lti: exercise will also irrclude information security risk assessment by a suitable consultant having relevant
experience and skill se(, to identify the risk level Bank is currently exposed to, so that an appropriate
rerrrediation can bc takr-.rr to address threats.

! rre main objectives ur rlris exercise are as follows;

r To €nsurr) rornpliarlce of SWIFT CSCF v2020 & v2021.

o To eosure tltt SINDH BANK SWIFT lnfrastructure is secured againsl irrternal and external
thre;ts or irrtrusions.

r To test arttj veril'y the security of theSWlFf systemsand networkto ensurethe effectiveness
of deplriyt,.l rt:curity measures,

o Verify tlie security controls and to identify any areas of improvement.

r ldentify arro recommend safeguards suited to SINDH BANK SWIFf environment, with the airn
to strenBt irtrrl the level of protection of the SINDH BANK SWIFI inf rastructure.

Cortsultant are invited (o submit the Proposals addressing the scope given below. To qualify for
consideration, Corrsultanr nrust demonstrate delivery capabilities for all parts of this RFP.

An lndependent Security Assessment (lnitial Audit/Gap Assessment)

To meet the .rbovc :;tatecl objectives, Consultant is required to perform the lndependent Security
Assessment fcrr' "Strylljl Customer Security Controls Framework v2020 & v2021" (mandatory and
advisory security currirols) to verify SWIFT system security controls covered systenls configuration,
process, peoplc orr tt (i,e. the knowledge of systems), for the listed domains.

r Resl,rict lntrir rlet Access and Protect Critical Systems fronr General lT Envrrunrleot

o Redttco Attuclt Surface and Vulnerabilities

Krrrrtal Rnshid

.^\ \' P'Opuratir;n Div.

)r, 
1,u-*d,*-{

-"\$Atil'Alvi
AVPn,T. Dit,isirrn

S i gJr ; r tlr rt: -l' r'u r tr l. r rr.ui$ r t*-u.r I r rtt i ttet l\,t ettl llt' rs

llcud- l"'in Dir.

llrrri- Adrnin Dir,

r.'lri..t' Managrr ( lt)l-ri 1

Puge I ol'J

o

Checked By:

Firritz

.\\ l"



Nrtrttrl of Cutnplrrrr :

'I'endc'r R efere nce N o. S N D B iC o Kl A l) t\4 I N ITD/ l13i lZOZ I

lrl lt IaTr, {J*h*
Preverrl Cul riprornise of Credentials

Martalit. i.J':ritilies and Segregate Privileges

Dete c I r\rrunrllous Activity 10 Systems or Transaction Records

Plan fur lncioent Response and lnformation Sharing

the assessnrcril :rruuld at a rninirnum, encompass all in-scope components o{ ilre user's SWff-
related infrestititluru .ts clocunrented above.'these include the following basic systems, operators
and devicc.s:

Data [xchdnge Layer

Local SWln lnfrastructure at Sindh Bank Karachi Data Center

- Secure Zorre

- Messaging tnterface

- Conirrlrrr rl('ilrion I nterface

- SWlll Net i.lnk (SNL)

- Curirreclor

- SVVII-1' l.lartiware Security Modules (HSMs)

- Firewalls, routers and switches within or surrounding the SWIFT lntrastrusture
- Grnplrical user lntedace {GUU

Operators anr: their PCs

FinalAssuslrrri,rt arrd report submission with SWIFT

Consultarrt :tror"rld .r:sist the Bank in tlre preparation of action plan for the identifiecl gaps by providing
recommerrdations uver the identifled Baps. Furthermore, once all the identified Eaps will be fixed by
Slndh Barrk, Crlrrsulrarrt should perform a follow-up assessnlent exercise for revalidation of all
identifieo 6,r1J5 iti)(l t'xpected to deliver the Final Report over the official SWIFT template for
submissi.;;r. ',/t,,rr(l'Jr :rhould assist bank in submission of report to SWIFI.

a

a

a

Li

l',,1 a*er r't Mu t rantrtlad

5t;P,r1'15tl I'lead ISD
."n,

I,, l

,rraaL

6 Di'. ,.\ \'[': Opuration Div.

Si[trilturc-l'lr,crll:rlU@ I

ll,."rrr- Fin Dir -_ - i
I lr,':u{- r\dtuirr Lti ;.

( lr r'.rt' iVlutagr.:r t I DHl. I

h, l,-*f4

Atil- Alr,i
AVPrl.T. Dir iiion

Chr.cked 8y:

Page 2 ol'J
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Nuttte of' Contpurr-\ :.--_

'Ir-. 
nd e r Rel'ere nce N u. SN D t3/CO X r A. DN4 l.hj / I' D/ ln S nAZ I

t{t lt Zo1' A fi.t**,
EXPECTED Df; L I VEIIABLE5

i'he Consulti'ri sirorr[J collect and organize its flndings at the completion of the assessrnent and
produce tt rrrirrinru,rt rhe following deliverables.

l, Gap Assessrn{..nt Report to SINDH BANK manaBement

2. Renrcctiutiorr plarr including the missing documents to fill each identified gap,

3. Final i\:r . ssmulr lteport over official template.

CONTENT Oh PI{OPU5AL

Consultant is rrriuirud tc inrlucle but not limited to followlng areas while responding to SINDH BANK
ttequirements:

t. Backg,roririrl / Objectives

2. Scope of !t'ork

3. Projurl i.'i.:tliudutogy and ApprOach

4. Key Projui:t Di.lrverables

5. Prr.lju'"t I rrrru'iittt's

6, Projecr I'c.e

-i. 
Proje r:i iir"'rourc(rs [iricluding resurnes of the team to be deployed on this project and copie5 of
certitic;ti,..rrrs artairtcd by the resources i.e CISSP, PCI QSA, SWIFT Trainetl Resources etcf

8. Abu)irI ui 1;itrira[tot1

9. Orgarriz.,tiurr Crudentials (Experience in similar projects)

10. Pruju.t Irrrrls arid Conditions

b-,sy,"-;6,4

*$
Atil'.tlvr

AV'P/1.1'. Divisiou

checkedBy: &4
l,l.rr.grt'r Mul ta intnad

r-.\'1,,L ist; i-lead ISD

l' .t ttt' I t-{.-{,+----- rt ._-

KamulrRaslrirl

AVP'Operation Div.

\ i il r rrr tJ l'c .. l'-! !$ t .:-,1i t' ri t !.' u tll tll

I ll.tl l:in [1,. .

I l,;lrr- .\iltnil, , ii '

(. lrrrt',\l:trt:r-'. r t r i ti 1i.7
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Tender Refercnce N o. SN DB/CO hi,/A D M I N/tDl I 23 5n02 I

Narne of Compa ny,!U l-! 4 ' t' FoYrr*ct + A4'

ELIGIBITITY CRITERIA

1. Consultant must be registered in Pakistan and must be providing lnformation Security services for
at least I years in Pakistan. SECP Certificate to be attached as evidence, (Mandatory) No

,r{ Consultant nrust be active tax payer. NTN Certificate to be attached with the proposal

^/ 
(Mandatory)

V 3. Consultant murt provide Financial Statements for last 3 years having combined revenue of at least
PKR l.OOMillion for 3 years. (Mandatory)

,A Consultant nrust be an authorized SWlFf Cyber Security Service provider for Paklstan Reglon.
Evidence to be attaclted with the proposal (Mandatory)

-1t/5. Consultant firrrr must be an lT auditing firm of being accredited by at least 2 lnternational Bodies

such as l5O 27001 Certification lrody, PCI DSS, EC Council etc. Evidence's to be attached
(Mandatory)

'4. Consultant rnust submit the detailed scope and approach reflecting SINDH BANK requirements.

,r{ Consultant rru5t have executed SWIFT Audit project in three dlfferent Commercial Banks of
Pakistan in tast 2 years, PO's to be attached as evidence. (Mandatory)

A Consultant rnust have offices in any two major cities of Pakistan (Karachi, Lahore and tdamaUa}}:
Proof of registered offices to be attached. (Mandatoryl

g. Consultant projeet team must be experienced and must allocate a teanl of minimum 3 resources

having at least 4 years of information security audit experience. Project Resources should be

SWIFT Trainecl irrrd certificates to be provided). (Mandatory) A/o

10. JV or subcontrdrt rs not allowed.

Failure to comply with any of the above criteria item will lead to disqualification

fuV,-*94

-\ '-n Cr}6S\*\-,.216,v
s. z*.tf,*rfX.q tr'"/
SVP/ l,T. Division

5iRnature -+rocurement Committce Members

r'iead- Fin Div.

ttead- Admin Div.

iirel Manager (IDBL)

r;ffifir,'i
AVP/Finance Divisiott VPl Operations Div

Yr
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Nante ol; cornpa nt-, ,Yt / t A 'i ' Ea*'etr!

SCOPE OF WORK / TECTTNICAL SPBCI ICATTON
ln order to Comply with SWIFT (CSCF) v2020 &:202L guldelines. SINDH BANK requlres to conduct SWIFf
CSCF lndependent Security Assessment for "SWIFT Customer Security Controls Framework v2020 and
v2CI27" (both mandatory and advisory security controls) for the operating environment of SWIFI users.
This exercise will also include information security risk assessment by a suitable consultant havlng relevant
experience and skill set, to identihT the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

r To ensure compliance of SWIFT CSCF v2020 & v2021.

r To ensure that SINDH BANK SWIFT lnfrastructure is secured against internal and external
threats or intruslons.

o To test and verify the security of the SWlFf systenls and network to ensure the effectiveness
of deployed security measures.

. Verify the security controls and to identify any areas of improvement.

o ldentify and recommend safeguards suited to StruDu BANK SWIFT environment, with the aim

to strengthen the level of protection of the 5INDH BANK SWIFT infrastructure.

Consultant are invited to submlt the Proposals addressing the scope given below. To gualify for
consideration, Consultant must demonstrate delivery capabllities for all parts of this Rfp.

An lndependent Security Assessment {lnitial Audlt/Gap Assessmentl

To meet the above stated obiectives, Consultant is required to perform the lndependent Securlty
Assessment for "SWIFT Customer Security Controls Framework v2020 & v2027" (mandatory and
advisory security controls) to verify SWIFf system security controls covered systems configuration,
process, people on it (i.e. the knowledge of systems)/ for the listed domains.

o Restrict lnternet Access and Protect Critical Systems from General lT Environment

r Reduce Attack Surface and Vulnerabilities

r Physica]lySecurethe EpYironment

/ rn-/ 6Q '(
Checked By: /V -

Naeem Muhammnd -t n,

svP/CIsO Head ISD ,|, )

,'rrj?': /
:-- \ l/ '-' "* 

Kamill Rashid

AVP/Operution Div,

Sisnn ture -P roc u rentenl Conrnr it I ec. [\'l cm het's

Head. Firr Dir.

Head- Admin Div.

Clhiel' Mattager (l DBL)

b,fty4

r,&
Atif Alvi

AVP/l.T. Division
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Terrder R e f,erence N o. sN DB/colqA DMIN /T D/t 23's Daz I

Name of compan y,ln f t A 't" f,'n&a"'

Prevent Compromise of Credentials

Manage ldentities and Segregate Privileges

Detect Anomalous Activity to Systems or Transaction Records

Plan for lncident Response and lnformation Sharing

The assessment should, at a minimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above. These include the following basic systems, operators
and devices:

r Data Exchange Layer

. Local SlVlFf lnfrastructure at Sindh Bank Karachi Data Center

- Secure Zone

- Messaging lnterface

- Communication lnterface

- SWIFI Net Llnk (SNL)

- Connector

- SWIFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or surrounding the SWIFT infrastructure

- Graphical User lnterface (GUl)

. Operators and their PCs

FlnalAssessment and report submission with SWFI

Consultant should assist the Bank in the preparation of action plan for the idenUfied gaps by providing
recommendations over the identified Baps. Furthermore, once all the identified gaps will be fixed by

Slndh Bank, Consultant should perform a follow-up assessment exercise for revalidation of all
identified gaps and expected to deliver the Flnal Report over the official SWIFI template for
submission. Vendor should assist bank in submission of report to SVt/lFT.

t

t

EXPECTED DELI

Nrecnt lvluhrntnrad

SVPiCISO FICAd ISL)

(,anral

A\'P

Signntu re --Proctt rement Cont nr ittte !l trnt bers

Hcad- Fin Div.

Head- Admin Div-

Chief Manager (lDllL)

b* y*L{r*,(

/" ..r'' ''
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Tender Reflerence No. SN DB/COK/ADMINffD/ 1235t2021

Name or compa ,r, m/S ./"-f ' f"'Wt'n
The Consultant should collect and organize its findings at the completion of the assessment and
produce at minimum the following deliverables.

1. Gap Assessment Report to SINDH BANK management

2. Remediation plan including the missing documents to fill each identified gap.

3. FinalAssessment Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not limited to following areas while responding to SINDH BANK
Requirements:

1, Background / Objectives

2. Scope of Work

3, Pro.iect Methodology and Approach

4. Key Project Deliverables

5. Proiect Tirnelines

6. Project Fee

7. Pr.oject Resources (including resumes of the team to be deployed on this profect and copies of
ceftifications attained by the resources i.e CISSP, PCI QSA, sWIFT Trained Resources etc)

8. About organization

9. Organization Credentials (Experlence in similar projects)

10. Project Terms and Conditions

h'1-194

k?*t"*
N.*, lI{rlr*r*.d
svP/crso Head tl? 

.,,a ffif,;' on'Pft\
,\tit'Alra-

AVPit.T. Division

,./
Kamal Rashid

A\IP/Operatiou Div.

Sig trr t u re -P rocu rcmett t Comnt ittet ill cnr hers

Head- Fin Div.

Head- Admin Div.

Chief Manager (lf)Bt,)

Checked By:

Page 3 of3
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N'urrre of Conrparr.r: tnlt l(fl H1 &.t

ELIGIBITIW CRITERIA

Consultant rnust be registered in Paklstan and must be providing lnformation Security services for
at least 8 years in Pakistan, SECP Certificate to be attached as evidence. (Mandatory!  /o
Consultant rrruSt be aclive tax payer. NTN Certificate to be attached with the proposal
(MandatoryJ

Consultan[ nruiL provide Financialstatements for last 3 years having cornbined revenue of at least
PKR l00Million for 3 years. (Mandatory)

-'{ Consultant must be an authorized SWIFf Cyber Security Service provider for Fakistan Region.
Evidence to be attached with the proposal (Mandatory)

,A Consultant firrn rnust be an lT auditing firm of being accredited by at least 2 lnternational Bodies
such as l5O )lUQl Certification body, PCI DSS, EC Council etc. Evidence's to be attached
(Mandatory)

t-{ Consultanr rnust subrnit the detailed scope and approach reflecting SINDH tsANK requirements.

L4, Consultant nlust lrave executed SWIFI Audit project in three different Cornmercial Banks of
Pakistarr in last 7 years. PO's to be attached as evidence. (Mandatory)

,r4, Consultant rnust have offices rn any two major cities of Pakistan (Karachi, Lahore and tslamabad),
Proof of regirtered offices to be attached. (Mandatory)

9, Consultarrr project team must be experienced and must allocate a team of minirnum 3 resources
lraving at leart.4 years of information securhy audit experience. Project Resources should be
SWIFI Trairrrc: ;ncl certificates to be provided). (Mandatory) {O

VtO. JV or subcor rlr.rrt is not allowed.

Failure to comply with any of the above criteria item will lead to disqualiflcation

;iVP/ Fina nce Divisirrtt VP/ Operations Div svP/ t.T.

5i enature -Procure,llgr r L Lurr; ril rRee Members

rtead- Fin Dlv.

iicad.Admin Dlv.

Ctriet Manater (lD$L)

bt\ |,t'''l {A

Ahsan Ali

[N'-

'i$)*ttS. Zeeshart-ul-Haq



'l-end cr R efbrr.nce No. SN D B/COK/A DM IN,/TD/ I 23 S /20? |

Name ol' cornpa nv: lYl / I /( 12 t{7 &7

SCOPB OF WORK / TEC}'INICAL SPECIFICATION
ln order to Comply with SWIFT (CSCF) v2020 & 2021 guidelines. SINDH BANK requires to conduct SWIFr
CSCF lndependent Security Assessment for "SWlFf Customer Security Controls Framework v2020 and
v202!" (both mandatory and advisory security controls) for the operating environment of SWIFT users.
This exercise will also include information security risk assessment by a suitable consultant having relevant
experience and skill set, to identify the risk level Bank is currently exposed to, so that an appropriate
remediation can be taken to address threats.

The main objectives of this exercise are as follows:

r To ensure compliance of SWIFI CSCF v2020 & v2021.

o To ensure that SINDH BANK SWIFT lnfrastructure is secured against internal and external
threats or intrusions.

o To test and verify the security of the SWIFT systerns and network to ensure the effectiveness
of deployed security measures.

r Verify the security controls and to identify any areas of improvement.

r ldentify and recomntend safeguards suited to SINDH BANK SWIFT environment, with the aim
to strengthen the level of protection of the SINDH BANK SWIFT infrastructure.

Consultant are invited to submit the Proposals addressing the scope given below. To qualify for
consideration, Consultant must demonstrate delivery capabilities for all parts of thls RFP.

An lndependent Security Assessment (lnitial Audit/Gap Assessment)

To meet the above stated objectives, Consultant is required to perform the lndependent Securhy
Assessment for "SWiFT Customer Security Controls Framework v2020 & v2021" (mandatory and
advisory security controls) to verify SWIFT system security controls eovered systems configuration,
process, people on it (i.e. the knowledge of systems), for the listed domains.

o Restrict lnternet Access and Protect Critical Systems from General lT Envir0nrnent

. Reduce Attack Surface and Vulnerabilities

. Physical Secure the Environment

Checked By:

[eenr fululramnrad
)

SVP/CtSO L{ead ISD

A\1),

Sisnrtu re -P rocu reuten t Colrr oriltee l\tent bers

Head- Fin Div.

Head- Admin Div,

Chief lv{anager ( lDBt,)

)'tl4'4

ArirAlvi
AVPll.T. Division

Fr

Page I ol3



Tenrler Reference N o. SNDB/C OK/ADMIN iTD t I 23 5/2A21

Name of Company:. /r,t/ I /( O tr't e

Prevent Compromise of Credentials

Manage ldentities and Segregate Privileges

Detect Anomalous Activity to Systems or Transaction Records

Plan for lncident Response and lnformation Sharing

The assessment should, at a lninimum, encompass all in-scope components of the user's SWIFT-
related infrastructure as documented above, These include the following basic systems, operators
and devices:

o Data Exchange Layer

r Local SWIFT lnfrastructure at Sindh Bank Karachi Data Center

- Secure Zone

- Messaging lnterface

- Communication I nterface

- SWIFT Net Link (SNL)

- Connector

- SWIFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or surrounding the SWIFI infrastructure

- Graphical User lnterface (CUU

. Operators and their PCs

Flnal Assessment and report submission with SWIFT

Consultant should assist the Bank in the preparation of action plan for the identified gaps by providing

recommendations over the identified Baps. Furthermore, once all the identifled gaps will be fixed by

Sindh Bank, Consultant should perform a follow-up assessment exercise for revalldation of all

identified gaps and expected to deliver the Flnal Report over the officlal SWIFI template for
submission. Vendor should assist bank in submission of report to SWlFf.

t

o

Naeetn lvluhammad

SvP/ClSo [{ead ISD

AVPrOpcration Div.

Sie n atu rc -Eoc tr rcnr cn t Cont rtt i I I ue i\l e.m bers

Fleud- Firr Dir.

ltead- Adnrin Div.

Chitl l\lnnag,'"r ( I DB L)

b'y-ffi

-{i1ffi

---t-

Krmal dashid

*o"sN){i,-- xiFrtri --
AVP/I.1'. Division
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Name ofl Company: /r'l // /( rt rn b

The Consultant should collect and organize its flndings at the completion of the assessment and
produce at minimum the following deliverables.

1, Gap Assessrnent Report to SINDH BANK management

2. Remediation plan including the missing documents to fill each identified gap.

3. Final Assessrnent Report over official template.

CONTENT OF PROPOSAL

Consultant is required to include but not lirnited to followlng areas while responding to SINDH BANK
Requirements:

1. Background / Obiectives

2. Scope of Work

3. Project Methodology and Approach

4. Key Prolect Deliverables

5. ProJect Timelines

6. Project Fee

7. Project Resources (including resumes of the team to be deployed on this project and copies of
certiflcations attalned by the resources i.e CISSP, PCI QSA, SW|FTTrained Resources etc)

8. About organization

9. Organization Credentials (Experience in slmilar projects|

10. Project Terms and Conditions

W
Naeem Muhammad

SVP/CISO HEAd ISD

Sigua tu re -Protu relrent Conr nt it tec iU enrbcrs

.r-}\
(-//

/J*'l3:
ft?"

)r,7,,ef>c--4

Fl'Hk'ry-
Atif Alvi

AVPll.T. Division

,/

I-lead- Fin Div.

llead- Adrtrin Dir,.

Chief Manager (IDBL)
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(Applicablc lbr thc yearpgtS:20?l )

Name ol'Bidder
Provide Lunrp sum cost as per the trvo columns inclusive of all direcrlindirect charges

t'l'his total umoun( *'ill be nktn us /ou'ert .rubmlttcd price olfered b.r' the wnclon

1. The company will be considered disquallfied from the very outset, if not GST registered.

2. The cost must include all taxes, stamp duty (as applicable under Stamp Act 1989) duly stamped on the contract
atreement, installation, commissioning and labour charges.

3. Payment terms 30% Advance, 30% after gap asseisment report submission, 40% after flnal report submisslon

and satisfaction from the concerned department.
4, Calculatlon of bid security. 5% of the'Total Amount will be submltted with the tender document as bid security

in shape of Pay Order /Bank Guarantee [n favour of Slndh Bank Ltd.

5. ln case it rs reviled at any stage after installation of the equipment that the asked specificatlon of the tender have

not been met, the amount of the total lnstallation of that specific equlpment wlll be fined to the vendor wlth
appropriate action as deenred necessary by the procurement committee

7. The successful bldder will be the one whose total sum sf cost is the lowest. As it is package tender, so no partlal

lowest cost will be considered for award of anv work.
8. Qualified company will also be bound to sign a bond/undertaklng that in case of any observation arislng ln

r.espe<t of quality of the equipnrent within the warranty period, the company will be liable to addres it at hls

own cost, non-compliance of the same will result into initiation of a care against the company for non-
commitment.

9. All conditions tn the contract agreement attached as Annexure G are part of this tender document.

10. The tender will be considered cancelled if the contract agreement after due signature ls not submltted wlth
Admin Office after 5 days of completion of bid evaluatlon report hoistlng period (7 davs) on SPPRA website,

11 The tender wlll ftand cancelled lf any of the given condition of the tender ln not met in strictly as per the
requisite of the tender document.

12. ln case the financial btds are the same, the successf ul bldder wilt be the the highest urnover of the
two bidders.

Signuture & .Slanryr rl Bidder

S. No Description Amount Exclusive of
tax

+Amount lnclusive ot
!ax-@l3%

I SWIFI CSCF lnitisl Assessruent rnd Gnp
Reoorl

1,591.e20r- 1.800.{)(l0r'-2 Finrl Audit with ropol't ovcr SWIF*f
templute
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Quotation
I&TA
SOLUTIONS

Flrst Floor', Kirtrrrrtial Cerrta, i8'1' C er

Street f ea 6,8/4, lslamabatJ

Dare.Z4-Jan-ZZ

Il'y Abdor Raul Shakir

l'lrone: 0322 5370899

Inrarl AB.-thakir.Qr:loudg"ner. r*n'

Quotation #

:':Y*:.
Project Name

Description

c9N/ARs/SBU12e27

sjnaf B1n&.U,mited

RFP lor SW|FT Assessment

We have proposed to conduct scoping, gap atsessmenl, dscumerttation assistance and final reporting as

per SWlFf standard.

g{gl{ATURE },xE}48{

Head '[[u Dil,

^t f)

O:11,*t
-vl

C'SDl'lIf'l

Head 'Admin Diu.

['l e ntbsr'llBL.

SWIFT AsseEsment

SWIFT CSCF lnitial Assessment and Gap Report I 1,500,000 1,6g5,ooo

Flnal Audlt wlth report over SWlfi 1 500;000 565,000

Grand Total Rs. 2.260,000

1 Prices are in Pak Rupees, DDP basis.

-

,30% of contract value as N4obilization,Advance

30Yc,of the,cOnfract value after submission of Gap Assessment report

Ap7oof contract talrre after submission of Finat Assessment Report overSWIFT ternJrlate and satisfactrort

horn tlre cOnqerned depadmelt. .

3 Prlces are inclusive of applicable taxes.

4 lnvoices to be cleared withirl 30 days of invoicing

5 Vatidity period of the Quotatir)n is 90 days

Date:

t

TyPe Descrlption Oty Unit Prlce Total Prlce
- ' Rs- Rs. lncltax

Terms & Condltions





COMMERCIAL.IN-CON FIOENCE

Fee/Price Schedule

FeeslPrice Schedule)

PKR 1,639,500/=
PKR {,450,000/=

PKR 1,638,5001=

Billing arrangements
Our billing terms will be as follows:

tr 300/o of contract value as Mobilization Advance

ts 30% of the contract value after submission of Gap Assessment report

B 40o/o of contract value after submission of Final Assessment Report over SWIFT template
and satisfaction from the concerned depailment.

B The above quoted amount is inclusive of taxes.

E The above amount is inclusive of Auditors traveling. accommodation ets expenses to

Sindh Bank karachi office for lnitial assessment and final assessment,

E Payment to be made electronically within 30 days of invoice date.

Validity of Quotation
The validity of above-mentioned discounted quotation is 90 days.

$IGl\IATUft E 14EFIBERS PC-A S f'jl IN

t{ead - Admin 0iy,

Itlember-lDBL,

0atel

pK0122S8K0411 - Financial Proposal - SWIFT CSCF Compltancs $srvrce Proposal

@ 2004 - 2021 Risk Associates. All rights reserved

F'age 3 ol4
2022-01-25

t
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Head - Fin Diu !!firtrryb
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AITENDANCE SiIEET
BID OPEN'NG -

{t (,^-r, (\S5*-l r"--t
Date:

Cornpany Name Name of
Company

Representative

Cornpany

Address

( c 
Ttl-u\D*

k Pgco Qc w{
H *"{t t cs

fOf A Sa(.r.hr..

lPvt) t.4

€

Head of Adminlstratlon

Chlef Financial officer

Chief Manager (rDBL)

{:



ADMIN / IT / CONSULTANT/ MEDIATYPE OF PROCUREMEI{T
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PO No: 238

M/s Risk Associa.tes (Pvt) Ltd,
Suite 206, Level 1, Plot 1C,
Commercial fuea,
T*iq Centre,
Karachi.

fl$trbllt

PURGHASE ORDER

Date: 25-04-2022

Naeem Muhammad
SVP-I/Head ISD

Subiect: Ac+uiring Services for SWIFT Assessnrent

Dear Sit,

!0ith reference to the Tender Bid SNDB/COK/ADMIN /m/n3|/2022 dated OS_OL_Z}Z for Acquiring
Services for SWIFT Assessment at Sindh Bank Ltd, submitted by you. After detail review the Sindh Bank Ltd
management is pleased to inform that your Tender Bid is accepted. Kindly proceed as per tender document. Further
detad is as follows.

s.
No.

Description
Cost ln PKR

Excl. 13% Salec
Tax

Prlee PKR
(lncluslve of

13% Sales Tanf

I
SWIFT CSCF Initial Assessment and Gap Report

Final Audit with Report over SWIFT Template
1,450,000/- 1,639,500/-

Total Cost Incluslve of l3o/o Salcs Tax 1,639,5OO/-

Tcrms & Conditions

Payment Terms

Taxes/Deduction

as per Agreement.

Above prices are inclusive of all taxes.

,&/,1U
M. Rashid Memon
vP-r/rsD

Riaz Ahmed
EVP-ll/LT Division

S. rram Waheed s@
SVP-ll/l.T Division

Srnon BeNrc Lrptrmp
HEAD OTPICE
3RD TLOOR, TEDERATION HOUSE,
ABDULLAH SUAH GHEZI ROAD,,
CLI FTON, I(ARACH I-75600.

+92-ll 1-333-225
+92-21-35829320
+9)-21-35829394
+92-21-35870543
www.sindhbank.com,pk

+g f- ll l -frr-f f 6 sI-].Jl
+gr-f l-[6A/l Fl. :Oi
+gr-rl-16Arqrqr?
+qf-f t--!h/.,6(" t,.E
www.sindhbank.com,pk :.7r
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Risk AssociaEes (PVT) LTD.

Declaration of Fees, Commissions and Brokerage etc Payable by the Suppliers of
Services Pursuant To Rule 89 Sindh Public Procurement Rules Act, ZO1O 

-

Risk Associates (Pvt.) Limited hereby declares that it has not obtained or induced the procurement of any.
contract, right, interest, privilege or other obligation or benefit {iom Govemment of Pakistan (Cop) or an},
administrative subdivision or agency thereof or an,"- other entity orvned or controlled by it (Gop) it rougi,
any corrupt business practice.

Without limiting the generality of the foregoing, Risk Associates (Pvt.) Limited represents and warranrs
that it has fully declared the brokerage, commission. fees etc. paid or payable to anyone and not given gr
agreed to give and shall not give or agree to give to auyone u'ithin or outside Pakistan either cliiectly or
indirectll' through any natural or juridical person, including its affiliate. agent, associate. broker.
consultant, director, promoter, shareholder, sponsor or subsidiary, any conlmissiop, gratil'ication, bribe"
finder's fee or kickback, rvhether described as consultation fee or othcrrvise, rvith the object of obtaining
or inducing the procurement of a contract, right, interest, privilege or other obligation or benefit in
whatsoever form from GoP, except that which has been expressly declared pursuant hereto.

Risk Associates (Pvt,) Limited certifies that it has made and rvill make full disclosure of all agreernenrs
and arrangements rvith all persons in respect of or related to the transaction rvith CoP and has not taken
any action or rvill not take any action to circumvent the above declaration, representation or \\,arrant\'.
Risk Associates (Pvt.) Limited accepts full responsibility and strict liability for nraking an-y false
declaration, not nraking full disclosure, misrepresenting facts or taking any action likely to def'eat the
purpose of this declaration, representation and waranty. It agrees that any contract. right, interest.
privilege or other obligation or benefit obtained or procured as aforesaid shall. without prejudice to any
other right and remedies available to CoP under any larv, contract or other instrument, be voidable at the

option of GoP.

Notwithstanding any rights and remedies exercised b1'CoP in this regard, Risk Associates (Pvt.) Linrited
agrees to indemnify GoP for any loss or damage incurred by it on account of its corrupt business practices

and further pay compensation to GoP in an ilnount equivalent to ten times the sum of any commission,
gratification, bribe, finder's fee or kickback given by Risk Associates (Pvt.) Limited as aforesaid for the
purpose of obtaining or inducing the procurement of any contract, right. interest. privilege or other
obligation or benefit in whatsoever form from GoP.

For and On Behalf Of

Risk Associates (Pvt.)

Signature:

Name:

CNICNo: 42161-1541199-6

[l +92 213t1327til}-7g @l **w.riskassociates.com I i,'rro@riskassociates.com

Suite 206, Tariq Centre, Tariq Road, P.E.C.H.S, Block 2, Karachi, pakistan

ffi
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Agreement

(For Acquiring Servlces for SWFT Assessment)

This agreement is made at Karachi cm tniijfray of Aprit 2022

BETWEEN:

Risk Associates (Private) Ltd. a company having its registered otfices at UK 178 Merton High

Street, London UK SW 19 1AY and at Pakistan Suite 206, Level 1, Plot 1C: Commercial Area,

Tariq Centre, Karachi, Pakistan (hereinafter refened to as the "RA'which term shall include its

successors in interests, administrators and assigns) of the one part; .

AND

Sindh Bank Ltd, a banking company having its registered office at Head Office 3rd Floor,

Federation House Abdullah Shah Ghazi Road, Clifton, Karachi hereinafter referred to as the

"SBL" which expression shall be deemed to include its administrators, authorized representatives,

successors in interest and permitted assigns) of the other part;

(Sindh Bank Limited and Risk Associates (Private) Limited shall herei

referred to as the "Party" and COllectively be referred to as the "Parties", as,

of this Agreement so requires.)

WHEREAS:
o
[.

A.

B.

Sindh Bank Limited is a wholly subscribed bank by the Government

Risk Associates is in the business of providing consultancy services and deals in wide

Itaracttl

range of products throughout Pakistan including but not limited to'PCl DSS Conpli-anE:.

PCI SSF Comptia
Cornoliances GDPR. Scannino activitiesiBlsh,n.s.seSs@

oinn,SindhBankLimitedhasagreedtoavailtheServices
from RA on the terms and conditions as set out in this Agreement.

, THEREFORE, in consideration Of the promises and mutual covenants and agreements set

herein, the Parties agree as follows:

0$t/

lJI.ii:.:'ri rISSUED T() lrYITH ADnTiESS r.... A(tvr.r- rr. ri'.::ffiL*,1d.I ,..
\..i., rrF a,b.r. ... rA:Ds1e: i^- X

C.



1.1 Scope of work
The scope of SWFT CSCF Compliance Services includes the following to be covered as part of
the assignment:

An lndependent Securlty Assessment (lnitial AudiuGap Assessment)

To meet the above stated objectives, Consultant is required to perform the lndependent Security
Assessment for "SWFT Customer Security Controls Framework v2020 & v2021 (or the.latest
version whichever applicable)' (mandatory and advisory security controls) to verify SWFT system
security controls covered systems configuration,

o proc€ss, people on it (i.e. the knowledge of systems), for the listed domains.
o Restrict lnternet Access and Protect Critical Systems from General lT Environment
o Reduce Attack Surface and Vulnerabilities
o Physically Secure the Environment
o Prevent Compromise of Credentials
o Manage ldentities and Segregate Privileges
o Detect Anomalous Aclivity to Systems or Transaction Records
o Plan for lncident Response and lnformation Sharing

The assessment should, at a minimum, encompass all in-scope components of the user's SWIFT
related infrastructure as documented above. These include the following basic systems, operators

r Data Exchange Layer
r Local SWIFT lnfrastructure at Sindh Bank Karachi Data Center (A4 Type)

- Secure Zone

- Messaging lnterface

- Communication lnterface

- SWFT Net Link (SNL)

- Connector
* SWFT Hardware Security Modules (HSMs)

- Firewalls, routers and switches within or sulrounding the SWIFT infrastructure

- Graphical User lnterface (GUl)

o Operators and their PCs

Final Assessment and report submission with SWIFT

Consultant shoutd assist the Bank in the preparation of action plan for the identified gaps by

providing recolmendations over the identified gaps. Furthermore, once all the identified gaps witl

be fixed by Sindh ,Benk, Consultant should perform a follow-up assessment exercise for

revalidation of alt identified gaps and expected to deliver the Final Report over the official SWFT

template for submission. Vendor should assist bank in submission of report to SWFT.

Note: SWFT CSCF as66ssment is limited to Slndh Banlt office in Karachl where their

SWFT Architscture A4 envlronment resldas. 
^dt

12 Prq€cttlElivenk
Following Deliverables shall be

Phase l: Gap Assessment

o Gap Assessment RePort

Phase ll: Remediation Plan &

o Remedlation plan including to provide missing documents to fill eaclt

Phase lll: Final Assessment

,.,*,*;;,::-lrnnlionnaiclnnlta,-^aL.,@,.N
The complete project till SWIFT Compliance is locked at the following commercials:

}tL,iv' 
'



Total Amount in PKR (lnclusive of Taxes)

nsultancy services for SWIFT
F Compliance Service (Latest

Billing arangements

Our billing terms will be as follows:

E 200/o ol contract value as Mobilization Advance

B 30% of the contract value after submission of Gap Assessment report

B S0% of contract value after submission of FinalAssessment Report over SWFT template'

ts The above quoted amount is inclusive of taxes'

B The above amount is inclusive of Auditors traveling, accommodation etc expenses to Sindh

Bank Karachi office for lnitial assessment and final assessment'

B payment to be made eledronically within 30 days of invoice date.

Confldential lnformation

For the purposes of this Agreement, the term "confidential lnformation' shall mean any

information.*"r in possession of Risk Associates on and its personnel during normal course

of business / Services shall be the property of the SINDH BANK at all times and / or any of the

SINDH BANK,s communicationS, *n!tn"r in oral, written, graphic, magnetic,.electronic' or

other form, that is either conspicubusly marked 'confidential" or "proprietary,o or is known to be

confidentiar oipropriei.ry, o.ir oir.onfidential or proprietary nature, and that is made in the

course of discussions, studies, or other work undertiken shall be kept confidential by Risk

Associates.

i. Risk Associates acknowledges that the stNDH BANK is under strict confidentiality obligations

with regaro to arr iti" intor*.tion-.no affairs of its customers. Therefore, Risk Associates shall

not discrose any data, intormaiion oioin"r affairs of srNDH BANK's customers which may

come to the knowledge of Risk Associates in piovioing the above services' Risk Associates

undertakes to obtain from iil ;;i;yer invoMed in the services to provide written

undertakings-to- maintain tne- confioehtiatity obligations of Risk Associates under this

Agreement.

ii. rn the event of breach of this crause Risk Associates, shall be liable to pay damages to the

stNDH BANK and indemnifigs. if; ;rNffi ijn'r.ii 
"g.inst 

anv injury arising out of anv breach

ot tnit clause bY the SINDH BANK'

INDEiiNIFICATION.

L Risk Associates (the 'lndemnifief) agrees that il. s.hall indemnify'

harmless tne sril-b-H i'Ari( ;d iF ptt"Ilj.lol'3Lt]?,L:T1?l?
:3:ffi :";f f [il.l:.f {:;l*:,"',f ;?T':lh:R?':"Jffi :;"#fl ::'ffi
th;'Yi;iil;ities") from and agalns! ly 3 s and expenses (including'

*?ffi X,',il;:[iT:Jil;liiiil3";i:?:ffi liq;ffi"*&]#:i,:r*'**,;l'lU^t:l,X
or resulting ftom, in wnofe.or.in q1$!):?t[t:l * otnitiion, whether intentional

directors, emPloYees, or sub-
or unintentional, by the lndemnifier t,lrlf,
:t,xlxllf :lfxll,9,!i,{isir:fi l:-lkffi lry:.f s::ffi r:^s

"luxIhry;(',) .n actual or alleged (including, without limltation' any
wirranties or covenants^contalffi ;' LU;' .i;E:, stat6, Provincial or federal
i;iture of lndemnifier to comPlY

Bl'ffi ,,:l J [l"#Xllil g',". #n',iii, I' p.,ro im a n ce u n d e r t h i s As re e m e n t)

t#iili'J-::fl'r"ril:i:::l'^1n?,ffient ot.:I^" P3::'.:,""n'sed 
in corrupt or rraudurent- 

lffi,;:if;ffiail 6.,.;r i:n"eiecuting rhe Asreement

_ rf, as the ,.rrii'dilori* 1r,1.1er;:'Rdi i.iociatls is unabre to perform a material portion

of the services for a perioo of noi iess tnan thirty (30) days: and

1fr4 
rv

6A{D

Deecrlptlon

PKR 1,638'5001=



- lf the Sindh Bank, in its sole discretion and for any reason whatsoever, decided to
terminate this Agreement.

- lf issued two (2) warning letters /emails by Sindh Bank Ltd for unsatisfactory cunent
performance of Risk Associates
Any notice, request or consent required or permitted to be given or made pursuant to this
agreement shall be in writing. Any such notice, request or consent shall be deemed to
have been given or made when delivered in person to an authorized representative with
30 days notice of the Party to whom the communication is addressed, or when sent to
such Party at the given address.

A party may change its address for notice by giving a notice to the other Party in writing
of such change.

Risk Associates will not assign its job to anyone, except prior written permission of the

bank.

Goods Faith:
The Parties undertake to act in good faith with respect to each other's rights under this

agreement and to adopt all reasonable measures to ensure the realization of the

objec;tives of this agreement.

Anti- Money Laundering Requlrement:
Risk Associates acknowledge that they do not violate any statutory/prudential

requirement on anti money laundering or record keeping procedure as per existing
laws/rules and regulations of locals as well as foreign jurisdiction.

Governing Law Jurisdiction
This Agreement shall in all respects be constructed and be governed in the accordance

with the LawE of Pakistan and both the parties i.e. SINDH BANK and Risk Associates,
hereby submits to the jurisdiction of the local courts in Karachi in any legal proceedings

and as regard any claims or matter relating to this Agreement.

Force Maieure
Neither party shall be liable for any failure to perform or observe its obligations under this

Agreement, if such failures or delays are caused by acts of God, wars, riots, strikes,

aCcident, explosion, fire, shortage of labor or materials, labor disputes, government

restrictions, or any other cause beyond its reasonable control. ln the event of the

occurenca of any of tne foregoing, the date of performance shall be defened for a period

of time equal to lne time losi by ieason of the delay. The afiected party shall notity the

other in whting of such events or circumstances promptly upon their occurrence.

Settlement of DlsPutesl

The parties agree that the avoidance or early resolution of dispules is

execution of tfre'Agreement and the success of the assignment. The F

U"rt .forts to sdttte amicably all disputes arising out of or in
Agreement or its interPretation'

lf Parties fail to amicably settle any dispute*affig. 9u.t of or in ..?nl_"_.]io: *]l!_11:
Asr,* il n t wit n i n i i 0i a; i' 

"f 
co-m m-en.f.f 

".^:H ff Upf l-1?-s.:1"P T: :I"i':3 t::
S"rr u!-iJt*ij't;;,bitrild; ;r two arQ,itr.ts$\&q t9 b" appointed .!v ea.c1 !?,11 in

accordance with tiie Aruitration Act, tsa$]vgNe.{ffiitration shall be Karachi, Pakistan

"no 
pro."edings of arbitration shall b""l$dlffirshsn'

-# /d...,.

bligation of the Contractor ' ''- C{t/
"* rr*?'t&W

L'- 'Jfr

carry out their obligations hereunder with
Risk Associates shall perfom thf'se&lHr$frro carry out tnelr oelrgalrelru Irtir.,urrusr wr

all due oilisence, lfi.i"n.v and ilililmv, in ?::?11t1^t:-y[^T:"i1y- :,;,f,,n:"i
professional standards and practices, and ihall obrerve sound management practices,

and emptoy .ppiopriite iecnnolog/ and safe and effective equipment, machinery'

materials and methods. Risk Rssociiies shall always act, in respect of any matter relating

to this Agreemeni or to the Services, as faithful advisers to tlre sindh Bank, and shall at

all times support and safeguaro tne'Sindh Bank legitimate interests in any dealing with

Sub-suppliers or third Parties' . ,t

*.lN {L"

6PLes

W
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Address: Suite 206. Level 1. Plot 1C: CommercialArea. Tariq Centre. Tarjg Road Karachi.
Pakistao

lN WTNESS WHEREOF, the parties hereto have caused this Agreement to be executed as of
the above-mentioned date

For and an behalf of

"Slndh Bank Limited"

Signature:

Name:

Designation:

Witnesees

&rpd Signature:

Name:

Designation:

1r1sg1,r.. Q2Iol - 33ESl.qz-S

JrL &

Name 'fi-Ltt)
Address .74fi*, f %'*l ,G t,

, tfu1ra'
519 1r1e. rr Bgl-afl 3&60- 1

tr{ (e+'-n f{,r.rf..,or-,n_ os:\

, (.-\!"'

I

a

For and on behalf af the

'Risk Associates (Private) Llmlted"

Address €iss Assodreo{ P"t)LhJ.


