
SINDH PUBLIC PROCURENIENT REGULA'I'ORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLED IN BY ALL PROCURJNG AGENCIES FOR PUBLIC CONTRACTS OF
woRKs. sERvrcEs & cooDs

I) NAME OF THE ORGANIZATION / DEPfi,

2) PROVTNCTAL / LOCAL GOVT./ OTHER

3) TITLE OF CONTMCT

4) TENDER N1JMBER

5) BRIEF DESCRIPTION OF CONTRACT

6) FORI'M THAT APPROVED THE SCHEME

7) TEN'DER ESTIMATED VALUE

8) ENGINEER'S ESTIMATE

Ronswalor IAM OREdET Suppod SoNices (SIEM)

SNDBTCOT(AOMtN/TO/1 352/2023

Rsnew.lol IBM ORadarSuppon Se&ices (SIEM)

Rs-'12.216.2041-

(For civil work orly)

9)

l0)

ll)

t2\

l3)

t4)

15)

ESTIMATED OD (AS PER CONTRACT)

TENDLR
1910112024 al 1100

NJMBER OF D1
(Arach list ofbuyers)

NTMBER OF BIDDERS PRESENT AT OPEN]NG OF BIDS

BID EVALUATION REPORT
(Enclose a copy)

NAME AN'D ADDRESS OF THE S
lnlo.malion Syst6m (Pvl.) ltd

Rs.11,823
I6) CONTRACT AWARD PRICE

17) RANKING OF SUCCESSFUL BIDDER IN EVALUA' FL.-]tr
-tlaza5

(i.c. li.2"d. 3'd EVALUATION BID). (Pvl.) lld

-l ur *rn
[+*,

l8) METHOD OF PROCUREMENT USED : - (Tick one)

a) SINGLE STAGE - ONE ENVELOPE PROCEDURE l;;ffi;I
b)

c)

d)

SINGLE STACE ' TWO ENVELOPE PROCEDURE

TWO STAGE BIDDINC PROCEDURE

TWO STAGE -TWO ENVELOPE BIDDING PROCEDURE

PLEASE SPECITY IF ANY OTHER METHOD OF PROCUREMENT

EMERGENCY, DIRECT CONT&{CTING ETC, WII1I BRIEf REASONS:

wAS ADoPTED i...
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i
:

{
I

t9)

20')

APPROVING AUTHORITY FOR AWARD OF CONTRACT

WHETHER THE PROCUREMENT WAS TNCLT]DED IN ANNUAL PROCUREMENT PLAN?

Ycs ll'lllNo
2I) ADVERTISEMENT :

SPPRA W€bsite
(Ifyes, give date and SPPRA Identification No.)

SPPRA S.No T00531,23,0007 01/01/2024

No

ii) Express Tribune, Daily Sobh & Daiy

No

newspapers and dates)

22)

23)

NATURE OF *"" ll ,/ ll rnr.

ENTS]
(lfyes, enclose a copy) Yesll./llNo

21) WHETHER BID EVALUATION CRITERIA
WAS INCLI]'DED TN BIDDING / TENDER
(If yes, enclose a copy)

Yes lllllNo

25) WHETHER APPROVAL OF COMPETENT A FOR US]NG A
METHOD OTHER THAN OPEN COMPETITIVE B

26) WAS BID SECURITY OBTATNED FROM ALL THE BIDDERS? Ycsll'/llNo

27) WHETHER THE SUCCESSFUL BID WAS LOWBST EVALUATED
BID / BEST EVALUATED BID (in cas€ ofConsultancies)

WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY
COMPLIANT?

Ycsll,/llNo

28)

29) WHETHER NAMES OF TTIE BIDDERS
THE TIME OF OPENING OF BIDS?

WHETIIER EVALUATION REPORT
CONTRACT?
(Attach copy ofthe bid €valuatioD report)

AND THEIR QUOTED PRICES WERE REi\D OUT

Yesll,/llNo

GIVEN TO BIDDERS BEFORE THE AWARD OF

Yesll./llNo

News Papers

30)

2/3



l2) ANY DEVIATION FROM SPECITICATIONS GTVEN TN THETENDER NOTICE / DOCUMENIS
(Ifyes, sivc details)

3I) ANY COMPLAINTS RECEIVED
(lfycs, resuh thereof)

33) WAS THE EXTENSION MADE IN RESPONSE TIME?
(If yes, give reasons)

14) DEVIATION
(Ifyes, givc

l5) vr'As IT ASSURED BY
BLACK LISTED?

TION CRITERIA

36) WAS A VISIT MADE BY ANY O
SUPPLIER'S PRTMISES IN CONNECTION
BE ASCERTAINED REGARDING FINANCING
(lfycs, enclose a copy)

THAT THE SELECTED FIRM

PROCURING AGENCY TO THE
MENT? IF SO, DETAILS TO

37',) WERE PROPER SATEGUARDS PRO!{DED ON
THE CONTRACT (BANK CUARANTEE ETC.T

SPECIAL CONDITIONS, IF ANY
(Ifyes, givc Bnef Dcacription)

l8)

Wmr*r"mr '"'ffi"1"1
t- , / 

^*,^t^ta^trar*

?21

No

No

No

No

Adii.'rx.lDiDN'tioi
S in<lh aank LlmliBdFOR OFFICE USE ONLY

SPPRA, Block, No.8, Sindh Secretqriqt No.4-A. Court Rogd, Karschi
Tele: 02 I -920 5 3 5 6; 02 l -920 5 3 69 & Fo-r; 02 I-920629 I

@E@
3/3
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-02-2024

!9!!: Accordioglr-, going lhroogh lh. Techri..UFlnrncirl cvrluilion crit.rii liid do*n lr thc l.nd.r
docrmenr. llUs Trillirm lrformglioo S.curity S!"slcmr h lh. mo( tdYt rS.ort bid .!d tcrc.
r..oDm.nd.d tor R.or$'l tBrl s..uri$ QRrdt.S'rpporr slni..l (SlEll, to Shdh Btrl Lld.

Marbarr - Procqrltr|cnt CooErttaa

(Mr. Dilshsd Hussain Khln) Chicf Finsncitl Officcr - DvP- ChrirFloi

(Mr. Arshad Abbas Soo.nro) Hcrd of Administsstioo-SvP-Mcnbcr

(Mr, Sycd Muhsmmad Aq€cl) CtiefMrnsga, lD8l. KHI -AvP - M.rnb6

Date:

Techniel & Firrncid Ptopocrb Evdu.tior Rcporl

Rcncw.l of IBM OR drr Suprrotl Service! (SIEM)

I Nlntc of lt,)curins Asorc\ sindh Bxrl lld
l Tcoder Rcflrmc. No. s\t)B (()x 

^D\tl\ 
ll) Lii::(,ll

R.n.*sl oflEM QRldar Support Ssviccs (SIEM)
.l Merhod ofProcure ml Sinule Slnce One EnveloD Biddins Proc.durc

5 Teflder Published
SPPM S. No. m05ll-234007
ErDr6s Trihrnc, Daily Sobh, Drily ExEcat (0 | /0l/2024)

Toarl Bid Documcnts Sold 0l
1 l oral Bids Rclci\ r'il (rl

ll T$hnical Rid Op6ing Datc I9/01/2024, Timc: IlrX' lloo,s

Financial llid Oplnin,r thc l9 01.:01.1- Iinu: ll(rlILMr

IU

NoofBid Tcchnicall],
Oualificd

0t

ll Rid(s) Rci!rred 0

s. ('61Oll.r.d b) aidd.r n lUng lo T.rm!
f,nlm.t.d Cc.
IR! 12.216.2(Wn

I I J

M^ ftilliutr' Rs ll.t2l.69u.
Qunili(d lln ra

Rr l92jl1/-
bclo* *iih lh..ldrDdd

Ac.rpr.d B.i6g

odlnnllscous bid
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SruOHBNNrc.- F..,5a1g

Date: 2a-92-2O24

SubJcct: CertlAcate
Conpllancc of SPPRA Rulc 48

TEIDER RET NO. SI{DB/ADMII{/TD/ 1352/2023

This is to ccrtiry that a! only onc bid lrlas rcctiltd sgEinst lhc tcndet, so Rulc 48 hg3 bccn corDptcd si(h

dehil as follot s.

Market Price Curelt Teldcr Ptice

PKRI4 ,921 ,7O2 I -
(QuoEnon Attachcd)

PKR r r,823,690/-
IBER Attschcd)

Lrta'r - Ptoa[taEet CoEEtttca

lMr. Dikhed Hulsain Khan) Chicf Anahciat Orlccr - EvP - ChaitPcEon

(Ailhed Abbss Sdrnrol Hcad of Adraini.tralioo - SVP - Mcmbcf,

(Mr. ry.d MuhsmttDd Aqccl) chicf Managcr, IDBL, KHI -AvP - Mcmbcr

M-
,24?,.w



(}fi
M U LTI LY N)<(ru

2rd'F.b,2m4
Mrjxlsg.lA$l2{tr.227loot

Mr. R..hH Mcmon (vP-151,

Slndh 8.n1.

Prlcoi for Yaat 1

MuEtvnr &r.chl Olfta: sult€ 315, 3Rd rloor, Contlnental Tr.d€ C€ntre, Block 8, clllton uAt{ 111'704'1u

Lrfrr O{ir!: P1... ,5-4, }C( Comm.rd.l rh.Yab.n-e' lqb.l, Phes! lll, oHA, L.horc. UAtl 111'70+111

I EONEGLT

l8M Security Software Node

lnstallAnnualSW
Subscriptlon & slppo.t
Renewal 12 Months

5 1 Year

11,548 1,501 13,049
2

EONEGLL

IBM s€cudty Qiadar Event

Crpacity 1X Events Per

S€cond AnnualSW
Subacrigtion & SuPPon

Renewal 12

Monthi

1 l Year

3

EONBALL

l8M Security QRadar
software lnstall Annual SW

S!bscription & Suppon
Renewal12 Months

1 l Year

Itl.m.b.dOtfc!:Offl.e12,TthFloor,GreenTrustTower,JlnnahAvenue,ltlamebed.w.b!lte:wwwmultlvniol

sr. pa'tnumber ofle.ruDet.irr otv Xl;lJ 
Torarv'ru'- H ,ffl,llji:;



Pricos tor Y66r 2

iiufUhnr f:rrcfrf Ofncc: sulte 316, 3Rd tloor, contln€nt.l Tr.d€ centq llocl8, cllfton UAtl lll-7oGll1
Hlor. olll..: Pla.a r S-A, X)( Comln.rcl.l [hay.b.n-._ hb.l, Ph.t lll, oHA' L.hor' UA lU_704_U1

1 EONEGLL

IBM Secorttv Software Node

InirallAnnualSW
subscrlptlon & Support
Ranewall2 Month!

5 2 Yea6

13,585 1,766 15,3512

EONSGTL

l8M Securtty QRadar Ev€nt

Capacity 1X EventJ Per

Second AnnualSW

subs.ription & Support
nenewal1Z
Month5

1 2 Years

l
TONBATT

BM Se.urity QRadar
softwrre lnrtall Annual SW

subscription & support
Renew.l 12 Montf6

1 2 Years

IrLln.b.d Otnc.i Otffce 12, 7th floot, Gr.cn Tru3t Tow€r, Jlnn.h Awnue, lslamab.d. w.bil!€: !4a0449!!Lgk

t{o. ol rotal vatuc - Tax - Total Prite'
av;;'-ffi* i;; rncrudrryr'e

Pari
urnbat

ori.,l,uo.r.rh qty l:;g rotalvalue- H ,Lffi;
software/Loc.l I I

:'Jr,j,:l'J:::51 
I 

i 
2Ye'rs



Pricos for Yoar 3

ltt '/ -n-
L,J1.,+
l'1 7.^

UrD

ttt b

orl /
silf

t3

6

= t3, a"t lozfz-

= !,92t,oaf u

f,tr 4=r!*lLlA=-
*luldltnr f.rrchl Orfi.lr Sulte 316. 3Rd noor, Contlnentel Trad€ C€ntrq 8locl8, Oitlon. UAli 111'704111

L.I|o't ofltc.: Plira l 5_a, )0( commerci.l xhav. ban._ lqbal, Ph.s€ lll, DHA L.hore UAN 111'70&111

Irhm.b.d Orflc.: Offtce f2, 7th rbo., Green Truti Tower, Jinnah Avenue, lrlamab.d webih€: !Au&ru!!!!I]Ir!

1 TONEGtt

IBM Security Software Node

in5tall An.ualSW
Subscription & Suppon
Ranewal 12 Months

5 3 Years

15,095 1,962 11,0572

EONB6LL

IBM Security qRadar Event

Cepaalty 1K Events Pe.
second AnnualSW

subraription & suppo.t
Renewal 12

Month5

I 3 Years

3

EONEALL

BM S€curity QRadar
Software lnstall Annual SW

Subscrlptlon & Support
Renewal 12 Months

1 I Yea15

Software/Lo.al
Support includinS l

u.t b /ryt.7/"-

4::ti:t--
4 5,4{'/ xtta
/(E L'L'l'''-

s.. parir{irnblr orftrrn8D.r.tk qtv l}:j 
rotrlv'lue- H; ,#fi,['tf;

sf. p..t umber ofierhrD"tdt, qtv i:# 
rot'lv'lue- H' 'Iffi;



Terms & condhloni

1. Quote lsvalid tillone week
,rom the date ot quote.

2. Payment Term5 wlllbe 10o%

advance annually before license

delivery.
3. Delivery Timelines I Within 4

weelG atter PaYment.
4. Prices are for software onlY

and lnaluded no Prerequired
hardware or software. Fullfllment

of prereq uirments shallbe

\l customer responsblllty,

5. Change in BOQwlll ultmately

caure chante in prices

NTNfr 1149852-E

sTRNfl 03.97-9999,208-46

On Eehall

Multilynx, Karachi

y:5
Abdul Haseeb l(han

Sales & Operations-South Retion

0312-2020555

Muhlly X.r.chl OfRc.:sulle 316,3Rd tloor, ContinentalTrade Cenlre, Blod8, Cllflon. UAN 111'704'111

t hor. Otflc!: Pla.a | 5-A, xX commercial l(haYaban+' lqbal, Ph.te lll, OHA, L.hore. UAN 11r'704'l11

Lhm.b.d Ofn a: Olflce f2,7th Floor, Green T.u5t Tower, Jinnah Avenuq klamabad. webslte: www.multlvnx ol



scoPE oF woRx

Slndh Bank h.d procured l8M qRrdar (gEM) to monlto. itt network end system ectlvity, a.atFlrt logr .nd cvents

in re.l time to d€tect surplciour meliciour b€h.vlor .nd ec.ddiruly gln€r.tes al.rt5 and notlf,c.tlon wher pol.ntlal
threats are ldentiffed. Suppo.t seMces of l8M QRadar h.s b.en €rtrred- For .cncwal ol l0l, (Ead.r Supporl
SeMcet Srndh Bant inviter blds from .uthorl.e pann.r of IBM q'Rader to submh thelr blds as per tollow{n8

Description atY

Renewal of Suppon S€rvices ofcurrcnt IBM QRadar (SIEM) solutlon
(For 3 Years)

One Rerident Entineer - l8M QRadar (SlEMl Admhistiator lFor 3 Years)

{with Minimum BSc and One Year Relevant Erperlence with l8M ORadar

SIEM Certification)

nGlpofl*nlcs fur RrCdcnt (gEfil ffir€r

!!EU-!r a@c!!-e!!lgcrped:
. furislinS SOCanalyst5 vrith SIEM lnveniS.tloni and troubbshootin&
. MaintainrnS and opnmizinsQRadar rules and correlations to lmprore datectlon eccuraav.

. lm plementing changes loslEM infrastructure as requested by the soc ieam.

. Euildin8 S|EM inf.artructure for newlocatloos/OR ritet.

. On-demand inlegr.tion of SIEM APlwith SOAR or other 5e6rrlty tools.

. Troublerhootin8 inteSrated log sour(es .nd resolvlng data in8e$ion |rsues.

. Providing technical gupport and Suidance to SOC aoahEts on QR.d.r fun<tiooallty.

. cre;ting custom repons and dashboards brtad on SOC leam needs.

Data Manarement and Backups:
. PerlomanS daily barlups ot QRadar drta.nd conllguration.
. Monrtoring QRadar ilora8e utilir.taon.nd optimatinB data retention poilcies.

. ArchivinS historical dala accordin8 to bank'! co.npllence requirementi

. T€sth8 end verifyrng disaster recovery ptocedurE for lhe SltM environment

ACCE&!4.8c!peE!!!!!!s!:
. Staylnt up'tcdate ofl lhe latei *aurlty thraats and vulnerabllitle! rel6r.nt tothe ben*lnglndunry.

35 Months

I)

. MaintainlnS event curtornaretion u3ing aent ftapping and event parslng.

. MonrtorinS the impacl of deploFd ncw log roir.ces on QRadar performallae.

. CollaboratinB with Einl's lT team for integralaon with oih€r saaurity infrastructu.e.

. EscalatinS criticalissu6 related tothe SiEMtothe de5lgnated pe.ronnel.

. PossessinS certification in IBM QR.d..SIEM acrtiticadon.
rmin8 othe, duties as required by the 8ank, wath a fo.u5 on SIEM manaSement and support.

Resldert Entlne€r: 09:00 aM ro 5:!o pM tlom Mo.d.y lo Frni.y.

or en ri tlmin3r due to any cmel8rn y, p..rlision mt]rt b€ obtai.€d l.om oso)

Faz s.
DvisionAVP/OFralin Div.

1\lcnrbel\ - I'rocrr(rrcrl Conrmillr(

(Mr. Dilshad llusssin Khan) ChicfFinancill Ofiice' EVP - Chrirp.rsort

(Mr. Ar$ad Ab66s soornro) Hced olAdminisiliqt-SvP-Mctnbcr

(Mr. Syod Muhunmd Aqeel) Chicf M.n.g.r, IDBL, KHI -AvP - M.rlrb€i

,rQz-a^
-+v



m f r 7,'/A'u*,
$trf "*

,*-
SVP/ I.T. DivisistvP/ Finsnc! Division

M.Eh.rt- Procorrn rl Co]ol[Ill....

(Mr. Dlsbsd H6ssin Khsn) Chi.fFinrncirl Offc.t - EvP - Odtp..sdt

(Mr. Ar$0d Atihas Soomro) Hcad of Adninifrtioi-SvP'Ma,ber

(Mr. s!,cd Muhrrnnad Aqc.l) chicf M.n.8.r' IDBL. KHI -AvP - Mqnbcr

Eligibillty Criteria
S, tlo. eequirite 'Evidcnce aequl.cd to

be att.ched
coftpllance / P,oot

1

Minimum 03 Years in business in

the relevant field

letter of lnco@oratlon /
Company Registration

Letter/ letter or
oeclaration of

Commencement of Bu5iness

/ NTN.
{attach arAnnerure "1")

YCT

2

Turn Over in last

3 Years should be at least 50 mllllorl Audit Report / Tax Return

lattach ar Annexlr!'2')

t/-
YCg

3 Reglstration with lncome Tax, SRB

and sales Tar

NTN, SRB & GsT

certificates
(a$aah asAnne&re "3')

l,/'
Yeg

4

Eidder should have 03 Years [xpe.ien(e in

lT Security Solution and provide Support

Services of IBM QRadar in atleart three
benks ln Paklstan

Anach Ooaumentary

Evidence/certif icate/sLA
(attaah as Annexure "4")

l,'-
Y€s NO

5
Eidder should have deploved the l8M

QRadr SIEM solution in at least Three

Banks ln Paki5tao other than Sindh Bank

Attach Documentary
Evidence/certificate

(an.ch a3 Annerure '5')

1../
Yes No

5 The Eidder must have at-least 3lBM
QRadar certified professional rcsources

for the IBM QRadar SlEM solution

Attarh CV Bnd C€rtification
lnformation with
Certification lD.

(EttaGh 19 Anncryrc '5'l

a/

Quol,fied 1' usqwlvl"d

I



'IFinancial Proposal For Renewal of IBM QRadar Support Services{SIEM)l YTISS

1.4 3 Year Price Summarv

STGilA+U+I

Herd - AdmlflU

Member'IDBL,

D!tei

Sales Tax 13% 195,000

1,695,000

IBM Ll.enie Prl.es

IBM Qradar Licen5e Price5 - Year 1

l8M oradar Licen5e Price. - Year 2

Year 1I Lot

I 3 I IBM Oradar Li.ense Prices - Year 3tt

I 1r
-.-

I"
lnclusive

,ot

ot

Local Suppon Sewlcet

Software/Local Support includinS 1 x Resident Engineer - Year'1

5

t\
l6 Software/Local Support including 1 r Resident Enelneer - vear . t 

I

Software/Local Support includinS I x Rerident Engineer - Yea I

1

R3,l,flrsr(n

Rr. 1,595,000Year 3

Totll P?ic.3lln.luslv. ol t.re5)

AJt q,c ! c'{Z = ld/ tast 6Q4>,,=

Terms & Conditions:'rtL {* Llta- = l, l1{, oa/P
Prices quoted are in usD ahd varid till 90 days f ,*r;#lr#m'-
Prires, part numberr and de5cription for subsequent yeart (Year2 and Yea13) for lB

are indicative/noh-bindinS and are subject to chanSe contingent upon produd/ser

and approv.l from OEM5 et..

Page 4 ot 5

l

uso 10,699

uso 11,759

usD 12,946

U5D 35.415 ,('69

Year 2 
J

ve". r I

- --ler (usD) 
|

IT];

CopyriSht O Trill[rm lnformalion Secudty sysiems lPv! ) tld. Allrights reserved.

o' T:'ff" ,t.lli,iig

q* TI#" 'r.iJl'fi+
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ATTENDANCE 5HEIT
8ID OPENING ,
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k==H++3E r-'r*,k-r

,o^ 11116;,ro, orQcne ue t "/2gpl OP.A,{Tayt S.ttt<"s (s5irt) fir37t-.<.
Pray'. ss...,. / 9ru;,.< 11X

Q. s :-/;. / f , ;a--. k, o..o;: ;
5.No Company Neme Neme ol

Cornpany
Representative

Contact
No.

Company
Addregs

SiSnature
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,,,.

Head ofAdministratlon

ChletFinrn<iel Ofti(er

Chlef Mah.ter (tDBL)

tl
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SItg>HBntvrc
k-*#.a.',lH,

PURCHASE ORDER

PO No: 16042024

M/s Trillium Irformadon Securicy Syslem PVT LTD,
Ofic. lo,h Floor AWT Plaza 5 th. Mall,
Raealpindi Patktan.

Date: I6-04-2024

R.n.wel ofIBM ORrd.r Support Scrlc.. I SIEM l.

Dc Alt,
WitI Refercncc to thc T€ndcr Bid SNDB/COK/ADMIN/TD/ 1352/2023 DaEd l9-O1-2024 For

Ren€wal of IBM QRadar Support Seryicls ( SIEM ) at Sindh Bek Ltd Submitt d by ]ou. Aftcr dctlil
reviee thc Sindh Bark ltd Mahag.mcrt is pl.a5.d ro inform that your T.nde! Bid k ac.€pted

S,Ilo,

L

Renes'alof IBM Qradar Support
Services (SIEM)-For First Year (As per
Financial Submitt.d in Tenderl

\0,699/- 286/- 3,059,9t4 / -

2
Software/ lrcal Support including x
Resident Engineer For l-Year(As p€r
Finarcial Submitted in Tenderl

1,695,000/-

Total Rt 4,754,9L41-

t ra. t Copdtttona

Above Prices ar€ inclusivc of all taxed.

'4.24
vP'l/lS Div

n4,/t/
Atr /"'
H.ad of IS Div

-/Z/AKr
s. Ata Hussin(-Y

EVP/H€ad of IT
S,

AVP IiNrr D,v

S|NDH-&\NR I tqrTrD UAN ,o2.lll..lll-225
HE^D orHc! rHoNE :.02.2t.15i29j)b
JRD fLOOr" IlD ER^l rON H JUs r J))-.2I .)t8Jrji4
AIDIJLL4H IHAH CHA2| RO^D t^l .91.1'.158?05{l
LUFIO! KAM(H1.75600 WtB ,v\N rndhbanrhd co.n

1.t /.t 
' 

qLtl
r:ti

1.4"t
.,,,*"l, U,Jyarr, ira

ry'l - ar--4./,,iit, t.l,,e,ail



Fi :r.ij.l I:::i ::J ":,J- :::r lj::j; illl ll I tfrNt I lt tNNt fill wt

NBP-0002-2404r60004435015
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SERVICE LEVEL AGREEMENT (SLA)

Sjndh Eark Llnritcd, a b.rnkLng conrpany incorp.rated under the lav/s ollslamjc Republic of
fakist.ri, hnli 8 Lts rcgrst$cd 0ffice at Bas.men12 Floor, Federation House, AbduUah Shah Ghazi

Road, Clifton, K.ra.hi 75600, PakistaD (herenrafter refel].ed to as the "SBL", which expressiorl
$t(r( tliccont.rr sordrrirs shalliDclude its successors'in'in terest and permitted assi8ns) olthe

This service level Asreement f'Agre€manf) is mad€ at
ll a ,i^, or tk; I . 2.21

BY AND BETWEEN

rhis

is "Parry")

'lrilliu lifornlatlo sccurtty Systems (Pvt) Ltd, a company incorporated und€r the laws ofthe
lslan\ic Republic ol Pakistan and Mving its regist€red orfic€ at 1oti floor, AlvT Plaza, s-The Mall,
Rawrltindi, Pakistin(hereinafter referred to as the 'TISS') which expression shall be deemed 10

AND

lnc[de iis succrssors-in.irrterest and pennitt€d assigns ofthe Olher

(SBl-and TISS Drny rifter collectivelv be referred to as

,0, fi' ,,rr,--!,L
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A 5BL rs rbankinB conrp.ny desirousofhjrint thesewices for IBM QRadar Renewaland Lo.al
S!fpor'rscrvi(esthr,ghResidentEngineeraslistedinAnnexureA("SeBl.es");

ll llSS refres€tri.(l that rt has the requisite.esources, necessary infrastructure, approvals,
skills ;rnd TISS is fully aLuhorized, have all necessary approvak and licens€s to perlornr the
reqrired Servi.rs. irrd hasagreed to provjdethe Services to the SBL;

C Basr(l oo thr reprts.Diation ofTlSS, the SBL has agreed to avail the Sedices from TISS on
the rrrDs and (rni(iitioos ns ser o t in rhis A8r€ement,

NOW, THEREFORE, 'lHlS AGREEMENT WITNESSETH and rn consideratiotr of the nrutual
covetrlnrs.ont.ined herein, rhe Panles do hereby agree, undertake and declare as under:

1, INl'IiRPRETA'I'IONANDDEFINITIONS

f,f,clrars

WHEREAS,

rl

1.2

lr thrs Agrtctrr!!1, utrltss thc coniext otherrvise requires:

Rpre,en.es to (:L{ ses and Appendices are relerences to clauses and appendices ol thh

words irrportinS otre eender include the other getrder;

'i li 'i ti\ rt tr.'.t ',\ n.ir,d. hodres.orpor.r..firnhr d unrncorporatedarsncralror'c,

'lhe sir8ular ir.lu(les the plural and vice versai

Iter.rences td .ll .r any part ofany statLrte or statutory instrument including any staNtory
Jlendnlent, uro{Iiication or re-ellactnrent in lorce fiom time to time and reierences to any
st.rr i( lilcl11. rr\ slatxtoryinstrun]entorregulations nrade under itj

'Ihe rec t,rls to this Agreenrent shall forN an integral parr hereoi; and

The headines in this Agreement are for the purpose of.efe.ence only and shall be ignored
in rh, r.rLYpr.ri,rx, olrhis Agreem€nr.

ln rI15 ilrcenrcLrr. (nl.ss the coDtexr otherwrse requi.es, the following tenns shall have th e

"Agrocrrcrl" '\ ,lFf.,rpd rn the prean,ble:

"CoDtldcrtial lnlormatlon" is denned in Chuse 5:

"rorce M.icurc [v€nt" isdefined iD Clause 8;

"Partles is detlned in the preamble;

,Party" 
is dcfin.(l ,n tb. pr€amble;

"Pny ent Schedule" rneans the aggregirte chargos for the Se.vices catcul.ted in
r.cor(lin.o rrd sct out in "Annexure B" ofthisAgreemeDti atrd

''Selalces nre.rns the services to be provided by TISS to SBL Lrnder this ASreemenr as set
out in d.tiil und.r i Auexure A" ofdris Agreenrenti

ltliM AND l tiR!ltNATtoN

'Ihis lsrecrtr(rl shau b€ deemed to be effedire
fl'll force and efect up to]4=!r:r!:j.L
tu,the. two years with mutual consent of botn
cirlnr l).rty i rc ns ol clause 2.2 below.

&
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4.5

2.3

3.

This Atreemcrt nuy be terminat€d by either Pany by givinS sixty (60) days priorwritten
notice to the other Party- However, SBL may torthwith ternrinare this A8re€ment with
6tteen (1sJ days prior written notice wirh / without assiSning any reason(s) or / and upon
the occurretrcc of any one of rh€ followirt ev€nts, whhout preiudlce to any of,t5 rt8hts
L'nder this Agreenrent orany appljcable laws:

2.2.1 any petition being presented, or a resolurion being passed for liquidation fwhether
conrpulsory or volunrary, nor being merelya votunrary liqutdation, for rhe purposes
ofrD'nlganration or reconstrucrion) or insolv.ncy or appojntment ot receiver of rhe
issers or uDd€rtaking or any partthereotofTlss; or

2.2.2 TISS suspends its business or loses rhe riSh! to undertake the Services ofbusiressj

2.2..J T|SS ruspcnds paynrenr of ils debrs or admits [or is deenred to have admitted) irs
irnt,ilitv to pay its debts; or

2.2.4 TISS engages in any condu ct prejudicial ro the image andgoodwillofSBL

2.2 s TlsS is delisted by any regulatory body o. barred by any r€Sulatory or governing
suthority oilhe SBL.

ln the eveor ol any material breach by either Party of its obligations hereunder, th€
l)reaching parry shall have thirty (30) days f.om receipt of nonce from the non-breaching
pa(v to re.tily rhe breach afterwhich time this ASreem€nt shall stand terminated.

24 Upori tcrnrn rio feidrer Parry shall have any righrs nor obligations ro thc orher pa,.ry
except as stnted in this Agreemenr. However, all rights and obligations accruirg prior to the
dale oftennination shallcontinue ro subsist.

sIRvrcEs / oBLrcATroNs oF TIss

'l lSS shall l)rovirle'the Services as s€r ourunder"Annexure A" attached hereto.

PAYMENTl'ER]VS

4l ln considc6iion ofthe covenantsand agreements ro be keprand perfornred byTlssand
ior tlre l:rlh rlDeribnnance ofthis Agree0rent, SBLshalt payand TISSshaI receive and
a(cept li)r the Servr(es furnished by TISS under this Agreemenr as per.An exur€ 8,,

It is .xprcssly a8reed between rh€ Parti€s that the payment ro be made by SBL to TISS for
th. SeNices rcrdered shall be fixed durinS the period oliritiat one year howev€r, for e.ch
subsquenttuIcwalforperiodoftwoyearsaftercoorpletionotoneyearservices,thel?res
rrr.ryberevisc(l rvath n)urualconsent.
All or aDy pirynrcnt(s) to be made by sBL to flSS shall be made subjed to deducrion of
apphcable taxes and levies.

581 shall be entitled ro set offagainst and dedLrcr and recover fiom any fees or othersums
payahle hy SBL to'llSS at anytinle, anytax,lery or orher a mount whatsoever wh ich mry be
requre.l to tre dedncred by order of any Court / Authority or under any tar, now existenr or
t!hlch mny .ornr into existence durirg the currency oirlis Agreement as wett as any and atl
an'ou ts r\4!.h nrry be or become payable by TISS to SBL under thjs Agreemert or

'lhe payntents to be nrad€ to TISS in rems ofthis Clause 4 shal constitute rhe entire
LInlliuerarior to llss irr connection with the services provided under rhis Agreemenr and
rflrh(r l lSS rxir its personnel shall accept any trade conrmission, discount, attowance or
rndircct paytrrcnt or other consideratjon in conncctjon with o.
or to thedischarSe ofthe Services hereunder,

,M e9\ l)
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5. CONFIDINTIALTTY

5.1 Any / All iltornratiotr concernirrg SBL which is provlded to TISS and vice versa rn
cotrnection lvith this ASreement ('Conndentlal hformatlon"), shall b€ kepr conlldenrial
by

l-)th.r Pnftv. its irlllliales, agents, advlsors, directors, offic€rs, or employeesand, withoutthe
prior written .otrsent ofthe other, each shallnot:

5. l I d Lsl ribr r e o r d sclose any of the Con fidential lnformation in any manner whatsoever; or

5.1.2 peff)it aDythird party access to the Cor|dential Information; or

5 1.:l I s. th. (irrtid(nii.l lDformation for any purpose orher than as agreed in prior wriring by
the P;r[Y l,rov inS th€ informatjor

5.2 lI tle er'.ot tlrJt the receiving pany receiv€d a request to dlsclose all or any pan of rhe
Cor)fidential l lornration under the terms ofa valid and €ffective subpo€na or order lssued
bv ir Corlt ol corrrpetent jurisdiction or by a government bod, the receiving third party
agrees k) protrrt)dy notify th€ sendinS pariy of the existence, terms and circunlstances
sunlr'n(ting such a report, prior to disdosinS any such informarion, so that th€ send,ng
prrry lnay seek an appropriate injuncive relietto salegurrd the Conlidcntial lntormation. ll
the re.eiving lrir'ty is compelled to disclos€ any of th€ Conlldential lnloraration, it will
drsLlose ,)nly thxt portion thereof which it is conpelled to disclose and shall use lrs besr
ellorts ro obtrin .n order or other reliable assurance that confldential treatmenr will be
i(corded b thr CoDfldetrtial lnforniation so disclosed. Confidential Infornration shall not
,ir( lud. rDv iDli, n.rtkrr which:

5.2 I his treftnDe geDerally available to $e p blic through no fault or action of the re€eiving

5 2.2 ,s rn tho posscssior of the receiving party prior to the date hereoi provided th.t sLrch
irrlbrn)alron is 1lot known by the receivirg party to be subject to anothe. conffd€ntiality
lSreernenr aDd liilthcr provided that such informat'on was obrained independendy and
!vrthout the assrstance ofthe sending party; or

5.2.3 ls or brcomes ivailable to the recelvlng pany on a non-confidential basis from any thi.d
pirty, the disclosure of whlch to dle receiving party does not vlolate any contractual, legal
or iducLrrv otrligition such third partyhas tothesending party.

5 3 Wrihoul li ritir)8 the Seneraliry of the foregonr& neither Party will publicly disclos€ dre
r\isrcrce of or rIe terms olthis Agreemenr without the prior wrinen conselt ofthe orier.
ljurthemrore, ncither of the Parties will make any use of Confidentlal lnlormation of the
otler Pirtl,ercepr as contemplrted by this Agreement; acquire any ri8ht in or assert any
lien igaillsr thc (lisclosint party's Confidential lntormation €xcept as cortemplated by this
r\grcenrflrr: or rr'ltrse to promptly return, provide a copy oF or destroy such Cooffdenrial
lrn)r riti,)n utr'r thc request of the disclosing party, save for lvhen destructjon of sL,ch

rnlorDirlior r,oukl rcsult in an inrpednnent in the receiving parly s perlonnance of this
l8reenreni. ln sLrch an event, the receivinS party shall promptly inform the disclosing party
ir writin8 ol its irability to do so, state clearly the reasons th€reof and the time pe od in
which the requesi will be conrplied with. The obligations of confidentiality herein shall
rel]rrin rr tull tin.e Jnd eff€ct during the lif€ ofthis Agreement and shall survive for three
yein ir'orn thc (liltr oltermination olthis Agreement

6. SBL',S OAt.tGAT|ONS:

6.1 Slll, shall cxtcll(l all possible legitinrate assistance aod resources to lacilitate TISS to
prrl,)n ih. sut,tul as outlined in thG Agreement.

.,\
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11.2

7.1

7.1

t-.z

9.2

8.3

LI]\4ITATION Of LIABILITY AND INDE}INIFICATION

In ll.,, evplr ,it .r \ Lrearh by TtSs of ils obLgdt)ons, warrant)es and / or responsrbilities
under this Agreenrenr, rhe TISS shall hold SBL, irs subsidiarier afiitiates, officers, direcrort
enrployees ind rcpresentativ€s harmless and indemnifi€d lrom and against any and atl
losses (includirB without linitation any persoDal injury or death otany p€rson), da uges,
clrirrs. cosrs. liabiliries, Fyments and obligations and all expenses (including without
linritltion re.sotrable letal fees) incurred, suffered, susrained or.equired ro be p.id,
dirc(ly Lry or souglrt to be imposed upon SBL or its subsidtaries, amliates, officem,
d'rerioB, cn)ployees atrd representatives

TISS s[nll rnxi iarn dre hiShest prol€ssional code ot conduct jn irs dealings. TISS, its
partners. enrployees, contraciual staff etc. shall be responsible for any loss, delay or
in.orrvcniencc .lused to SBL by an act, onrission or regligence with respect to rhe Serrices
inLl 

'lisdosurli otCo fidenrial lnformarion or breach otany ofthe t€rms otrhis Ag.€ement.
l his rs sitlrtrrt prrjudice ro any other righrs avaitable ro SBL u der this Agreenreni or a y
orhtr atplirJt)le Irws.

wrdrnit prejudice to the genel?lity olthe other provisions hereoi SBL sha nor be tiable o. .

.esr)onsil)lc rn ry nrann€r wharsoever in the evenr ofany personatitrjury, irclud,nt d€arb
ca!scd du. to tIe provrsion of TISS Services or tor losses, claims, damages whaLsoever or
hossocv.r crus.d, legal proceedings (if anyl, arisinB direcrly or irdirectly in connection
$'ith thc ScNi.cs. Notlvithstanding rhe generality ofthe above, the SBL €xp.essly exctudes
linbrlrty ibr .l.rn)ed consequential loss or damage or toss of profit, businesg rev€nue,
goodwill or Inlicipijted savings.

FOlrcE MAlruRI

Pafti!s sh.rlL n('t he liirble nor responsible lor ! y non-performanc€ ofany obligarion or
losscs rrisinit out olnny delay io or interruption ofthe performarc€ otitt obtiSarions under
thrs Agl..,enre r .aLrsed by any cause which is beyond the affected party,s reasonable
control, incl ding but not limired to, ads of Cod, act of governmen tat aurhorlry, act of rhe
p!blic eren)! or due ro war or rerrorism, the outbreak or escalarjon ofhostilities, riot, civil
oI'rnorior, rsr -ection, labour dimculry in retarion ro a rhird parry (rrclodinS wirhour
lifritlliorl,:rrv slrike or other rlork stoppage or slow downl, severe or adv€rse weirrher
con(lrt.ons, conrl)ru ic.rtiolts lire lailure, o r other similar cause (,,Force Maieure Event"l.

UpoI dre haplening ola Force Majeure Event which continues tor more rhan tourteen (14)
days SBL rrry rlect ro tenninate this ASreemenr with immedi:te etred or suspend the
pc, f,ul.rn.c .l rhis Ag.eement in whole o. in pal1 ior the duration ofrhe force Maj€ur€
Elrr! lr tlr. evonr of te.mination, th€ Pirties shalt selrle a oursranding anrounts owins to
Il , .,r'Fr r rr.c'li rcly p or to rhe occurrence ofsucl Force Mrlerrre Evenr.

Itheevenrthirth€SeryicesoranyprrtrhereofissuspendedonaccountolaryForce
Itl.rjcura Ev.nl, rro iees shall be payabl€ pursuant to this A8r€enrent tor the Services or ary
pafl thereof rlrcughour the duratjon ot such event but SBL shall conrinue ro pay i;
.rcenrdinc. lvith Chus. 4 for all outsrandirg amoonrs and all orher char8cs bilted for the
SeN n:(\ prc.cdinH thc cffective dare ofsuspe.sion.

I\4EDIATION / ARBITRATION / DISPUTE RESOLUTION

Th. l,.rrtirs ext)rcssly a8ree that the dispure senl€ment procedure mentioned in this Ctause
8 sh.,ll trc n ( of(lill()n precedent to any a(ion oflaw.

Ary rnd every dispnte, difference or question which may arise betw€eD rhe parties ro this
A8rernrellt sh llb€ f]rst s€nled by the Partiesby an artempt at amicabty setttint the d ispute
through nr tu!l negotiations-

tu
&
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9.3 ln crse the drsp(tes. differences or questions cannot be so senled amicably or satistactorily
lry corrusponde[cc or by murual discussion wiihin rhirty (30) days after receipt by on;
Pa.tv of the odrer Parry's request for amicabte sert)enenf it sha be ref€.red ro med;ation
belbre r CEDIr l(credired Mediaror at rhe National C€nrr€ for Dispure Resolution INCDR),
Iorn erly know,!.1s Karachr Centre for Dispute Resotution tKCDRi. Med,aflon Droc;edin;s
sh llbehe.d JrKir.,hiandwillbe8overnedbyrhemedtationrutesofrheCenrr;.

lrr case dre [ledi ion fails, the dispure shall be reierred to Arbitration in accordance with
the A.bitration Acr 1940 and any applicabt€ rutes nrade the.e under tor the time being in
lor.e, ior rhe eqn(nble decision of two joint arbitratore, on€ ro be appointed by €ach ofth€
Pirties, and lailing agreentenr between the arbirrato.s, to rhe decision ofrhe umpire, ro be
.ppointed by thc arbit.ators before ent€rirg upon the reference. The alrard rnade by such
.rbirrntors or rIe umpi.e, as the case may be, shalt be Iinat and bindinS on the partj;s. The
venuc ot d'e i'rhinrrion slullbe Karachiand rhe arbitration proceedingssha be conduded

covEnNrNG r_Aw AND IURISD|mION

Subl.ct io Clars.9 above, thisAgreement shaltbegoverred by and consbued in accordaoce
lvith the laws ol lslanlic Republjc ofpakjsran. tn retarion lo any tegalaction or p.oceedi.gs
irisi,'g dUr ol or in (onncctjon wirh ihis Agreement, €ach ofthe parties irrevocabty submL
rd .i!il I'rlsdlcrrrl ofrhe comperenr Courts otKarachi, pakistan.

SEVERAAII,ITY

li ary provision ol this Agreenrenr is held invalid or otherwise unenForceable, the
eDtorceability of the rcnuining provisions shatl nor b€ impaired rhereby. tn such case, the
P.lnes 9Fll nr:rkc every effort ro reptace the ineffediv€ provision wiih a new provision
which has the sinrc effect, oras approximatean effect as possible asthesaid proviion.

THIRD PARTY RI6HTS

A perco who ls or a pany to this Agreement has no righr to enlorce anv term of this

NOI rCES

ADy troti.c or otlrer communietion 8iven or made or in connection with rhe nraters
coDrenrplated by this Agre€menr shall be in wrltjng and served ro a party at its address as
specilied in this Clause 13(or any other addr€ss ,t has notif:ed ro the orher partv in
.,rordaIm lvrdr lhis Clause t3) rs tollows: by hand: by regrstered post. or by o;her
elecrronic rnerhod ot communication agreed in writing from time to iinre betw;en the

Notices or corJlrn nicariolls sent by regjster€d post will be deenred to have been serv€d on
the d.to thit sn.h nrail k delivered or delivery is atrempred, Notices or communicittjons
sent by rix !\,ill be deenred to have be€n served on rhe day ottransmission iftransmirted
betiire 4 {l0p r in the rin)e zone oirec€ipt but otherwise on the next day. tn aI other cases,
roti.os l (i .onuILrnicatjons wilt be deemed ro have been served on the day when rhey a.e

13.

13.1

t3.2

11.

12,

10.

h
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13.3 Notices to Trillluln lnformation Securtv Svstemsshatt be senrto:

Att€ntion: Mr'. I{ahir Mohsln Shelkh
Address: 10,r noor, AWT Plaza, s.The Mall, Rawatphdt.
Phone: 03otl 5200001
Emall f r.t!' r!!!,lr ! rllrJose..o.r

Eoth Parries warranr to each other tha! thEy have duly obtai

NlLlrrlllsllllllllank Limited r"sBI "l shall be sent to:

^llcnrion, 
/. /?*t..,t na* /!tr>')ii,:"* s:+@ a-..r2 -tr, L*.r.- y'L-4 /..J, r,,.+- 4 '

Phoie: o 3.19 - ) 9. tl a4
rn.rt,-QL*-*?7.1.1-Lz*t.a^

74, AMENDI'4ENTS

'lhis ASreer)renr rray only be amend€d / modiff€d in prior writing and signed by both

15. TISS'SIJNDERTAKINCS

15.1 l-lSS agrees aDd uDderakes rhat:

(n) Ii shall supeNisc and direcr dre perfornrance ot Services competently and emctently, 
_

dcloring such ittenrion thereto and apptying such skj s and expertise as may be necessary
ro fcrfollrl lhc S!rvices in accordance wrrh this AgreemenL T]SS shall be solely responsibte
ror the nr(ans, rrthods, rechniques, sequences ard procedures used and to se€ that the
Services, i!her) conrpteted orfinished compties accurarety\rjth thet€rmsoFthis Agreemenr;

(b) lt shall exer€ise irll reasonable skill, care and ditigence in the discha.ge ol the Services
agreed to be perlbrnred by it under thk Agreemenr. I ir the performance ofthe S€rvices,
'liSS Ias a dis.rotn,n exercisable as berween SBL and any third party concerned, T|SS shatl
.t!r.ise its dis.r Itron f.i.ly;

(.J lr shitlin allprotcssionalmatters actas a fairhtutadviser to SBL;

[dJ ]t shnll r.tiriD full resl)onsibilty for rll tle Services which jt is committed to render !nder
th s A8reenrent;

(el lt shrll givc .rll nolrces and compty wirh attth€ taws and r€gutarions apptjcable to lurnishint
rD(l plrrrorr rncr ot the S€rvic€s. SBL shalt not be resporsible for monjtoring TtSS.
coDrplrance \1/itI any laws or regutatjonsj

(r) 'ltre Sen.ices will be carried out by professionals qualjfied to perform ir a timely and
elllcientnr;rnr)crx d with all reasonable skjlland care;

(g) lt lvill eDrploy sIch r)llnrber ofpersons as nray be required for carrying out and discharging
otrliS.tions, duries and responsibiliries and tor providrnt adequare, eff€(tive and emcienr
Services. All srch persons shall be direcrly emptoyed by T|SS, who shalt as emptoye. be
directlyand sok'ly responsibte forallsuch €mployees and personnetandfor the payment of
I heir tvascs s.rl.r ns.trd orher benefits: .nd

(hl llSs. irs enr ploy!'cs .r r) d sub-TISS (ifany) shaltresp€ct rlre taws and customs otpakjstan.

16, WARMNTIES AND REPRESENTATIONS

16.1
_ .'plrov.rls from their respective (ompetenr

l].,., d4 LP tu
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16.2 Each P.rty rcln.csents and warranrs ro the other parry lhat netther the execurion and
dehvery olthrs ABreenrent, or the consumnratjon oltheiransactions contemplated herern,
will viol.r! ,,r.ortuict wirh: (a) its consnrudonat documentation; (b):ny mareiial provtsron
oliny asrectrrcDr or any other niarerial restriciron ofany kind 6 whi; it is a p;rry or by
lvhich it is bound; (cl any material statur€, taw, decree, regularion or o.i". of 

""ygover.n)ental author,ry; or (d) any arEtrgemenr whereby it has not paid ary colateral
arnounts n) thc other pa.ty or any of,Ls omcer with regard to theiward of contract
h..eundcr or iis perfornatrce_

l6-3 Eorlr PafliL's wittuse atlr€asonable care,skilland diligence in carrytng oul their obti8arions,
duries an(l res p onsibilities Inder this Agre€ment.

16.4 Any i d xlt i t.Iechratproperty rights (tegatand beneficiau accruinS and anributabt€ ro a
Pnrry d rinS thc course of pertormanc€ of its respective obligarions;nder this Agreement
shallvest in rnd with that parry.

16.5 La.h PaIy r,(,Iresflrrs and warrants to the other party that ther€ are no material actions,
legrl

o. irdDrinisrrrriv. \,hich adversety aflects irs abiliry to execute and perfom jts obtigations
und.r tlis /\Er e.nrLart.

16.6 TISS a.ktrosledges that SBI has enre.ed into rhis Agr€ement on rhe basis ol rhe
rep, rsertations rnd undeftakings made byTlSS throrghoufthis Agreenl€nt.

17. USE OFNAMES, LOGOSANDREPORTS

,8.

18.1

l,ihrs u ,.r$,\c req,r,rpd by thrs Agreenrent. none of the pa res shs use, or discjose to
rlr rd p.n rr,\. th( .rrnes, logos or r€ports of each other without thc prior wrillen consent of
the concerlre(l l)afty.

INTELLEC'TUAL PROPERTY

lrl.2 Without l)rciu(ii.c ro rhe other provisions oa rhis Agreenrent, any infringemenr otI tellechr.r proprrty righrs by T|SS in resped ol any such items sha 'be 
de"^-.a to U" 

"n'atcria l)reirch ol a condition of rhis Agreemenr and shatl entide SBL to termjnate ih)s
,\tr.ctrrenr ti)rrhr!ith uporr prior $rirten notice to TISS.

I9, I]A[146[ 1'O PIRSONS AND PROPERTY

l9l TISS shtill indernniiy, deiend aDd hotd harmtess SBL, a personnel ln the seryice of SBL and,.i.Irp,r.,\.,n,1 slarphotders dSainsr a losses, expenses, Iabrtitres ar.l ctdims for anv
I'v ariy TISS enrptoyee ar rhe SBL tounges or persona.iniurv includrn;.'F"rr ol . ir'l'lSj e'Ipluyee. or dama8e (o anr SBL froperry wharsoever whi.i ,ru 

"r,r;.It,ta.,i,..,Isequerceof(heoperatro.rotrheServlces;asw€jt 
as agarnst alj :ta;

dclr/nd.. c,\rs.. Ilrr8es and expenses, wharsoever rn respecr ofor in relen;n thereto.

Itl.2 SBI- or xny pcrsonnel tn the sel.l]ice oISBL and its directors and sharehotders, shall not beli.bl. ru, 1,r iri r(spe.r of any damages or conrpensation wharsoever payable ar law oroiher,lvin.,rnst,c(Ioforinconsequenceofanyaccidenrorperso atrn,ury'includinsdeJth
oiaiy work,),(r) or other person in rhe emptoynrent of.I.tSS.

TISS a8rees it shallnot use anyofSBLb
pat€ntr desiSns rnd oder intellectuat
(onsenr orsBL.

\.COMPI,IANCE WITH LAWS

namer logos, trademarks, trade secrets, copyriahts,
properly righls withour the prior express wrtrt€n

19.3 Nurwrlhst. rdrng , rythrng conrrary ro the arorpsdid provrsrons, if rhe desenared Dersonnet
'lf.\S,,.r.,Lrl,t'toDrovidetheservicestosBLtormorerhantwofZ)co;ecr,lr:,;;;;;;;
.'r,v re.ri.,r wh. \oever, rhe TjSS will hdve lo inrmediarpty Oepr:te ortrer desrgnateo
personnel ro pr1)vtde such Services ro SBL aDd suctr designaid pirsonua Aratt coirtiriue
I)ktr,idIrE su.h s.Nices on the ternrs and conditions rnentioned in ihis Agreentenr.

,, . .,,.i....$.r., a tJnIri..,rrn r.ru<. ordrnrrr,,r r(rrtrtrorr<. concerning'Fl
'. ;.i, '\.. ,., enrploy.r w,rh rFrdro to rtrlti#tih. s,1te(v an,j.;
' \,,\.,,. i,,runr.r,r ronrlrt pro,.rrerne totrcquildpirmrt.;ertii:(4

:...: 
).

!\,(\.,,. i i,rcnlIlc ronrn(, pro,.rrerne tot rcqurrcdrurm[s.certii:(
i,\t,.rrr.,rs,rulrgrt,epcrrormrnceotthrsAsreenri,6, B_ . -,,

n44



21.

221

RIGTITS 1'O AUDIl' AND INSPECTION

TISS .rgre.s, upon prior writt€n reasonable Dotice, to allow SBL, irs auditors and/or
rcgulators (includinS Stare Eank olPakisran), to inspecL exanin€ and audtt any operariooal
and business records olTlSS which ar€ directly relevant to the Servlces as ser forth in this

TISS III4PI,OYEES

lr is sprcincally agreed and understood that th€ r€lationship between SBL and T|SS is of
purcl'.rser ind seller. Neither the TISS is an employee ofSBL nor any ofthe seNar! worker,
or personnel employ€d by the TISS in r€lation to this Agreem€nt shall be deemed ro be the
crrrploy€o, or worknlan ofSBL for any purpose and vice versa.

22 2 'rhe 'l'lSS nnd its enrployees/srarf shall be bound to comply with and adhere to atl Safely
Rules and Regulirtions enforced by the SBL as well as per applicable of laws while
perlonni!lB the Scrviccs.

22.3 'lhe-l'155 xnd its e )ployees/staff deployed to perform Servjces shatt be subject to th€
st.n(larl\ ol .ondtrct set forth in rhe SBL'S workplace harassment policy durin8 their
presctrc! 

'I !rnI ofslrL's premises. The Tlss has ro conracr appropriate authoriry with sBL if
<' yconlplaintorvjolationol estandards olconducr occurs.lfthe siruation elevates ro rhe
point wlcrc an investigation is req!ired, the TISS and/or its employees/staff has to f!lty
coop.ratc' with the investigarion.

TURTHER ACTION

[ach Pir(y agrees to perform all further acls and execute, acknowledge, and detiver any
(locunrents which n)ay b€ reasonably necessary, appropriate, or desirable to carry out rhe
provisions of rhis ASreement

ASSICNMEN'I' AND SUB.I,ETTING

This ABrrcnreDt is personal in nature and cannot be assigned byTISS without priorwritten
peflnissn)n of Sts1,. SBL however shall have the right to assiSn this Agreemenr to any third
t)arty !vrthout the consenr otTISS.

'I-ISS shrl) hxvc rro right to subler or outsource all or any part of thls Agreement or jts .
obhS.rlio \. ,rghrs .Ird jnterests hereunder, ro any third parry without rhe prior wrilten
.ppruvrl ot S Il1..

1'IME OI ESSENCE

TISS rnd0rstan(ls thar tim€ is olthe essence olrhis Agreement and itshalltake a necessary
stcps to .u,In'encc (iDd cause.nd ensrre €ondnuance o0 th€ provision ofrtl€ Sedtces ro
SBL, iIlnr!,(lijrrdy rorrnrencing flron the date ofsigning ofrhis AgreeftenL

TIMILINEAND DELIVEnISLES

'l lSS ulderslards drat tirne is olthe essence ofthis Agr€ementand it shalltake allnecessary
stepr ro (otr',netrcc (and cause and €flslre conrinuance o0 dre proeision otthe Servtces ro
the SBl- inr uli;rlcly ftoN th€ dat€ olsigningolthis ASreem€nt

'llSS sh ll nr.ir)t.in the hith€sr prof€ssional code of conduct in ,ts dealinSs. TISS, irs .

partnel-s, employees, contracrual stafl, etc. shat! be responsjble for any loss, detay or
inconven,.nce causcd lo rh€ SBL by an ad, onlission or negtig€nce with respecr to rh€
Servrces xnd disckis !.e of Confid€nrial lnlormation or breach of any ot lhe terms of rhis
Agreenre,rt. 'lhis is r!ithout prejudice ro any orher riehrs available to the SBL und€r this
Agrecnrert or any other applicable laws.

?3.

23.1

241

25.

t4.2

?6.

t(2

4r'

parr of the.\Any or all Annexnr€/Annex attached to rhis

\j ...],
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27 I

t7.2

2U.

REGUI,ATORY UNDERTAKING

ln o er tl) conrply with certain regularory r€qrirements by rh€ SBL, the TISS hereby
declxres rrr(l undcrrxkes that:

, TISS and iLsdiredors have neverbeen adiudged insolvenrin anycouftotiaw
iil no cxe.ution of d€cree or ord€r ofany court of law / lorum and/or authoriry remains

rn..'rrsfrp.l isr,Isr rhe TtSS and rts drrectorr.
i,il-TlS5!trrlitsilirc.rorshavenevercompoLrnded/derartredwithanycredirors/,inan.ial

irJ'l lSS irr(l its(hk,ctorshave neverbeenconvictedotanyfinancialcrime.
v) No negarive credit reporting was eve. made again$ th€ T|SS and ats directors in any

credrt nronitoring bureau,

'l'lSS ll d.rsl.rnds th?r any misinformation or lack of disclosur€ sM constitute breach oa
nrst.'n(l nr.y rcsulr in TISS Dot beinSgiven a y fLrrther business /s€rvices irom SBL andlor
rnrnr{lirte suspe sion of Services unde. the Agreement. Th€ TtSS also und€rstands thar if
anyrlritrB (onraincd herein above ,s round incorrecr /fatse/mis,eadin& rhe SBL shalt have a
righl to initiire iny action, civil or criminat, or proceedings before any court/forunr ar any
tinre agxil]st dre'l'lSS and its rlirecrors.

tvArvHt

No waiver hy ciihcr Party of any delault by the other irr the perlormance ot any ot rhe
provisiors of this Agreement shall be effe.tive unless in writjng dulv execuied by an
iuthorizldr0presenrativeofthePanyandnosLrchwaiversha operaieorbeconstruedas
.1\v.r!e or.Iry or h0r or firrrber wherher ofalike or ofa different characier.

COUN'I'ERPAR'TS

fhrs Agrrc[rcnt shrllb€ execured in rwo (2) counterparts, each ofwhichsha]lbe deemed an
originillnnd.rllollvhlch togethershallconstirute one and thesame instrument.

EN11RE ACREEMINT

'lhese tertrrs and conditions constitut€ the eorire agr€ement berwe€n rhe partics and
supelsede .ll prio. conrmunications, proposals, understandings and agreements, written or
orai henveen ih., Parties with respecr to the subiect maner ofthis A8reement.

ACCISS TO RECILAToR,
llSS a d the SUL ngree to provide State Bank of pakistan necessary access to rhe
do(nnrelltirtion and ,ccoLrnting records in relation to the SLA, for its riShi to condlcr on -
sit. itrsD.ction, iirequired.

j.,
TISSI

:t0.

31.
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lN WITNESS WHEREOI the Parties, acting through th€ir duly aurhorized representatives, have put
their respectiv€ hands on this Agreement on the day month and year herelnabove menrioned

-l'fi lliLrm IDtbrnratlon Sectrrlty Systems ITISS)
Nan)e: ltiahir llohsru Sheiklr
D€siEnaiion: CE0

Y"Yr'
For and on hPh,llnl
Sindh Baflk Limited ( SaL"l I
Nime fl.aee.^'n-L(nM0.q
Desisnatiorr Sv P

, 'n4'44P^"n, n.G|a*
cNtc No LlLLoL6e9S8tO4

,U
Paqe l1

Nanr6: Muhilrrrad Sh,h.er bin Khalid
CN lC No.42201 (lil1{r0:10 3

ffi
'nss:

Seal:-

SIlll



AEPENDIXA

SERVtCES / OBLTGATTONS

IBM QRadar Resident Engineer (RE) Responsibilities:

. Conflgure IBM QRadar SIEM solution based on clienl requirements and industry
best Practrces,

. j,erfornr onBoins nlaintenance tasks such as soltware updates, patches, and
conigur tion chanSes toensure thesLabilityand securityofQRadarenvironment.

. Perfornr l,.rrsing ol unsupporred criticalassets.

.lntegrationolnewassetsandfixinganypreviousasserswhichareinerrorstate.

. lnte[rarc l]ow dirtr with IBM QRadarSlE[.1 Solulion.

. lnsLnlla:iolr oi Qltndnr SIEM applications based on client requirements and industry
l.\rt\r.'rr.,.

. Collrl)orllc with clicnt's lT and securily teams to understand their security needs
ilnd provide expert guidance on QRadar SIElvl capabilities and features from
administr.rtion perspective.

. l)cvclop nn(l nraiDtain documentalion, including system configurations and
srnndil(l operating procedures.

. l)rovidc te.hr)ic.)l support and troubleshooting assistance lo resolve QRadar SlEI.4-
rclrted issrrcs.

. Periornr health check of QRadar SIEM solution and share the recommended
, ur,,Er.r.rt.,, with (lieDt in documenr.

. tircriinirtu widr venciors and drird-party seNice providers for escalated support
rnll 1'roblcn) resolution related to QRadar SIEM administration.

. lmplcnrc rt l)n.kup process lbr rhe QRadar SIEM platlonn !o ensurc data integrity
.rrd .rvril.rbility.

. Assisting S0C irnalysts witlr SIEM investigations and lroubleshooting under
J.irn.^trlr,r ,, s(,,1)(

. lnrpleltl(]nrrng c[arges to SIEM inlrasrructure as requesrcd by the SoC team.

. BuiidinS SlliI,l iIlr;rsn-ucture for new locations/DR sites.

. 'lioublcshooting integrated logsourcesand resolving dala ingestion issues.

. Pro!iding tcchnicalsupport and guidance to SoC analysts on QRadar lunctionalily.

. Crc.rting cLrstom roporls and dashboards based on SoC team needs.

Oala ManaEement and Backuos:
r:r i 1,.:Jr nt,s oi ORadar dala and cont€uralon. rr. r,r.r al:rnirr sl.rage utrlizatlon andoptrmrzrng data reteniion policres

. r'.1i' r 15 rr.iorrr3ldJla according io bank's cohplrance requnements.. 'isri!. .r v..riy,i! d saster recovery procedures lor the SlEl,l environm€nt.

irru;l r.\Vw;** '',,:
I , r. s i'l team ior ntegrEtion w h other s

&,$,r:r, r r,,r ..,r :lues related to the SIEM io the des

p
Page 12 ot*,,ryt /-'/t 17 TISS: /,



Qualificalions ol Realdonr Enolnoor
. Bacheloas degree,n Computer Scienc6, lnlormation Technotogy, or retated itetd. possesstng

cel l.atrof A rBI\4 ORadar StE[,t cedRcation.

Erp€rience:
1 - 3 yea.s ol e4enence ,n in,ormation security rcles.

Knowledoe
ln-deplh knowledge oI securry f.amewo&s glandards, and best practices Etpe.ience with secu.ity
lechnolog es inclld ng SIEM. EDR, PAM, anlvirus, etc Ercslenl probtem-solving and anatyticalskils

Timings lor Resident Enginesr o9:(lo AM to 5:30 pM rron Monday b Fnd.y.
(ln @se ol rveekends o. enra lmihgs du. io ey 6m.r9sicr, F.mi$ion musr bs ouained nom C|SO)

l,ocal Support Service Provisions available to RE:

I hccess to Illll qRadar Online Su

i ? flechnical s!umr'! via enrail
,,3 fedrDicaL!upport via phone _

5 SDftxi 'r tl,)s nl,),rris Li

L-t-[qAo]sls4ca-!l3lg session flfADDlicable

ebase 4 x7x365
lncluded
lncluded
lncluded

DefiDitiors:

"Eusiness Ilours" 09r00 AM - 05:30 P14 [Pakjstan Tine) during Business Days onty
"Eusil|ess Days" Monday ro Friday except publjc holidays announced federal or piovincial
govern[]ents ol Pil kistrn.
"Support/Reports Lauguage" English

Support Procedur'c:

1. SBL/Rl; JnLrsl raise requests for support on the efiail.. suppott@infosecurifu.con.ok

.l

The support rcquest is registered in TISS helpdesk system and a ticket is generated.
All furthcr conrnrunication related to the support request is carried out on this
ticker. A ti(ket itssigns a unique identifier (a unique number) to each support

Atier s ccessful ricker generation, a ticket email is sent to sBL. The ticket email
assllles SI]1./RIl that the support request has been registered and guides on how to
u5e the rj.k(r l fther. Sinrilarly, the ricker is assigned to one oF the supporr engineer,
!\to be{oIr(.s thc orvnerofrhe ticket.

ates and rhaintenance lncluded

4. Alier s c€essiully analyzing and diagnosing the problem, the suppor! engineer will
comDuDicirtc the relevant solutions lo SBL/RE till the problem is solved and
support requcst is fulfilled. The support is provided through emajl, telephone, or
rrnrotc scs\i{)ns.

5. oncc the
along with

6. ]'he tickct

p|oblern is solved successfully, ticket closing request is sent to SBL/RE
thc l'ccdback lorm.

will

fr
"u, 

ilt ef PaSe 13 ot 17 TISS: lJ
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Support Escalation Matrix:

Suppon Superv,so!
ltsf"e-i,reer-

{iorlaLt Nurrbcr:051 5521t81-2 Exr: i10, 117

. Lcvel 3 - con)plex LevelSuppo(

. Level 2 - lntermediare LevelSupport

. Level I - Basi.l.evel Support

Support Resporsc Tintc

lligh

i lS Ensineer
lS Enqineer

06 business hours

04 business hours

/f-"')

i(oir
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l{igh sevcrity rrlcans a Virus Outbreak or critical issue which aifects business

co;tinDity nnd c.ruses the Product[s) or OS crash, insecure delault settings, and

se.!ritv issrles irnd there is no workaround available.
. Moderate Scverity means a moderate issue which aFfects product functionalify but

does not crrls('data corrupfion / loss or software.rash.

' Low Sevcrity nrcrns a non-critical issue or feature request which does not alfect

rnr ir produc! lirnctionality.

PIINALI'\

S lN Dl I tlA^'K nrn) im posc penalty upon breach of SLA terms & conditions and

dcl,r) ed rerr)cdial )ruirncrrnce as per following delail.

Pennltv/ Deduction

Drln\ nllcr thc dcfined Deduction from quarlerlv pryablc
rmounl.

: llrs. svd

tlllrs 100/.

llllrl lSYr
.1tl Ilrc i0%

.\lier.l8 Hrs 2% (of Quancrly paymenl)
deductioD for every delaycd hour

Pleare note thaii del.vs occ!r due io dependencies on responses from the Sindh Bank Team or l8M,

such as awaitint lhe publkalion of a hotfix or patch, or ongoinS supporl with l8M, along with anv

necessary info.malion or access r€quired by the Sindh Eank leam for resolution, then the penalties will

nor be appLicable to Tl55

i,!i
rii

)F'
tu



Annexure B

PAYMENT SCHEDULE

'I erms & Condltio,rs:

L P!l-m.nr 'l r' rns:
r l,r! ns.: r00',; Ycarly uFn d.liEryotPOE,
b R.r'.lcnr EnAinc.r paymcnt on quan rly advse ba6i.,

.2 v.nrlor \rlr submil a comm.rcial invoic. in USD / Pak Rup.c alon8 wirh a. eichang. nte

3 Pr\ir.rr \rll b( made nr Pak Rup.e SBP notificd erchange rute os o. the dat otinvoice.
4. Pri..s. p r rrnrh(rs and d..oiption tor .ubs.qu.nl ,tars (Y.ar2 and Yca.3) tor IBM sqpporl

nnd RE .rc Indicarivc/non-binding ard 6rc subject to chang. co.tinacnt uFn
produ.r / seNi.rs avril.bilily and apprcwl ftum OEM6 €tc.

s Pn..s abo!( nr. inclusiv. ot l3% Sslc. Td. In @& or chang. in $16 ta ol./ amost by
sor<.rmol. rhr sales tai amunr shall bc r.vi..d a,d paid by SBL a3 p.t acN.l PevElcnt
rarc ntr !!ch pur.hasc/paymcnr under th. a8rdmenl.

6 Fo, srbs.rluorr Y.nr 2 and Y.ar 3 RE R.n.wrl, r.nmive pricc.Mlation oI l0'/..nd 15,6
r f\p.. Livr h shnll r ppl) howwer, rhe perc.nbgcs h5y vary subjccl mulual conscn t

I

Mout t!
uaaD.*rir otr

.f rE.l
R.Inzr,,r rLlM rrrl,r snDlxtrr e.n,.cs lslE[,)-Fo.
r'1rsr \!4l]L4 r[!]l!ut !d bnrn.d p T.nde.l
Rrnfl!irifIrM r)r L i.tr s,'r,norr *M..1rslEMl.Fo,

,rutr.d in T.nderl I

10,699

11,769

s't-/il@ Page 16 of17 TrsS:

s.ritriit ir.o,,lsrrNrr inclldnrE x Resid?nr Enoic.r For l-Y.d
L



Annexure C

Escalatlon Matrlx

Lr case ofany tron'confo|l]1nnce to support SLA, the following point of contact shall be available to
SBL lbr escalition/rcsolution ofissue with utmost priority.

Hcrd ofCustomcr

tr]!lL!t Ltr'. rl.l li X-l r llLr,tfir]hf.. !. ,l

-9l,,ill rl9L)llil
(han lhr r rr-ri l,!r]]i t !l'e!..i,
-9t r0s-i1000t9
nl,hir,Arilliunrir!losd.corn
+92-108,520000rN1rhir l\lohsitr Sh.ilh

,fiRzr

Sro. Nrme IrsiltnrlloD Co.lactDdlils

I Team L.td support
Aroosa.SmiArilliuminf(
+9: 3:0 5260502

lllhrq g 
' '] 

ll!,!!!r!r1s!!!.!1!rl

i!.:(1.$ \lq1a!!litrl]rioiisc!.((!n
+91,r00 0.1066i I

.l

l5 CRO

CEO
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TFIILLIUM
INFOF MAIION SECURITY SYSTEMS

Annexure,,D,,

INTEGRIW PACT

Deala6tlon oftees, Commisslons and Brokerage etc payable bythe Slppllers of S€rvtcesPuBuartTo Rule 89 Slndh publlc procurement Rul€s Act, 2O1O

frilllum rnformation security systems (pvtl Ltd. hereby decrares that it has not obtarn€d or rnduced
the procur€mentof any contrac!, ri8ht, interest, privitege orother obtigation or benelit,rom
covernment ofpakastan (Gop)or a ny ad mtn isvat ive subdiviston or age;cythereofor anyother
entity owned or contro ed by it (Gop)throuSh any corrupt business practice.

Without limitinBth€ generelity of the foregoing, Triltium tnformatjon SecuritySystems {pvt)tld.
represents and werrants that it hasfully dealared the brokerage, comfiission, fees etc. pajd or
p.yable to anyone and not given or agreed to give and shalloot Sive oragree to give to anyone
within or ourside pakistan either directty or indkectlyrhrouSh any naturatorju.iji..fp"rson, 

-

includlng its affiliate, aBent, associate, broler, consuttant, director, promoter, staref,olde., sponsor
orsubsidiary, anycommisrion, gratifjcalon, bribe, fjnder,s fee or klckback, wh"ther. d"r;;;;-""
consultatlon fee or otherwise, with the object of obtaininS or lnducing the procurement ofa
contrad, ight, interest, privilege or other obtigaflon or benefit in whatsoeverform from Gop, e)(cept
that which has been expressly dectared pursuant he.eto.

Trilllum rnformetion Security Systems (pr) Ltd_ certifies that it has fiade and wi make fult
disclosure of allagreements and arrangements wlth all persons ln respeci ofor related to the
transaction with Gop and has not taken any ac on orwill not tate any action to clrcumvent the
above dectaration, representation or warranty. Tri ium tnformaton s;curity Srr,"_, fr*iiij.
accepts full responsibitity and strjct tiability for m a king a ny fa tse decta ration, no, ,afing frfi 

_

disclosure, misrepresentinS facts ortaking any action tikely to d€featthe purpose ofthii declaration,
representation and warranty, tt agrees that any contract, aght, interest, privileSe or other obllgataon
or benefit obtained or procured as aforeratd sha , without p.ejudice to ;ny otfr-", l-igl,t .njr"i"oi",
availeble to Gop under any taw, contract or other tnstrument, be votdable;t tnu opion ofCoP'
Notwhhstanding any rights and remedies erercised by Gop rn rhrs rega.d, TriIium rnrormation
s€curity systems (pvt) Ltd. a8rees to indemnifv Gop for any ross or dimage rnc*r"a uv i, on1,.or",ofits corrupt busin€ss practices and funher paycompensation !o Gop in an amouni equivalent to
ten times the sum of any commission, gratifica!on, bribe, finder,s fee or klckba* gr"; U,i.;,lrr"
lnformatlon security Systems (pvt) Ltd. as.foresatd for ttre purpose ofoltatning 

"; ";;;i;;procur€ment ofany con.act, right, interen, privilege orother obligation or ben-"fn,n *f,"rloluu,

For and On Behalf Of

Trllllum lnformaflon Sacurlty Systems

9 q,.

KARACHI OFFICE

SLrite 28. 2nd flool Hdrbour
House 37-A Lalazar Ave.ue.
Beach Hotel Road, Karachi.

w w w. t r ill tu m jn f o s r c. c o m

LAHORE OFFICE

3rd Floor, \beue bwers,
MM A am Road, Blo{k C2,
GiJlbergttl,Lahorc 

f

st"n"tur", SS- -7-)--
Name: Mahir Mohsin Sheikh

NICNo: 61101-6425619-3

HEAD OFFICE

loth Floor, AWT ptaza,

5-The Mall, Rawatpindi
+92 5t 5524',181-2



sindh Bank had procured IBM QRadar (SIEM)to monitor its network and system activity, analyzing logs and events

in real time to detect suspicious malicious behavior and accordingly generates alerts and notafication when

potential threats are identified. Suppon services of IBM QRadar has been expired. For renewal of IBM QRadar

Support seNices, Sindh Bank invites bids from authorize partner of IBM Q-Radar to submit their bids as per

following requirement.

3. SCOPE WORK

D€scription

I Renewalof Support Services ofCurrenl IBM QRadar lSlElvl) Solution

Lfg!-Ic{'}
2 One Resident Engineer-lB[4 QRadar (SIEM) Administrator (For3 Years)

Sin.lh Banl Udite.l
Tender Docunenl: RerevaloftBM QRodot Suppod Senices ( EM)

QtY-l

| ] {*ittr t tinilnum BSc and One Year Relevant Experience with IBM QRadar

I I slEM qer!lEq!!9!

Responsibilities for Resident (SIEM) Eneineer

SIEM Manasement and SuoDort:
. Assisting SOC analysts with SIEM investigations and troubleshooting.
. Maintaining and optimizing QRadar ruies and correlations to improve detection accuracy.
. lmplementing changes to 5lEM infrastructure as requested by the SOC team.
. Euildins SlEM infrastructure for new locations/DR sites.
. On-demand inte8ration of SlEM APlwith SOAR or other security tools.
. Troubleshooting integrated lo8 sources and resolving data inSestion issues.

. Providing technical support and guidance to SOC analysts on QRadar functionality.

. Creating cuttom reports and dashboards based on SOC team needs.

Data Manasement and Backups:
. Performing daily backups of QRadar data and confi8uration.
. Monitoring QRadar storaSe utili2ataon and optimizing data retention policies.
. ArchivinB historical data according to bank's compliance requirements.
. Testing andverifying disaster recovery proceduresfortheSlEM environment.

Additional Responsi bilities:
. StayinS up-to-date on the latest security threats and vulnerabilities relevant to the banking industry.
. MaintaininB event customi2ation using event mapping and event parsing.
. Monitoring the impact of deployed new lo8 sources on QRadar performance.
. Collaborating with Eank's lT team for integration with other security infrastructure.
. EscalatinE criti.al hsues related to the SIE[,4 to the designated personnel.
. Possessing certification in l8M QRadar SIEM certification.
. Performing other duties as required by the 8ank, with a focus on 5lEM management and support.
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36 Months



Buver Record

S.No Company Name
AMOUNT

DEPOSITED
1 Trillium 1150

Total 1150


