
SINDH PUBLIC PROCUREMENT REGULATORY AUTHORITY

CONTRACT EVALUATION FORM

TO BE FILLED I}- BY AI,I, PROCI]RING ENCIES FOR PUBLIC CON-TRACTS ()F
woRKs, sf,RvrcEs & GooDs

Sindh Bank Lld/lnfomation Tochnology Oivison

l)
2)

3)

4)

5)

6)

7',)

8)

NAME OF THE ORGANIZATION / DEPTT

PROVINCIAL / LOCAL GOVT./ OTHER

TITLE OF CONTRACT

TENDER NIMBER

BRIEF DESCRIPTION OF CONTRACT

FORUM THAT APPROVED THE SCHEME

TENDER ESTIMATED VALUE

ENGINEER'S ESTIMATE

Supply& lnstallalion ol ONS S€curily Solution

Rs.15,550 000/-

(For civil works only)

9) ESTIMATED P ON OD (AS PER CONTRACT)

IO) TENDER O ON T &
13.11 2025 .l 1145 Hrs

1 I ) NT,MBER OF T D2
(Attach list ofbuyers)

12) NUMBER OF BIDS REC D

I3) NLN4BER OF BIDDERS PRESENT AT
2

OPENINC OF BIDS

14) BID EVALUATION REPORT
(Enclos€ a copy)

I5) NAME AND ADDRESS OF THE SUCCESSFU

16) CONTRACT AWARD PRICE
Rs 13.350

I7) RANKING OF SUCCESSFUL BIDDER
(i.e. r'I,2"d, 3'd EVALUATToN BrD).

IN EVALUATI

18) METHOD OF PROCUREMENT USED : - (Tick one)

A) SINCLE STAGE.ONE ENVELOPE PROCEDURE
l---t'

b)

c)

d)

PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS ADOPTED i,E

EMERGENCY. DIRECT CONTRACTING ETC. WITH BRIEFREASONS:

1/3

sNDB/COK/ADMtNrIO/1 439/2025

Supply& lnstallation otONS Secuity Solution

SINGLE STAGE -TWO ENVELOPE PROCEDURE

TWO STACT DDING PROCEDURT _
TWO STAGE - TWO ENVELOPE BIDDING PROCEDURE



I9) APPROVING AUTHORITY T-OR AWARD OF CONTRACT

20) WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL PROCUREMENT PLAN?

No

2I) ADVERTISEMENT

SPPRA NIT EPADS :' Z':) /O'b'

ZalrolZ,z<il SPPRAWebsite
(Ifyes, give dare dd SPPRA Identiftcation No.)

ii) News Papers
(Ifyes, sive newspapers and dates)

22) NATURI OF

23) WHETIIER QUALIFICA
WAS INCLUDED IN BIDDING /
(Ifyes, enclose a copy) No

24) WHETHER BID EVALUATION CRITERIA
WAS INCLUDED IN BIDDING / TENDER DOCU
(lfycs, e.close a copy)

25) WHETHER APPROVAI- OF COMPF,TENT FORUSINC A
METHOD OTHER TI{AN OPEN COMPETITIVE B

26) WAS BID SECURITY OBTAINED FROM ALL TIlE AIDDERS']
No

27) WHETHER THE SUCCESSFUL BID WAS LOWEST EVALUATET)
lllD / IIEST EVAIUATID BID (i! casc ofConsuLlancics)

No

28) WHETHER THE SUCCESSFUL BIDDER WAS TECHNICALLY
COMPLIANT?

:9) WHETHER NAMES OF THE BIDDERS AND TIIEIR QUOTED PRICES WERE READ OUT AT
THE TIME OF OPENING OF BIDS?

]O) WHETHER EVALUATION REPORT GIVEN
CONTRACT?
(Atrach copy of the bid evaluation repon)

TO BIDDfRS BEIORE THf AWARD OI

No

No

2t3
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3I) ANY COMPLAINTS RECEI\TD
(If yes, result lh€reof)

32) ANY DEVTATION FROM SPECIFICATIONS GIVEN IN THE TENDERNOTICE /DOCUMINTS
(Ifyes. give details)

No

]]) WAS THE EXTENSION MADE IN RESPONSE TIME?
(lfyes, sive reasoDs)

34) DEVIATION TlON CRITERIA
(lfyes, give

No

35) WAS IT ASSURED BY THE
BLACK LISTED?

THAT THE ED I'IRM IS NOT

]6) WAS A VISIT MADE BY ANY OF E PROCURINC AGENCY TO THE
SUPPLIER'S PREMISES IN CONNECTION WIT ? IF SO, DETAILS TO
BE ASCERTAINED R[CARDING FINANCING
(lf yes. enclose a copy)

37) WERE PROPER SAFEGUARDS PROVIDED ON M
THE CONTRACT (BANK GUARANTEE ETC,)?

I VANCE PAYMENT IN

]8) SPECIAL CONDITIONS,IF ANY
(If yes, give Bri€f Descriplion)

Signrture & Official Stamp of
Authorized Oflicer tl lz 12"x.

No

No

No

)io

FOR OI'FICE USE ONLY

SPPRA, Block. 8. Sindh Secretsriat No.4-A, Co Road. Kuruchi

@ @

o.
Tele: 021-9205356: 021-9205369 & Fax: 021-9206291

3t3
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Ali Shoh
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SINDH
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Pow4ToTHEPtufr .. .

PO No: 04022026-A
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PURCHASE ORDER

Da.tel 04 02 2026

M/s Secure Networks PVT L?D,
Ofice No 81, 2d Floor Plot No 59'C,
24th Commercial Street Tauheed Commercial Area,
DHA l(amchi.

Subject: aupply & I!3tlllatton ofDllS a.curlte Sohtto!.

Unit cost QTY
Total Amount
With All Taxes.

Supply & Ia.t.Lttor of Dlrs sGcurlty
Solstlolr. Rs.6,675/- 2000 Rs. 13,350,000/-

T€rEs & Condittg4

DGrt SL,
witl Refetence to the Tendet Bid SNDB/COK/ADMIN ITD 1149312025 Dated 2a-10-2025 For

Supply & Installation of DNS Security Solution at Sindh Bank Ltd Subrnitted by you' After dcttil review

th" S;ah gu* lta lr"t a8€ment is pleased to inform that vourTender Bid is accepted

Abovc Prices ate inclusive of all taxes

\s, \*u
J\tL U Haq

SVP I/1.T. Division Head ot IT

SINDH BANK LIMITED
Hr-{D Orflct
3RD FLOOI, IEDETAIION HOUST
ABDUIIAH StlAH CE Zr ROAD.
clrrroN, XA AcBt'75600. wE8

+92-2l.l1l -331225
+e2-2t -35829320
+92-21'15829394
+92-21-35870543
w$/w'sindhbank.com.pk

UAN
PHONT

+at-t Lrt -t'.r-r / b .:t4l
+1?-rt-rairl'-r. :Ol
+at-tl-rdAtarq'y ^+1t-t t -r6\Z.dt :J4
w liMhbeik.@fr Pk ::2,

N4,v
.,/ 1 \ Ct!, J7,J,1,,-/'t n

1.1--41/,(Y,r,ge,*4
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BOP-0285-685923

Non-Judicial

r ll rtrltllI I l llt ]t
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Ag re erne n t

(For Suppl,y and Installation ef ONS Sscutiity Solution)
rrhis egreerent is mad6 at Karrachi qn thie d 9-oe-eoee

BETWEEN

"-. -_-_- . Horeinaf @r referred to aE

AT'T'
s. Rlzw

ED

A}IT)

!t/a S€cure Mgtworlg private Li.nited, a company incorporatad u.tdar
the .Lawe of thE Islanic RepubLic of pakistan and having its
regiatered offica at Offico ,5.81,znd Floor. plor t\.o.59-C,24th
CommeJrci,al Street, Tauhged goonercial As€a. Karachi.

SINOII BAr{K a. banki.g coopany inc,orporated undor th6 Iara ol paki.etatr
having its Head off,ice at Addreesr 3r:d glqsp. Federation Houee.,
Abdull8h sfiah ch,azi Road. Clj,fton, Karachi.

Har6inaftar rgferred to as -SINDH BANK.
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E-STAMP
Governm€flr of Sindh

"@MfRACfOtr {SINDH BANK and CONTRACIOR may hereinafter collectively be referred to as the
'Ptdes' and singly as 'P.rqf).

WHEREAS @NIRACrOR has agreed to provrde Supplv and lnstallation of Supply & lnstallation of DNS

s€olrity Soludon to SINDH 8ANK.

!
ca

l,
6
I

RE0TAt5

WHEREAS,

B

SINDH EANK is a banking company that desares to enSage the services of the Contractor for
Supply& lnstallation of Dtls S€cJrity Solution, and Seruces, further detailed 6t Ann€rore A

CONTRACTOR repres€iltd that it has the requisite reaources, necessary infrastructure,
approvalt skills and CONTRACrOR is fully autho.ized, has all nec6sary approvals and licenses

to perform the required Services, and has agreed to provide the SeNices to the SINDH 8AN(;

Eased on the representation of CONTRACTOR, the SINoH BANK has agreed to avail the
SeMces from CONTRACTOR on theterms and conditions as set out in thisAgreement

NOW THEREFORE for and in consideration of the promises, covenants, and agreement hereafter
contained and to be performed by the Partjes hereto, the said Parties hereby covenant and agree as

1. CONTRACrOR shall provide the delivery, installation, and support for the Patch Management
Solution and Services as deined in Annerure A of this Atreement.

2. SINDH EANK shall pay the 50% amount after delivery and 50% amount after deployment and
the Contr.ctor shall receive and acccpt .s full compensation for the pedormance of its
obli8ations lnder this Agreement, the total price as detailed in the Annexure A of this
Agreement and further detailed at subsequent annexures at the time and an the manner
prescribed bythe conditions ofthe Contract Agreernent tothe satisfaction ofSlNOH 8ANK.

'[he Agreement shallbefor the period oftwelve (12)months from 31i O€cambar 2025 till30
o.c.mbcr zE6, whereas the effedive date shall be the day ofthe delivery of and Software
License at SINDH BANK premises.

INTERPRETATION AND DEFINMONS

ln thi5 Agreement, unless the context otherwise requires:

References to Clause and Appendlces are references to clauses and lPperiCibes on this
AEre€ment;

c

u
ill

!JF4
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o
c

g

d)) t.i-,
Any or all Annexure/Annex ettadred to this Agreement shall be inteSral part of the

..,

p
NotlrY

d*/' 4(
)*--

Words importhg one gender indudethe other Sender;



References to persons include bodies corpofate. firins and unincorporated associations;

The singular includes the pluraland vice versa;

References to all or any part of any statute or statutory instrument, induding any statutory
amendment, modification ot reenactment in force from time to time and references to any
statute include any statutory instru Jnent or regulations made under it;

The recitals to this Agreementshall form an integral part hereof; and

The headings in this Acreement are for the purpose of reference only and shall be ignored in

the rnterpreLatron of thrs Agreement

1.2 ln this Agreement, unless the context otherwi5e requires, the followin8 terms shall have the
following meaning:

"Agreemeny s defined in the preamblej ocA
ra

'Confidential lnformation'is defined in Clause 5;

'Force Majeure Evmt' is defined in Clause 8; .D
t

!

o'Partle.' is defined in the preamble;

'Pa,q/ is defined in thepreamble;

Agreement and neither CONTRACTOR nor its personnel shall accept
discount, allowance or lndirect payment or other consideration in
relatron to this A8reement or to the dascharge of the Servrces hereunder_

(1.'-

cHl

'Payment Sdrcdule' means the aggregate charges for the Services calculated in accordance
and set out in 'Arh€xure C of this Agreement; and

'Sewic6" means the services to be provided by CONTRACTOR to SINDH BANK under this
Agreement as set out in detail under 'Annexure y ofthis Agreement;

2. SERVICES / OETIGATIONS OF CONTRACTOR

CONTRACTOR shall provide the Services as set out undea nAnnexlre A" attached hereto

3. PAYMENTTERMS

a) ln consideration ofthe covenants and agreernents to be kept and performed by CONTRACrOR
and for the faithful performance of this Agreement, SINDH BANK shall pay and CONTRACrOR
shall receive and accept (as full and final compensation for the Services furnished bV
CONTRACTOR underthis Agreement)and the payments as per "AnnexureA" attached hereto.

b) lt is expressly atreed between the Parties that the payment to be made by SINDH BANK to
CONTRACTOR for the Services rendered shall be ffxed price (as mentioned in the Annexure A
of this Agreement) durint the entire duraflon of this A8reement without any revisions or
neSotiations in the price during the tenure of this Agreement. However, after the tenure of
this Agreement, the rates may be revised with mutual consent.

c) All or any payment(s) to be made by SINDH BANK to CONTRACTOR shall be made 5ubject to
deductror of apphcable taxes and leues.

d) SINDH BANK shallbe entitled to set off agalnlt and deduct and recover from any fees or other
sums payable by SINDH EANK to CONTRACTOR at any time, any tax, lew or other amount
whatsoever which may be required to be deduated by order ofany Court / Authority or unde.
any law now existent or whlch mav come into existence duringthe currencyofthis Agreement
as well as any and all amounts whidr may be or become payable by CONTRACTOR to SINDH
BANK under this Agreement or puGuantthereto.
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The payments to be made to CONTRACTOR an terms of this Clause 4 shalt constit_ute the entire
remuneration to CONTRACTOR in connection f,/ith the Services provided uMer this

a
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4. CONFIDENTIALITY
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Any / All information concerning SINDH BANK whidt is provided to CONTRACTOR and Mce versa in
connection with this Agreement fconfidehtid lnfo.matto.l'), shall be kept confidential by either
Party, its affiliates, agents, advisors, directors, officers, or emplovees and, without the prior written
consent ofthe other, each shall not:

distribute or disclose any ofthe Confidential lnformation in any manner wh6boever;or

b. permit anythird-party access tothe Confidential lnformation; or

use the Conltdential lnformation for any purpose other than as agreed

ln the event that the receiving party received a request to disclose all or
lnformation under the terms of a valid and effective subpoena or o
competent jurisdiction or by a Eovernment body, the receiving third party
the sending party of the existence, terms and circumstances surroundin
disclosing any such information, so that the sending party rnay seek an approp
safe8uard the Confidential lnformation- lf the receiving party is compelted to the
Confidentaal lnformation, it will disclose only that portion thereof which it is compelled sclose and
shall use its best efforts to obtain an order or other reliable assurance that confidential treatment wlll
be accorded to the Confidential lnformation so disclosed. Confidential lnformation shall not include
any information which: has become generally available to the public through no fault or action of the
receiving party; or is in the possession of the receiving party prior to the date hereof, provided that
such information is not known by the receiving party to be subject to anodter confidentiality
agreernent and further provided that such anformation was obtained independently and wjthout the
assisbnce ofthe sending partyj or is or becomes av6ilable to the receiving party on a non-confidential
basis from any third party, the disclosure of which to the receiving party does not violate any
contractual, legalor fiduciary obligation such third partyhasto thesending party.

Wthout limitinS the generality ofthe foregoin& neither partv will publicly disclose the existence of or
the terms of this Agreement without the prior written consent ofthe other_ Furthermore, neither of
the Parties will make any Lrse ofConfidentlal lnformation ofthe other party except as contemplated by
this A€reelhent; acquire any right in or assert any lien against the disdosing party,s Confidential
lnformation except as contemplated by thls Agreement; or refirse to p.omptly return, provide a copy
of or destroy such Confidential lnformation upon the request of the disclosing party, save for when
destrudaon ofsuch information would result in an impediment in the receivin8 parvs performance of
this Agreement. ln such an even! the receiving party shall promptly inform the disclosing party in
writinS of its inability to do so, state clearly the re6sons thereof and the time period in which the
request will be .omplied with. The obligations of confidentiality herein shall rehain in full force and
effed during the life of this Agreement and shall survive the termination of this Agreement.

5. SINDH BANK'S OBLIGATIONS:

SINDH BANK shall report any problem or disturbance experienced in the equipment within the
shortest possible time span to CONTRACTOR; tjpon receipt of such repo( the CONTRACrOR
shall acknowledge, respond to, and resolve the reported issue in accordance with the
applicable Service Level Agreement (SLA) resolution timelines, based on the prioritv
dassifrcation of the incident.

lncident Priority Table
LJ
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lncident Response aod Escrlation Table
e<i
ddiq

Minor Moderate Major Crihcal

P3 P2

r Down/Affeded P4 P3 P2

$p
{

Party providing the information.

Afiecred

P1

Pl E0 Mrnules 2 Hour Hourl\/lmmediate i 2 Hour!



P3
lrz 

uo,.,rs 8 Hours 2 Dat5 Never Daily 10 Days

pa xou,. 24 Hours 2 Oavs D.lly 30 Dals

Service Levels, Key Perforrnance lndicators and SeMce Credits
Level Target

P1 nc dents pw" of rncrdeats responded to wthrn 30 mhuteS

90% ofincidents responded to within t hour

P3lncidents PY of incidents responded to within 4 hours

90%ofincidents responded to within l day

P2 lncidents

P4lncidents

Category Servlce Level Tartet
Minimum Service

Le.,/d

90yo ofincidents responded to within 30 minutes
90%

% ofincadents responded to within t hour

ofincidents responded to within4 hours
N%

ofincidents responded to within l. day
None

Root

Cause

of Pl lnodents to recetve a Root Cause Analysis

hin 10 days.

None

P7

lncidents

P2

lrsSelE
P3

lnciderts
P4

lncidmts

SINDH BANK shall extend all possible legitimate assistance and resources to facilitate
CONTRACTOR to perform the support as outlined in this Agreement.

6. LIMITANON OF UABILTTY AND IND€MNIFICATON

ln the event of any breadr by CONTnACIOR of its obliSat
responsibilities under this Agreernen! the CONTRACTOR sh
subsidiarieE affiliates. oficers, direclors, employees and re
indemnified ftom and atainst any and all losses (including
injuryor death ofany person), damages, claims, costs, liabilities,
all expenses (including without limitation reasonable leSal fees) in
or required to be paid. directly by or sought to be imposed u
subsidiaries, affiliates, oficers, directors, employees and representatives

LiJ
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Wthout prejudice to the generality of the other provisions hereof, SINDH BANK shall not be
liable or responsible in anv manner whatso€ver in the event of any peBonal injury, includint
death caused due to the provision of CON'rRACTOR Services or for losses, clatms, damages
whatsoever or howsoever caused, legal proceedings (if any), a.ising dire(tly or indirectly In
connection with the Services. Notwithstanding the generality of the above, the SINOH BANK
expressly excludes liability for claimed consequential loss or damage or loss of profi! business,
revenue, Soodwill or anticipated 5avjngs.

7, SEVERABILITY

lf any provision of this A8reement is held in\rdlid or otherwtse unenforceable, the
enforceabilitv of the remaining provisions shall not be impaired thereby. ln such case, the
Parties shall make every effort to replace the ineffective provision with a new provision which

CONTRACTOR shall maintain the highest professional code of conduct in its dealings.
CONTRACTOR, its partners, employees, contractual staff etc. shall be responsible for any lo$,
delay or incohvenience caused to SINDH BAN( by an act, omission or ne8ligence with respect
to the Services and disdosure of Confidential lnformation or breach ofany of the terms ofthis
Agreement. This is without prejudice to any other rights a,/ailable to STNDH BANK under this
AEreement or anyother applicrble laws.

or as approximate an effect as possible as the said provision
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8. NOTTC€S

a) Any notice or other communication given or made or in connedlon with the matters

contemplat€d bV this A8reement shall be in writing and ten€d to a Party at its address as

specified in this Clause 13 (or any other address it has notified to the other party in
accordance Wth thls Clause 13) as follows: by handj by registered post; or by other electronic

method ofcommunication agreed in writinS from time to time between the Parties.

b) Notices or communications sent by registered post will be de€med to have been served on the
date that such mail is delivered or dellvery is attempted. Notices or communications sent by

fux will be deemed to have been served on the day of transmission if transmitted before

4.OOpm in the time zone of receipt but otherwise on the next d6y. ln all other @ses, notices

and communications will be deemed to have been served on the day when they are actually
received.

c) Notices to M/s. Secure Networks Private [imited Contractor shall be sent to:

Attention: Mr. Alad Effendi

Address: Ofice No. B,, 2nd Floo., Plot No. 5$C, 24th Commerdal Street, Tauheed

commerdal Area, DHA (aradri
Cellf +923202895110
Email: asad.effendi@securenetworks.pk

o
Notrces to Sindh Eank Limited ("SlNDH BAN(')shallbe sentto:

Attention: Head oI LT. Department
Address: _3'd Floor, lmperialCourt Suilding,
Zia-u'0in Ahmed Road,

Karachi-

Contact No.35829350
Email: adnan.siddiqul@srndhbankltd-com

@
t

0
!ll 7(

lil o
kd
O3o!-

09. AMENDMENTS

This Agreement may only be amended / modified in prior writinE and signed by both Parties

10. CoNTRACTORSUNDERTAKI{GS

10.1 CONTRACTOR aSrees and undertakes that:

(a) lt shall be responsible and direct the performance of Servic6 competently and efficiently,
devotihg such attention thereto and applyinS such skills and expertlse as may be neaessary to
perform the Services in accordance with this Agreement. CONTRACTOR shall be solely
responsable for the means, methods, technaques, sequences and procedures used and to see
that the Services, when completed or finished complies accurately with the terms of this
Agreement;

lb) lt shall exercise all reasonable skill, care and diligence in the discharge ofthe Servlces agreed
to be performed by it under this ASreement. lf in the performance of the Servicet
CONTRACIOR has a discretion exercisable as between SINDH BANK and any third partv
concerned, CONTRACTOR shall exercise its discretion fairly.

(cl Itshallan all professional matters act as a faithfuladviser to SINDH 8AN(j

.1

I
I

(d) lt shall retain full responsibility for all the Services which it is commifted to render under this
Agreement;

|{e) tttt"lt give all notices and comply with all the laws and regulations applicable to furnishing
and performance of the Services. SINDH BANK shall not be responsible for monitorin8
CONTRACTOR compliancewith any laws or re8ulations;

(f) The Services will be carried out by professronals qualfied to perform in a timely and effcient
manner and with allreasonable skalland carei

as may be requ
and for providi

6

{B) lt will employ such number of persons

oblgationl dytres and responsibilrtres

l\ ,-' s'llt- d
ired for carrvin6 out and discharging
ng adequate, eflectrve and efficient





seMces. All such persons shall be directly gmployed by @I'{TRACTOR, who shall as employer

be directlyand solely responsible for all such employees and personneland for the payment of
their wages, salaries and other ben€{ts; and

(h) CONTRA6OR, its employees and sub-contractor (if any) shall respect the laws and customs of
Pakrstan.

11. WARRANTIES AND REPREENTATIONS

b

Eoth Parties warrant to each other that they have duly obtained all necessary consents and
re8ulatory approvalsfrom their respectlve competeht authorities to enter into this Agreement.

authoritu or (d) any arrangement whereby it has not paid an
Partyor anyofits officer with regard tothe award of contract

he other
ance.

Each Party represents and warrants to the other Party that neither the execution and delivery
ofthis ASreement, hor the con5ummation ofthe transactions contemplated herein, willviolate
or confrict with: {a) its constitr.rtional documentation; (b) ahy material provision of any
agreement or any other material restriction of any kind to which it i5 a party or by whi$ lt i!
bound; (c) any material atatute law, decree, regulation or order of any governmental

tot

Both Parties will use all reasonable care, skill and dil
duties and responsibilities under this Atreement.

ll vest

d. Any and all intellectual property rights (legal and benefi
during the course of performance of its respectave obligati
in and with that Party.

Each Party represents and warrants to the other Party that there I actions, le8al
or administrative which adversely affects its abilttv to execute and perform its obligations under
this Agreement.

CONTRACTOR aclnowledges that SINOH BAN( has entered into this Agre€ment on the basis of
the representations and undertakin8s made by CONTRACTOR throuthoutthis Agreement.

12. USE OF NAME' LO6O5 ANO REPORTS

Unless otherwise required by thrs Agreement, none ofthe Parties shall use, or disclose to third
parties, the names, logos or reports of each other without the prior written consent of the
concerned PartY.

13.
a)

b)

INTELLECTUAL PROPERTY

CONTRACTOR agrees it shall not use any of SINDH BANK names, logos, trademarks, trade
secrets, copyflShts, patents, designs and other intellectual property rights without the prior
express written consent ofSiNDH BANK.

Without prejudice to the other provisions ofthis Agreement, any infringement of intellectual
property rightl by CONTRACTOR jn rerpect of anysuch items shall be deemed to be a material
breach of a condition of this Agreement and shall entitle SINDH BANX to terminate this
Agreement forthwith upon prior written notice to CONTRACrOR.

DAMAGE TO PERSONS AND PROPERTY

CONTRACTOR shall indemnifo, defend and hold harmlese SINDH BANK, all personnel in the
service ofSlNDH BANK and its directors and ahareholders aaainst alllosses, expenses, liabilities
and claims for any injJries suffered by any CONTRACIOR employee at the SINDH BAN(
lounges or personal inju.y induding death of any CONTRACTOR employee, or damage to any
SINDH BANK property whatsoever which may adse out ofor in consequence ofthe operation
of the Services, as well as agalnst all claims, demands, costs, dtarges and expenses,
whatsoeverin respect ofor in relation thereto.

SINOH BANK or any personnel in the service ofSlNDH BANK and its diredors and shareholders,
shall not be liable for or in respect of any damages or compensatron whatsoev.r payable at
law or otherwise in respect of or in consequence of any accident or peEonal injury including
death ofanyworkmen or other person in the employment ofCONTRACTOR.
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Notwithstanding anythint contrary to the aforesaid provisions, if the designated personnel of
CONTRACrOR are unable to provide the Services to SINDH BANK for more than two (51

consecutive days for any reason whatsoever, the CONTRACTOR will have to immediately
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depute other desrSnated personnel to provide such Services to SINDH BANK and such

designated personnel shall continue provrding such Services on the terms and conditions

rnentioned in thrs Agreement,

15. COMPLIANCE WITH LAWS

CoNTRACfoR shall comply with all applicable laws, ordinances, regulations, and codes

concerning coNTRACTOtrs obligations as an employer with regard to the health, safety and
payment of its employees, and identiffcation and procurement of required permits,

certificates, approvals, and inspections duringthe perforrnance of this ASreement.

The contrador shall implement data handlin& storasE transmisslon, and destrudion
practices in ac.ordance with SBP'5 Data Protection and Pri\racy Frarnework All data must be
securely stored, access-controlled, encrypted in transit and at rest, and pe.msnendy deleted
following contract termination or upon Banfs instruction, uslng approved secure destruction
methods.

16. CONTRACTOREMPIOYEES

a) lt is specifically agreed and understood that the rel BANK and
CONTRACTOR is of purchaser and seller. Neither the of SINDH

BANK nor anv of the servant, worker, or personnel em in relation
K for any

b) The CONTRACrOR and its employees/staff shall be bound to nd adhere to all
Safety Rules and ReBulations enforced by the SINDH BANK as well as per applicable of laws
while performing the Se ices.

d) The CONTRACrOR and its employees/staff deployed to perform S€rvices shall be subject to
the standards of conduct set forth in the SINDH BANK's workplace harassment policl during
their presence in anyofSlNDH BANK's premises. The CONTRACIOR has to contact appropriate
authority with SINDH BANK if any complaint or violation ofthe standards of conduct occu.s. lf
the situation elevates to the point where an investigation is required, the CONTRACIOR
and/or its employees/staff has to fully cooperate with the investiSation.

L7. FURTHERACNON

a) Each Partv agrees to perform all further acts and execute, acknowledge, and deliver any
documents which may be reasonably necessary appropriate, or desirable to carry out the
provisions of this AEreement.

to this A8reement shall be deemed to be the em
purpose and vice versa.

ASSIGNMET{T AND SUB.I.-ETNNG

Thls Agreement is petsonal in nature and cannot be assigned by CONTRACTOR without prior
written permission of SINOH BANK. SINDH BANK however, shall have the right to assign this
Agreement to anythird party without the consentof CONTRACIOR.
CONTRACIOR shall have no riSht to sublet oa outsource all or any part of this Agreement or its
obligations, rights and interests he.eunder, to any third parw without the prior written
approvalofSlN0H BANK.

The Contractor shall msure that any slbcontractor engaged adheres to the same security,
privacy, and compllance standards as required under this agreement. The Contractor remains
fully liable for all adions and omissions ofsubcontractors.

The Eankshall have the riShtto audit, inspect, and verify the Contractor's compliance with this
agreement, ihcludinS subcontractor activities where applicable. through on-site inspections,
evrdence reviews, orthird-party ass€ssments, at least annuallyor upon materialchange.

TIME OF ESSENCE

CONTRACTOR understaods that time is of the essence of this Agreement and it shall take all
necessary steps to commence (and cause and ensure continuance of) the provision of the
SerMces to SINDH 8ANK, immediately commencingfroln thedate ofsigning orthis AS.eement.

i.''20. T|MELTNE AND DEuVERABLES

18.
a)

b)
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a) CONTRACToR understands that time is of the essence of this A8reement and it shall take all

necessary steps to commence (and cause and ensure continuance of) the provision of the
Services to the SINDH BANK immediately lrom the date ofsigning of this ASreement

b) CONTRACIOR shall maintaan the highBt professional code of conduct in its dealings.
CONTRAGOR, its partners, employees, contradual staff, etc. shall be responsible for any loss,

delay or inconvenience citused to the SINDH BANK by an act, omission or negligence wjth
resped to the Servjces and disclosure of Confidential lnformation or breach of anv of the
terms of this Agre€ment. This is without prejudice to any other rlghts avallable to the SINDH

EANK under this Agreement or anyother applicable laws-

27. REGULATORYUNDERTAKING

a) ln order to comply with certaln regulatory requirements by the SINDH BAN(, the
CONTRACTOR hereby declares and undertakes that:

i) CONTRACTOR and/or its proprietor/partnerrdirectors have never been adjudged
insolvent in any court oflaw.

ii) no exeqrtion of decree or order of any court of law / forum and/or authority remains
unsatisfied againstthe @NTRACIOR and/or its proprietor /partners/directors.

iii) CONTRACrOR and/or its proprietor/partnerrdirecto.s have never compounded
/defaulted with anv cleditors/ ffnancial institution s.

iv) CONTRACTOR and/or its proprietor/partners/directors have never been convicted of any
6nancialcrime

v) No negative credit reporting was ever made against
pro p rietor/partner5 /d irectors in any credit monitoring bu

the OR and/or its

b) CONIRACrOR understands that any misinformation or
breach oftrust and may result in CONTRACTOR not bei
from SINDH BANK and/or immediate suspension of The
CONTRACTOR also understands that if anything co correct
/false/misleadin& the SiNDH BANK shall have a right to nal, or
proceedings before any courti/forum at any time
proprietor/ partners /directors.

nd/or it5

cHr

22. WAIVER

No walver by either Party of any default by the other in the performance of any of the
provisaons of this Atree.nent shall be effective unless in writinS duly executed by an
authorired representative of the Party and no such waiver shall operate or be construed as a
waiver of any othe. or furthe. whether of alike or of a different dtaracter.

23. COUNTERPARTS

This Agreement shall be executed in two (2) couhterparts, each of which shall be deemed an
original and all ofwhich together shall constitute one.nd the same instrument.

24. ENTIRE ACREEMENT

Fhese terms and conditions constitute the entire agreement between the parties and
supersede all prior communications, proposals, understandings and agreemenB, written or
oral between the Parties with respect to the subject matter of this Agreement.

25. Ensuring Access to SBP

CONTRACTOR and STNDH BANX wi ensure that the State Bank of pakistan is provided
necessary access to the documentation and records in relation to the outsourced activities
and the right to conduct on-siteto coNTRAcToR if required.

Terminatioo of Agreement by the Bank:
- lf the CONTRACTOR, in the jud8ment of the Bank has engaged in corrupt or fraudulent

practices in competing for or in executingthe Agreement.
- ll as the result of Force Majeure, the CONTRACTOR is unable to perform a material portion of

theServices for a period of not less than thirty (30)days; and
- lf the SINDH BANK, in its sole discretion and for any reason whatsoEvei, deoded t9 terminate

thrs Agreement. \ r ".
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lf issued two (2) warning letters /emails by SINDH BANK for unsatisfactory current
performance of CONTRACTOR.

Any notice, request or consent requird or permitted to be given or made pursuant to this
agreement shall be in writinS. Any sudr notice, request or consent shall be deemed to have

been given or made when delivered in person to an authorized representative ofthe Party to
whom the communlcation is addressed, or when sentto such Party at the given address.

,A party may change its address for notice by givin8 a notice to the other Party in writing of
such change.

CONTRACToR will not assign its job to anyone, except prior written permission ofthe bank.

27. Authorized Representative:

Any action required or permitted to be taken, and any dodment required or permitted to be
executed under this aSreement by the Bank or the CONTRACTOR may be taken or executed
by the authorized officials.

28. Goods Faith:
-fhe Parties undertake to ad in good faith with respect to each other's riShts under this
agreement and to adopt all reasonable measur€E to ensure the realization ofthe objectives of
this agreement.

29. Canf,ict of lnterest:
CONTRACTOR shall hold the Sindh Eank's interesfs paramount,
future work, and strictly avoid confiict with other assign
rnterests.

30. Anti- Money Launde.inS Requirehent:
CONTRACTOR acknowledge that they do not violate any
anti money laundein8 or record keeping procedure as per
of locals as wellas foreign ju risdiction.

ideration for
corporate

6/
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31. Governing Law lurisdiction t9
This ASreement shall in all respects be construded and be tot/efned in the accordance with
the Las/s of Pakistan and both the parties i.e. SINDH BA K and @MTRACrO& hereby submits
to the jurisdidion of the local courts in Karadti in any legal proceedln8s and as regard any
daims or matter relating to this Agaeement.

32. Force Majeure
Neither party shall be liable for any failure to perform or observe its obli8ations under this
A8reement, if such fuilures or delays are caused by acts of 6od, wars, riots, strikes, accident,
explosion, fire, shortage of labor or materials, labor disputes, government restrictions, or any
other cause beyond its reasonable control. ln the event of the occurrence of any of the
foregoing, the date of performance shallbe deferred for a period of time equalto the time lost
by reason of the delay. The affected party shall notify the other in writtng of such events or
orcumstances promptly upon their occurrence.

33. lncjdent Response & BCP

- The Contractor shall fully cooperate with the Bank in InvestiSation, contaanment, remediation
of security irlcident, and participate in periodic joint incident response exercises as requested
by the Bank.

- The Contrador shall implement Full Pac*et Capture (FPC) for critical rnfrastructure
components and retain packet capture data for no less than 90 days for forensic purposes,
uPon request bv the bank-

- The Service Provrder shall establish and maintain Recovery Time Objectives (RTOS) and
Recovery Point Objectives (RPOS) for all critical systems in accordance to Buidelines/policy
provrded by the Bank. Default RTO shall not exceed 4 houB, and RPO shall not exceed I hour
unless otherwise aEreed

t4. Vulnerability & Patcit mahagement:
As per the Sindh Bank Global Policy Standards, the Contractor shall provide patches.sper the
frequenc.y and security levels in Bank Vulnerability & Patch Management Procedure. The
Contractor shall maintain documented patch managehent procedures and provide patching
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35. Settlement of Disputes:
- The Parties agree that the avoidance or early resolutaon of disputes is crucial for a smooth

execution ofthe A8reement and the success of the assignment. The Parties shall use their best

efforts to settle amicably all disputes arising out of or in connedion with the Aereement or its
rnterpretatron.

lf Parties failto amicablysettle any dispute arising out ofor in connection with the Agreement
within (10) days of commencement of sudr informal negotiations, the dispute shall be
referred to arbitration of two arbitrators, one to be appointed by eadl party, in accordance
with the Arbitration Act, 19210. Venue ofarbitration shallbe Karachi, Pakistan and proceedings

ofarbitration shallbe conducted in Entlish-

36. A&eas Control:
- Multi-Factor Authentrcation (MFA) shall be mandatory for all remote access to the Bank's

infrastructure, systems, and cloud portals, includinE administrative, developer, and third-party
accounts.

37. Further Obllt tion of th. Contr.do.:
1. CONTRACTOR shall perform the Services and carry out their obl due

dili8ence, efficiency and economy, in accordance with nal
standards and practices, and shall observe sound mana
appropriate tedlnolo8y and safe and effective equipment, m

6 the
rd

the SINDH BANK legitimate interests in any dealinE with Sub-
2. ln the event the CoNTRACIOR fails to fulfill its obli8ations dunnS the

CONTRACTOR shall repair, replace, or rectifythe reported fault within resol!tion timelines
specited in the applicable Service Level Agreement (StA), based on the pnority classification
of the incident.

3. Where the CONTRACTOR fails to compiete the requrred repair within the prescribed SLA
resoiution time due to reasons attributable solely to the CONTRACTOR, SINDH BANK shall,
after providing written notice, be entitled to carry out or arrange the repair through a third
party. The reasonable and drrectly related costs incurred shall be recoverable by deduction
from the Performance Security and/or any undisputed upcoming payments dLte to the
CONTRACTOR,

4. Any failure or delay constitutinE a breach of warranty obligations shall attract service credits
strictly in accordance with the SLA, which shall be without prejudice to the Bank,s nght to
recover direct repair costs as stated above. All risks and costs directly arising from such breach
shall be borne bythe CONTRACTOR.

5. lf the obli8ation of warranty period is not met or delayed, the repair etc. requirement on this
account will be carried out by the bank & the billed amount will be deducted from the
performance security/ upcoming pawnent due to CoNTRACToR. Risk & subsequent cost to
this effect if any will be liability of the CONTRACrOR and any subsequent expenses on the
equipment will also be borne bythe CONTRACTOR.

lncident Response and Escalation Table

38. Edension ofTime:
Any period wlthin which Pany shall, pursuant to thrs agreement, complete any action or task,
shall be extended for a period equal to the time duri whach such
perform such action as a result of Fotce Majeure

Partv was unable to
E.t)

CONTRACrOR shall always act, in respect of anv matter relat
Services, as faithful advisers to the SINDH BANK, and shall at

E

s. Rl

ndm

slJpport an

P3
Ir: 

r.*' 8 Hours 2 Days Daily 10 Oays

P4 pr uou.s 24 Hours 2 Days Neve. Daily 30 Oals

39. T and Dutaes
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coNTRAcroR and its Personnel shall be liableto paysuch direct or indirect taxes duties, fees,

and other impositions levied unde. the Applicable Laws, the amount of which deemed to have

been lncluded in Contract Price.

Atl terms and condition of the tender dooJment will remain part ofthis agreement

CONTRACTOR shall provide the performance security in the form table to the Bank forthe
5yo ofthe tender value for the period of 1 Year from the ofperformance

security, which will be extended ifrequired to Sindh R does not fulfill
rity as per SPPRAits commitments, the bank reserves the right to e

RuLes.

E,
42. The term of this a8reement shall be for the period t

t

ffrom the date of
signing of this agreement and may be extended
parties.

\ilr tual consent of both

' -rV
43. Support Eicalation Mat.ix:

For timely addressing of complaints Eiven support escalation matrix will be utilized/followed: -

LEVEL-3
Name/Designataon

CEO olthe firm

n
ul

glo
i- -i<6t))g

z

q

Name/D€signation
(support staff)

Email

(Sr. Support Engineer)

asaal.afzal

Generic Support First complain if
the call is not resolved 'within

spedfied responlc tlme'
(24 hours)

Security Related Support: Fkst
complain ifthe call is not resolved

'wtthin sgedfred respoarse time'
(4 hours)

Cell

LEVEL-1

+923363296206

LEVEL.2

Name/Designation
(Regional

Head/Manager/6M)

Asad Abbai Dhanji

VP - 9, sFems *curity Engineer

Landlane Phone

Email abbas.dhanji@securenetworks.pk

6eneric Support: Second complain,
ifthe call Is attended within

'Spedfred Re.ponse ]ime' and not
.ttended / or the problem still

unresolved even after complainlnt
at Level-l
(48 hours)

Securiw Related SuOOort Second

comp,ain, ifthe call is attended
wthin 'specified R€spoB€ Ime'

end not attended / o. the probleh
still unresolved even after

complaining at Level-1
(12 hours)

cell

+92321256460 /

Asad Effendi
cEo

Landline Phone

Emall asad.eff endi@secu.enetwork-pk

6enericSupport: Thlrd complain, if
the call ls attended within

'$edied Re.poose Time' and not
attehded /or the problem still

unresolved even after complaining
at Level-2

{72 hours)

e Security Related Support: Third
Fo complain, rfthe callis attended
?wlthin'Sgedied ResDoose lime'
$nd not attended /orthe problem

i stillunresolved even after
complaining at Level-2

(24 hours)

,
it

Cell

+923202896110

Note: Ensurethat no column above is left blank
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ln wrtnesses hereunder both the partiB have set their hands on the dav and year above first
mentlond.

PAK

feo
D.+ CATE
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Sindh Bank Limited Se@re Networks Private Limited

Address
3rd Floor, Federation House,

Clifton, Karachi, Pakistan
Address:

Office No. 81, 2nd Floor, Plot No. 59{,
24fi Commercial Street, Ta'rheed

@mmercial Area, DHA Karadri.

Name Name: Areej Saleem

SiBnatures: Signatures

Title 'lil;J:lll;ffi ;;;';; ;;'d;
c1-a,r Ba^k Lintt'd Title: VP Dkedor Global Operations

Date E.od ol|t.., ad'a'^t
Date 04-February- 2026

Name: Name Zahid Nawaz

SiBnatLrres srED zEESllali'ut'HAQ
rvD ril.r6rt10! T.cIlololr

SiSnatures

Trtle l{ I Title: Head of Enance

Date:04 - [Sbruary- 2026 \ \vll-tEl

!n!("'

.9/

Date:
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B|LL OF QUANTTTTES (BOOIAND PRTCE SCIiEDUtE

Supply and installation of

Escalation Metrix

also possess theauthorityto approve Emergency changes should theybe required

and either by the customer directly by emall or via telephone All the information related to incident shall be
sharedwith Secure Networks dedicated support engineer for Gemalto so that a unique support case number can
be generated - this case number must be avallable for allfurthe. communlcations and td enable trackin8 of that
issue to closure.

Escalation Contacts

The people listed below are our Es.alation Contacts for this Agreement

tscelation Contacts are used to inform all relevant stakeholders within the Customer business hierarchy of the
status of Pl lncidents. The proliferation of this information will take the form of emails. Es.alation Contactswill

@

o

Description Method

Online https:1/support.sec!rrenetworks.pk

Emarl !qlqojr@ !e! u! e! etwor ks.pl

ror priorily l cares telephone is the prefened method of call log8ing.

Contact Name Title Telf Email

Dire.tor Techn,cal +923349540351 has3n.imam@s€curenetwork5.Dk
Dkecto. Growth +923444442624 mohsin.tuf ail@securenetworks.ok

Level 3 Salman Saeed Lead Entineer +923222068806 salman.saeed@secur€networks.pk
Level 3

Dhanji
Lead Engineer +923212564607 abbas.dhanir@sec!renetwork.ok

Ievel 2 Sr. Support
EnSineer

+923363296206 vasaal.afral@secureoetworks.pk

Level 1 Abdullah thraz Support Engine€r

-3
+923112891135

Level 1 Ahsan Sohail Support tngineer
-2

+923113279613

Level 1 Support En8ineer

-1
+923170009573 kamran.alil@

awoEscaladon contact will follow the hierarchy from Level 1 to Level 3.

. lncident Management

Service Description

Suppon isaccessed through the Secure Networks dedicated support line, call routing to the caseowner or
the relevant incident team.an be madefromthis point to ensurethe curtomer reachesthe e)qertise needed

AT
Rr

BA LL

Allincidents willbe recorded on S€cure N€tworks Service Desk gvstem under the lncident
Management wortflow. The Secure Networks ameofthe person reporting the lncident, timeof

Unat Pnce +@P/Item Quantrty

6,675.00 2000 13,350.0@.001 DNS Sec! rity 50lution

iTotalAmount(ln PKR)

hY
the

i\

ahsan.sohail@s{urenetworks.pk

s.No





calland anyother pertjnent anformation, along with rriteria for r€solt tion to ensure the wormow i5 initiated
corre.lly.
It should be noted thattheCustomer shallreport priority l and 2 lases via telephoneonly
cases arethe highest priority incidents reserved for when systen5 are non'fun€tioning or

For an lncident, "Response" is the time from when the Customer first lo8s a reques(
professionalfor assastenceto thetimethat the Se.ure Networks responds with a sui

f|-
o

person whether vaa an email, telephone call or in person. Support to provide a resol
from thetimeof Response until such time asthe lncidenthas been resolved.

For an lncidenl, "tscalation" shalltake place if a resolution to the lncident has not been achieved withi;the
timeframe setout in thetable above and willconhnueto bees.alated untildetails ofthe lncident isEiven to
the Escaiation 0irector.

From th€ time ofResponse until resolution, updatesshallbe provided to the Ndmed Contacls and/or
Es.alation Contacts byemailat such frequencies as setout in the tableabove.

S€rvice Levelt Key Performance lndicators and Service Credits

90% of incidents responded to within t hoor
P3lncidents 90% of incidents responded to within 4 hours.

90% of incidents responded to withln l day

CateSory Service tevel Target

9096 of incidents responded to within 30minutes. 9(y.

P2 lncidents 9096 of incidents responded to within t hour

9096 of incidents responded to within 4 hours ae/.

9 of incidents relponded to wthrn l day

Root Cause
90% of P1 lncidents to receive a Root Ca use An alysis with in 10

I be provi

(

g"rf

. Secure Networks SLA Guarantee
Secure Networks lak€s responsibilitles to theCustomer very serioustyand is proud to offer one ofthe most
comprehenrve Service LevelA8reements ("StA")in rhe industry. We arecommitted to providingthe Cusromer
with the reliable services, sirpport, manaSemenr and secure infrastructure.

assist our clientswith issuer 24x7x365

Confidentiality

5'1-

3
Customer data is confidential information. A! such, Secure Networkha

We classifya.cess rights ar follows

how to act when workin8 on customer infrastructure. This isto ensurewe
not compromise a.ustomer's privacy-

to sensitive data and

C.teSory SeMce tevel Target

Pl lncidents 9096 of incidents responded to within 30 minutes
Pz ln.idents

Clarsification Risk Level
No Acc€ss/Only with Databases, CRM systemt Financial Systems, tRP

user credentialsor s€rver system admin account;
Access to infrastructure management conloles, i,e-
switches, storage, servers, vcenter, backup server,
Citrix XenApp -for purpos€s of anfrastructure
managernmt - access to servers to perform updates
and patche! using special administrator accounts
Secure Networks tools implernented on.u(omer
site for monrtorinSor patchingo. providinS

reporting.

l}1 vw-

users are directly unableto workon the systems provided. As such the€ustomer should

support engineervia t€lephoneto ensore the tickel is opened immediately.

High

ao%

. 24 x 7 x 365 Staffing Guarantee

Se.ure Network guarante€s it willprovide technicalstaff 1OO% of the time in

T\Dvoc





Svstem access as then granted bas€d on classification. Mpst often w€ will us€. remote mahagement tools with
each session instigated by the customer, the customer ean th€n rtay onlinewith the enSaneer to observe v!'hat

work is bein8 undertaken and what systems are bejng accessed if desired.
Thecustomer is the owner of allinformation and can s€t the classifuation as he or she desires. The responsibility
willbewith the information own€r to advise the secure Network of the desired levelof access. By default,
Secure Networks will use the above-mentioned metlpd for data classification.

Annexure -B

o
. SCOPE OF WORK

3 Scope of Work
J1 i{J(gtt Pu0rl

The CONTRACIOR shall provide, deploV and supportthe lnfoblox BloxoneThreat vanced
solution for Sindh Bank Limited in accordance with the approved Job Order (lO) and
Work (SOW). Sindh Bank limited is cur.ently utalazing Microsoft DNS servers, which pr
visibility, loggin& and security controls for DNStrafic management. The existin8 environment lack
effective protedion aSainst malicious external DNS queries and is exposed to DNs.based threats sudl
as malware communications, data exfiltration, infihration, tunnelling attacks, and other DNS exploits.
Theproposed lnfoblox solution is intended toenhance DNS secuaity, threat visibility, and protection
across the Banfs environfient.

The scope includes the provision of Secure DNS Services with a DNS Firewall capable ofautomated
malware prevention at the DNS layer, lnfoblox Advanced Threat lntellitence, and Threat lnsigh!
lnfoblo/s patented capability designed to detect and prevent advanced ONgbased attack induding
DNS tunnelling, fast-flux activity, DNS Messenger, and data exfiltration or ihfiltration attempts. The
solution shallalso include access to the Threat intelligence Data Ex.hange (TIDE) platform for curated
threat intelligence, Dossier forthreat investtgation and anal!6is, protection for roaming users, and
access to the Cloud Services Portal, along with Premium 24x7 support in accordahce with the agreed
seMce levels.

The Jolution shallbe deployed using lnfoblox EloxoneThreat Defense Advahced with a totalquantity
of 2,000licenses, providing enterprise-level DNSsecurity capabilities including automated malware
prevention, advanced threat intelligence, threat detection and investiSation features, protection for
roaming users, centralized cloud-based managernent, and vendorsupport as specfied under the SLA.

Ucense /Waarantv / glpoort /
It would be mandatory for the Bidder to provide a hardware/icense/Warranty/Support for (01) year
for the producl and provide on-site comprehensive suppo( extendable at the Banfs discretion. The
hardware/license/\tVarranty/Suppoat period of one year would commence from the date of issue of
the Completion Certificate by the 8.nk. Du.ing the Wa.ranty period, the Bidder would be required to
undertake all necessary modifications not falling under the puryiew of,Change Managemenf sudl as
updates, bug fixes, changes in the applicatlon, or any other support as and [,hen aequired at no extra
cost,

'The llcenses ofthe requked other associate / supporting tools should be provided bythe bidder

A.nual Maintenance Contract (AMCI

The Bank shall enter an AMC agreement with the successful bidder i.litially for the penod of One (1)
year on a per year basis to provide the complete utility of maintenance & and slpport servrces (i.e.,
on-site & and off-site) after the expiry of the warranty period. The a8reement would also capture the
responsibllities and obliBations of the selected bidder and SBL. Any major ch.nSes in the applicahon
which will fall under the 'Change Managemenl, the vendor will be paid separately.

Quoted hardware solutron must have an end of life beyond (05) years at the time of submission.
Delivery Tirne: 3-4 Week afte. PO.

Penalty: ln case offailureto supplythe requi5ite within seven {07)working days after the delivery
trme, as described above, Pak Rupees Ten thousand (PKR10, ) per day may be charEed

e.9
,'t-..

$
A{{ A1E

BLTC
Rlzw IJ

5
I** 0,4

L
A 1





otary Pub

Annexure C

PAYMENT SC}IEDULE

a) Payment Terms: 5096 After Delivery and 50% after deployment

b) Contracto. Shall Sobmit tie Performance Seorriw at 5% ofthe ConEact Anount

c) The Periormance Sed.lrity Shall Be Released 1 Year After Hivery and Acceptance
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SNI)B/COK/ADMIN/'TD/ l,l9l/2025

!q!!r Accordihgly, going lhrough th.l.chnicrvfinrncirlevrlo.tion cril.rii hid down ir the tetrder docum.nt. M/rS.cur.
N.lvorl! is lh. mGl .dvrntqcou! bid ,rd h.nc. r.comm.nd.d for Supply & lfttrllrtion ofDNS S.curiiy Solutiotr.

jt
5. ul Ihq

lvPtrinan.e DiYision. Sw-YLT. Di!isaon

\

S. Cost Off.r.d by
Bidd.r

Rrnl(ing in

Rs. 15-159,5001
0 5 6

I Rs. l3-150000/-
Qualifi€d
Biddcr.

Rs, 2,209.5001
Accepted EeanSthe Most

2 It\ l7-356.000/-

Rs, 1,796,5m/-

2d llidder

n-_4

M.mbtB - Prdur.h.nt CohBin..

(Mr Dilshad Ilusain ['na) Cticllinecial Offer EVI, Chairp€Mn

(Mt ABhad  lb6 S@Dro) I l?8d of^dminisEaIion.EvP-Mcmb.r

(Mr Pee, Ali Bhu0o) DiErc worb & S.di6 (Situh M.dss.rrl U.iv.Riry) Mcmber

(M, Ad.d Siddiqui) I lcad of LT - lVP - CHtlcd

/c[o
^*s/

Bid lialurlion ReDort

Supply & Irslrllrtio. oIDNS Se.lrity Solution.
I Nalne ofPrccurins  senc't Sindh lluk l.td

.l Method oiPrcurcment Sinsle Slase Onc EnvcloD Iliddinr Pecdurc

5

SPPRA NtT EPADS-S S2J 1095404/5-25 r 095403/5-25 | 095401/S-2J r 095400
Express l ribunc, Sindh Express, Daily Fl)eress (28/10//2025)

Toml Bids Receivcd 0l
li Technical / l-inocial Bid ODcninR Date ll/11,2025 Timei I145 Hours

No of Bid Tcchnically Qualificd 0l
t0

M. Rashid M.mon
SVPJYI.T. Division



Bid Iv{lu.iion Rrnor(

SuDolv & hsrallotion oIDNS Security Solution.
I Narnc ol Pr@urin! Ascncy Sindh B,rrk l-ld
l SNDB/COK/ADMIN/II}/I491DO25

Supply & lnst!llrtio. ofDNS Secrrity Solurion.
I Mohod of Procurement

Tolal Bids Rcceived 02

ll Iichnical/ l_inocial Bid Opcrine Dlttc l3/l l/2025-lim6: I l45IIours
No olBid Technicauy Q,alilied 0l

l0 0

One llnvcl
sPPRA NIT tiPADS-S S-2J I m5404/5,25 | 095403/5-25 109540 t /S-25 I 0954m

sindh I)ai 28,l012025

S. Cost Orered by
Bidder

R.nking atr

R!.ls'5s950o/-
I l { 5

1 Rs. l.]..150.000^
Quulified
Bidder.

Rs, 2,209,500/-
Acc€pted B€lngthe Most

2 Rs. 17.356.000/- 2d Bidd€r

Rs. 1,796,500^

2d llidder

Ngll!r Acco rdingly, Soing through the T€chnicsyFins ncirl evr lurt ion criteris lsid down itr the t€nder docu meIt.
M-/s Secure N.tworkr h lh. mort rdvrtrtrS.oB bid rnd i.nce ..comm.nd.d for Suppty & Inst tt.tio, ofDNS Secorit

Membcrs ProcurcInentCommittrc

(M,. Dilshld Husah Kn&) Chi.f Finecid om@r - EvP - CluirD.Mn

(Mr ABhsd Abba lie@o) H.!d ofAdmini$.tjon-EvP-Mobcr

(Mr Pecz Ali Bhu[o) Di6cror wotu & &Bie {Si.dh Madessa&l Unit€6ir!)

6
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ANNEXURE "F"

ffo be sisned & stomped bv the Bidtlet ond rcproduced on the lelter head)
PRICE SCH€DUIE

1f., h...b, &.r! .r rh. bh' rnd .ondnroi. .r tiv.r .boE,

lsrl..u'. orb'dd.. *[h nam., o.r,Fnbi a.d c.6!rnr s.rrl

s.N
o

llem Unit Price Quantitr

1 DNS Security Solution 6.67J.00 2000 t3,350,000.00
2"d year subscription add,/or SupponCost(2000 nodes) 2000 r4.685,000.00
3'dyear subscription and,/or Support Cost (2000 md6) 8.076,75 2000 16,153,500.00

rToral Anount (ln PKR) {J,188,500.00

'Tot.lAmoutrr:
Thh rmount*ill b.consid.i.d is only the-Bid Off.red,,. Wtere8 b..ppri!.d lhrt th. suc.Asfrl bt.tder yil be ih.
otr. whos. -Err lurted Bid- ii rh.lo*Gst. (Fo. funt.r ct.rificrrior ref.r Not 6. b.to*)

Name of Bidder

i Incae is cvil.d n ey sl.a. atur $l.ltarion ofrhc cquipmnr lhat rh. skcd sFqli.,rio. of$.lendc.hs nor b..n me!
lhe mounr of the rohl i.srltlaton ol lhal sD.ci6c equrpn.fl wiI bt tined to tlE vcndor wilh appropriac action 6 d.cmcd

(Applicable for the yea r 2025- 2026)

Secure Networks

Qu.lilied @mpdy $ill allo b. bound !o sicn
dE.qoipn.fl f,nnin th. se4ty p.iod, lnc
{ill r.sull inro iniliaiio, of a ce againrt 0B

! bddur&nrli.g tlln ii ce of&y obeslrln esing in Espe.r of qu.liry of
compey willbc liable ro addE$ noliis om @sr. non, @mpliDc.ol$. smc
@mpuy lor.on{omitDcnt.

All @ndirio$ itr 0E @.rst !€Emc r&ch.d 6 Am.x@ O e pln of fiis Gnd.. &orMr
Th. Lnd., wiu b. consi{,.ed cM.ll.d ifth. 6nr@t lgEm an r dw signirlF is rcr srbnincd wilh Admin Ome aftcr
5 dlys of@nplerior ofbid.vatulion r€pon lrcisting pe.iod (l dry, oi SPPRA websic
Th. l4.d.r will $and coell.d if &y oflh. givcn @ndni6 otrhc ld&r in mt m.r in srictl, s Fr dE EquiJi. ot lhc

Prc B id M.cting: whnin onc w..t (Fo. Ary Cluific{ion)
Not . TLr. cu b. subs€qmr 

'nodificdion 
or m.dlMl [o lhis sFcitic r.nd.r hr Bhidr n is .dved to t .p yostf

lbcsl sirh fie noriliclrion bcing lEist.d on Sindh Bdt{ Lrd. & SPPRA w€bsn ..Bulsly.
SiSninB ol lnl.gri8 P&t d Rs t0 trflldavns n medlrory.

I Th. @m!&, will bc @.sirLEd disqulifi.d lDn rh. r!ry ouE.t, ifnol CST EgislRd.
2 Tt. @n mBt includc all ra.s, 3rmp duty (as q,plic.blc u&. SIenp Act l9E9) duly s6np.d on rhc otu&r agr..en!

insralllrion,.onmissionin8, t@sportlrion and labou chdeB
l. No tdvukprym.fi for lh. rupply olcqoipm *ill be mdc, bilh e onty pr(Brd for nce3sr* plyRnl on reeiF of

enificllc of d.liv.ry/srisfslio. iDm lh. Memd offier,1. crlcul.rioo of tid 3.cufity. (5% ot rh. tu. t 5,455o00/: Rr. ?r2J50l,) tt b. lubnin.d wirh th. t.nd.rdocun.nt r!
bid crrlry h st.p. of P.y Ord.r /8.!t Go.nntt tu frvourofst.dt Brnt Ld.

3
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Annexure F (Financial Proposal)
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Tender No. SNDB/COMDMIN/TD/I49312025

Bidder Name: n ll J. 4A,1 / /<j',''Lt

Serial No:

Atadm.t of Ek!.nt .$d.r
rn 6dr 6. l! mnd.to.y. rn

6* of non-compllinc, m h.rt

201 NTN Ce.r'fi cate / Lene. of
lncorporallon / cohpany

Registra(or Letter is reqlred to

20 Ad

I

10

LeneB b be altached dulv
Esued lrom each cohcer^ed

B

2A3

10

NTN ce l8cate/letterof
lncorporaton / Company

ReeinBnon ktter 6 requred lo

c

2.o M'l'on and above pe.year

Mrlron and above pe.year

Audil 8.port /Tax Relum for

2o
5 I st ofAddress rn c t es w th

100 ,7n qL

^LrFtED/o6quaLrFlEo

Members Procurement Committee

I CHIEF FINANCIAL OFFICER

2 HEAD OF ADMINISTRATION

.] DIRECTOR WORKS & SERVIC[S

Sunnlv & Installation of DNS Securitv Solution

d,I Ly'

D



Tender No. SNDB/COK,/ADMIN/ID/1493/2025

Bidder Name: tll/t t ro r'r- 9.d r/z*

t4dll

Members Procuremellt Committee

I CHIEF FINANCIAL OFFICER

2 HEAD OF ADMINISTRATION

J DIRECTOR WORKS & SERVICES

arEd4rt ol ck!.m .urL@
ln 6dr a9 ls ,n nd.ldv, ln

@ ol ioi-.ornpll.r, m mr,t

20

l0 /o
NTN c.niicate / tetter of
hco.po.atlof / company

Re8ktmnon Lener Is requlEd ro

2

10 /O

L€ners to be aGched dulv
issu.d froh each concemed

20 )-ol NrN Cerr'fcare / r€rter of
ncorporal'oi / codpany

Re36lEt on Letter 5 requkedto

>o Mrllon and abole peryear

Mrll@n and.b@e p€r year

Audil Report /Tar Relum for
D

20

l0 1o

u5l ol addres3 ir ori$ with

QUATIFIEO / DISQUALIFIIO

Suoolv & Installation of DNS Securitv Solution

Serial No:

k
r ni"i.i""
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FOR SELECTION OF
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-6r \'I . r t

ATTENDANCE SHEET

BID OPENING - *
O.-/'r/!,/,,r-,) I t s S o t-ltrf,_

Date: l3-rl-t"rn'

S.No Company Name Name of
Company

Representative

Contact Company
Address

)l
) i7 )

*c,,-,-
9vsr--<

Sienature -Procurement Comm Member

Chief Financial Ofricer

Heed of Administration

Director Works & Service
Sindh Madressatul lslam Unive15ity

SiSnature

*--*
F- *1:-

7L
\

\j 1 \ '\-l-



MINUTES OF THE OPEN ING OF THE TEN DER TECHNICAL /FI NANCIAT PHASE)

ryPE OF PSOCUREMENT

OPENIN6IIME

ATTENDANCE (MEMBER PC)

ATTENDANCE (REP5, OI EIDDERs)

TOTAL BIDS Af, CEPIED FOR EVALU,ATION

ADMIN / ITl CONSULTANT/ MEDIA

!N6usraGEoNE va.E / 5iN6E 5r G4Mo ENwLorE / tuo sac6,7rvo

13-q-p 1-
I t't(-{+a-

Shdh Madr6atul rslan UniveE[y

!4!4! tB!4 BiDOFFENE9

tr+r 8-, Aq Ed >2)/^

<**tsJ6t4- {lqqe ,4.1

SIGNATURE PC lylE[1BE s. IND A}]l( I.TD

CF0lHrad ol FinaFc,

raaoolAdmlris!r4ron

T( BIDS REJECT'D

0krclor wo.ls &

sxlu
$rrv

@

S-m,1 Ai,@J-.+ t - 15"-*f, sol"o^s.
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Si llh Bdik t,tnjted SuUt & Iastallation a.[ DNS SetuitJ Sotulah

3. SECTION _III TECIINICAL SPECIFICATIONS/SCOPE OF WORK
Sindh Bank Limited requires the Suppty & tnstalation of DNS Security Sotution. The requirement wil be
issued on need basis. Therefore, quantity may vary depending on the requkement of the ban(
accordingly bank will not be responsible ifthe quantity asked is not as per the scope of work betow and
in this context, no claim will b€ entertained. payment witt be made on the suppty of the actuat number of
items. The purchase of item will be spread overthe yearas needed.
Requked items should stictly be original/genuine and in accorda nce with the specifications betow

No. Compliance

{FqPqNC}

General Requirements

Thesolutlon should be hybrld in nature, with prcvisioring
ofdeployl.Bthesolution, On Prem o.On Cloud or both at

The Proposed Solution shou d provlde both On Netand

3
Theproposed so ution must have provisioning of local VM
for cond itional foMa rding

Soluuon shou d supporttheaPrsharrig and AP based
nte8r.tion

The so ut on should have the unilied policy m.nagemenr
across on-prem, .oa m ngand re.rote off ces.

6

So ution shou d s!pporl role bas-"d access contro and
V._ _ . r'" ro'"-r'",_." o 'or'Ead-d86 ..!

7
The so ution shou d h 8h Shtthe conlguEtional oopholes
(fanV)to addressthem as per best pract ces

8
The proposed solution should hav€thecapab lityto be
dep oyed as an Authofitative DNsserver in Future.

9

The proposed solution should beSaaS based and shou d
have the capabi ity of del vering the DDI (DNS, DNCP &

DNSSec!rity

The proposed so utioi shou d offer DNs Flrewall
capabl ties foriuto.nated ma ware miUgat on.

2

The proposed so ution should be ab eto offer DNS

flrewal ingwth threat ntel igencewith morethan 20
Mllion lOCs in their threat feeds

3

DNS Flrew: lshou d provide pollcy overide with default
redirect, cirstorn redtect, alow w th log and alow with no
loB

Should have separate feeds from DHS (Departement of

1

2

l

10
Thesolutlon shou d havethe capabiityto managethe
other DNS infrastructures, inc ud ngGCP,Azureand AwS.

1
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The proposed solu!,on shou d detect and prevenr DcA
(Doma n Generat o. A Sorirhrn).nd olher means ofAPT

6
Th€ DNS Firewallshou d beable to catesor ze suspicious
domains, lnclud ing r€wyresisrered domains, and perlorm
predidr ve analysis to detect potential ma icious a.tifa.ts.

The proposed solution sho!ld provideth€ adequte
visibilltywth the reason behind whythis domain deemsto

8
The proposed solution shou d provlde custom white isunS

/blacklisting

9
Solution should haveth€ capabllityto block outbound
qu€ries to uncatetoriz€d domains.

10
So ution should support custom RPZ to btock the
geographica based responses

11

So ution should block malware com m unication with CrC
aid roguedoma ns o. al records includinsA, AAA, Mx, NS

13

Ihe proposed solut.n shou d have mach.e earntn8 and
beha!loural analytrca enEine to block sophisr cated DNS

74
The p.oposed so ution must detect ard sroo DNS Malware
T!nielinB.

15

16
The proposed soluuon must detectand stop DNs
Messe.ger lfile ess malwarel

'lre p'oposeo lol,l'o^ shoLld oe aoe ro Resr'a use.
access to web content categories and rrackactivity.

18
So !tion should suppon discoveryofappllc.t ons andweb
categor esand markthek risk raune!

19

The proposed so ltionshould h.ve a mechanismto
discoverthe applicatlons runnlng ln the o.Saniiation and
shou d havethe,capab ity to a pp.ove or disa pprove it to
prevent from lT Shadowing.

2t)

The proposed soluton should contro the risksofrislng
DoH use by blockinSOoH (DNSoverHnPS) domain access
and reven DoH requeststoexistingtrusted DNs

21
Solution should have capabilityofvisibility on a€tive threat
8!o!ps in organ zation

22
Ihe proposed solutioo should havethecapabiityro detect

21
Theproposed so ution should suppon submission of
custom lookalike domains and common lookalike domains

72
Ihe proposed soiuticn should deteciand b ock explots,
ot sh,n& rdr5orwdre dnd o

The proposed soluton should suppo.t prevenr on on data
exfitratlon/tunnel ng,/DGA&Fastfluxalt.cks

I
:!

t1
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Ihe proposed solution sho!ld havethe capabili!vto report
ifanydetected ookalike s suspiclousor part ofany

25
The proposed solution sho!ld provideThreat
Categorization and Pr ortizaUon

26

rhe proposed soluton should be ab e to redlce response
nmes through automated blocking and sharing of lncident
detais to 3rd partyecosystem so ut ons throuSh p!b ic

APs or on premises lntegrations

21

Threal

1

So ution should provide context aroLrnd threats

The p.oposed soluton should havethre:t nvestigation
p atformto perform Threat nvestgato. on rOCs

) The proposed threat investigation platfom should have
th€ capabillty of API b.sed 

'rtegBtions

l
The so Lrtion should provldeThreat R€rearch Po.talthat
help analystswirh Threat Severiw, Risk Level,ILD

Thethreat nvestiSation patfo.m shou d provide the
complete visibility into threat actor group assoclatedwrth

5

lhe threat investiSatlon p atform sho!ld hdve rhe
capab ltyto show the mpactof OCi. the orEaniz.tion in
lerms of the heatmap.

6

The threatinvestigation p atform sholld provdethe
deta ed vslb ty rntothe Passive DNS inform;tion aga.st

--.r
Thethreat investSarion p atform should have the
capabl ity to demo.strate the comp ere history/tim
{or the rOC

l- LLLl
8

Ih€ so ution should hav€ the capabilryto assocatethe
M|TREAttack mappi.g against the IOC

The so utior shou d be capable of h.vin8 Albased eng ne
to share the unique nsightsfrom the securityeventsto
reduce overall DNS MTrR.

I

I

)
Ihe proposed soluton should provide reportinB, analyt cs,

slalisr cs. alF'1 , E, dnd og8 rg (CSV/PDF)lor the D\S

3

The proposed solution should have compreh€n5ive
summary reports tor op€ratiosteam and executive
summary repon for C-Suite, Management.

Thesolution should havethe reports to comparesyour
orga.nationt DNStraffic patterns to those of peer
_oa pd- e, sill._ tou, rrdLrr.} dr o dc os. all secro (

Reportlng & Analltj$

'rhe proposed soluton should have pre-bu ld reportsto
PointtoP hlts on malic ous domains
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5
The soluuon should hav€ suppon of schedulinS lhe

'lfthe company qualifies the elitibility crite a, then it willbe requkedto produrethe prod uct alon8 with
al relevant bro.hures at the date/time/locatio! as indi.ated by the Eank for necetsary

'1spe(ton/ve 
rl.cat,on.

Lice.s€/Warantv / Suooort /
It would be mandatory for the Bidder to provide a llcense,4/Varranty/Support for (01) year for the
product and provide on-site eupport 24x7x365 days, extendable at the Bank's discretion. The licerse

/warranty/Suppon period of one year would comm€nce from the date of issue of the Comptetion
Ceruficate by the Bark. Ourint the waranty peiod, the Bidder would be req!ired to unde.take all
recessary modifications not falling under the p!rui€w of 'Change Managemenf, such as updates, bug
fix€s, chanS€s in the application, orany other support as and when req!ired at no ertra cost.

'The llcensesofthe requi.ed otherassociate/ supportingtools shouLd be provided by the bidder

Annual Maintenance Contrad IAMC)

The Bankshallentera. AMC agreementwith thesuc.essfu bidder initially lor the peaod of (03) years on
a per year basis to provide complete utility of maint€nance & and support services (i.e., on-site & and
off{ite) after the erpiry ofthe waranty period. The a8reement would also capture rhe responsibilities
a.d obligations ofthe selected bidderand sBL. Any majorchang€s in the apprication whkh wittfattunder
the'Chaoge Managem€nt', thevendorwill be paid separately.

6
Thesolution should support sh ppingofcloud logstowards
On'Prem SlEM solution

iralnlng &support

I Theselected vendor wlll provide assistance in depoyment
and confisuration of ailthe componerts of the !roduct.

2

The selected vendorhas tosuggestand implement new
polc es in iine ofnandard best practicesaccordingto
CLrstonrer Evnironment

3

The se ect€d Vendorto p.ovide the fol owing
documentation 1. Deployment documentat on & Network
dia8ranr (HLD & LLD).

2 Oetailabout howto hrnd e day-to-dayadministrative
acuvities & good practicesto be folowed.

Iheselected ve.dorw llprovlde LocalSupport +

lnternatona Suppod (robust and av.lable support n the
lorm of t ered suppon, phone communicaton, web
resources and onsite) n tla yforoneyearextendable !pto
threeyearsannLially. Provlde detailed SLAswith the bids

T.e sere.ie. !e.co. u ,r.! ce .ca traii nr(lowledge
t.a.5ler tc Four Customer PeBonnelforal rre
ccmpofents ofthe sol!t o..Ihe trairing sho! d coler the
dcp oyment, conflgurat on, mafag€ment, !pgradc and
report ng aspeds oJthe solution.

Quoted solution must havean end of life beyond (05)years at the time of su bmission

Oelivery Time: With in 03 to 04 Weeks



,,I Shdh B@1t Ltditet) Suppl, & l^tatah@ of DNS &@u, Sotutiona)!!

PRE BID MEEIIT.IG:

ln case of any clarific.tion required rega rd int Bidd ing Document, a pre-bid me€tingcan be hetd at Sindh
Bank Limited Head Office 3'd floor, f€dera{on HouseAbdulah Shah GhaztRoad (arachi with priornotic€

i\ {.{Lsi,i,y u} t}r Hr.l .qrrHr r"\r^lL\AaRDhuno U +{ {r J-ql!!!brx .!iir,! lei

SworrB,qNK
a 4[\'I.rl

I'owlR To THE P[opLr F I 5 f l9r/i::llr


